MANUAL LSM - USER

Version: March 2013

Simons Voss

technologies




Page 2

1.0

2.0

3.0
1.0
2.0

3.0

4.0

MANUAL LSM - USER

INtroduction ... e e 7
IMPOrtant NOte........c.. e r e 7
1.1.  Understanding this manual ..., 7
oo Y o =3 9
Standard tooIbar ... —————— 10
Areas / transSponder group VIEW .........cccoviimmmmeeessssisssmsnsssssssssssssssssssnsssssssssssennns 11
DOOrS / PErSONS VIEW......ccoiieieeeeiciieisrrrsicessss s s s s s s s s s s s s e s s e s nnmnnssssss s s e e e e nnnmnnns 1
Group authorisation tree VIiew ... nnnnas 12
PROGRAMMING REQUIREMENT .......oooiccceeeerrerrcmmssse s s s e s e s s smmsssss s s s e e e e 12
Setting up and opening the database ........ccccooermeiriiiiricciiee 13
Whatis new in Ism 3.27 ... e e e 14
ViewS and navigating ..o 15
21. Areas /transponder groups VIEW.......ccccceeemmeiiisiirmmsmnnssssssssssesssssnnsssssns 15
2 T T 7= T - | N 15
2.2, DOOIS /| PErSONS VIBW .....ccciieeeemunniiisiiisnssnnsssssssssssesssssnnssssssssssessssnnnnssssssns 16
30 T € 7= 1Y - | N 16
28 T |\ - 17 0 1 1 17
2.4. Configuring standard VIeW ..........cccooiimiiiieccciiserrrrr s 19
2.5. Adjusting VIEWS ... 21
251 SOrtiNg...ceiiiii i 21
2.5.2 Additional columns in label bars............ e ———— 22
2.5.3 SWAPPING the view of components in the matriX........cccocciiiiiiiiiiiiscncees 23
Issuing authorisations...........ccecoici i 24
3.1. Show /issue group authorisation.............cceeec, 24
3.2. Show /issue individual authorisations .............ccccoirreemcccciiiinseeeeeeennn. 26
£5T N {03 o N 27
4.1. SEARCHABLE OBJECTS.........coiiiiiiirrreeesss s ee s s e smmssssss s s e s s ss e nmsnssnssseenes 28
s PR T U T - N 28
4.1.2  USEE QFOUP ceeeiiiiiccsnmereeeressssssssssssseesssssssssasssssssssasssssansnssenssessssssasnnsensssssssssannnsnnssssssssnn 28
g T Y - 28
T Mg I S =¥ o T2l Ve [ o - S 28
4.1.5 Public holiday list..........cooii s 28
Mg T = ¥ T e 113V N 28

Version: March 2013 v1.6



Page 3

5.0

6.0

MANUAL LSM - USER

4.1.7  LOCAl tiME ZONE ... s mm e e e e e mmmn e e e e e e e nann 28
L By O ==Y - T o N 28
4.1.9 LOCKING SYSEEM ... s e 28
e e 0 oo 28
4111 LOCALION ....ooiiricririr it 28
Mg e 7 I - 1 E= Yo T = 28
4.1.13 TranSPONAEr gIOUP cccccceiiieccrrsemereerrsisssssssmsesseresssssssssnsnsesessssssssssssssessssssssssannnssssssssssssnn 28
L Bt g 1 S I o T 28
T T T T I 1 = T o T U o N 28
4.1.16 TiMe ZONE PIAN ... s 28
I 29
5.1. General information about filters............cccciiiiiii 29
5.2. Managing / creating filters..........ccccvriiiiiiiiii 29
5.3. Managing filters — activating / deactivating ............ccccrrremcciiiiiiininneeens 31
MANAGING THE LOCKING SYSTEM........ccoorircccerinreerrre e 32
6.1. Locking system ........cccccciiiiii s 32
6.1.1 General information about the locking system..........cccccovcmiiiiicnciccne, 32
6.1.2 Locking System Properties .........cccccccrrrriiiiicsisssmererrissssssssessesssssssssssssssssssssssssssssssenes 35
6.1.3 Creating a locking System.........ccccciiiiiiiiinnin e ——— 46
6.1.4 Editing @ loCKing SYSteM ........cooi i snn e nnnne e 46
6.2. TranSPONAEr grOUP ........ccccrrrreemnssssssssrmmmmmmnssssssssssemmmmmmnsssssssssssesssnnnnnssssssss 47
07 N € 7= o - - | 47
6.2.2 Creating a tranSPONAEr GrOUP .......cocccccerrireererrrssrerrsssnressssnresssssmsesssssnsesssssnesssssnnes 47
6.2.3 Editing a transSponder group........ccccccrriinieinrinisns s 48
22 P T4 F= Ve 1= 4 1Y o 1 S, 50
6.2.5 TRANSPONDER ASSIGNMENT .......cccociimimminnininsnsnssssssss s sssms s sssssssssssssssssns 53
LS T I = 14 £=3 Yo 4 o [T o 56
6.3.1  gENEIAL..ciiiiceie it ———————— 56
5.3.2 Transponder Properties ......ccccccmeeciirrrmmcrsirrmmssssrrsnsssssersnsssssersnnsssseesnnssns 58
6.3.2 Editing tranSPONAErs .........ccoiiiiiiiiiimiin e 67
6.4. PEeIrSONS ...t 68
6.4.1 General information about Persons.............ccooiiiiiiccccccr e ——— 68
6.4.2 Creating @ PErSON.......cccciiiiiiiir it 70
0 T =T o 1) 41 T [ =1 =T o 5 £ S 70
L T L - L 72
6.5.1 General information about areas............ccceecrriiiirinn i ———————— 72
6.5.2 Creating @n @rea.........cccceeireeerirecre s smre e s e e e e sr e s s s s s ne s e ne e e e e e nn e e anne 74
6.5.3 Editing an area ... ——— 74

Version: March 2013 v1.6



Page 4

7.0

8.0

9.0

MANUAL LSM - USER

L33 TR 1 o Y o 76
6.6.1 General information about IOCKS.........cciieeiiiieiiiiicr s s e ran e anaa 76
6.6.2 LOCK Properties ......cciccieriiniimrriniins s s s 78
6.6.3 creating @ loCK ... 94
6.6.4 Editing @ loCK......ccceiiiiiii i ———— 96

TR B o Yo Y = 97
6.7.1 General corrections for dOOIS ........cccciiiieciiiim i e e s eanasssrens 97
2 o 11 o o Y 99

LTS TR I o Y o2 1 4 oY o 100
6.8.1 General information about Iocations ...........ccceeeeiiiiiiiieiiecrr e 100
L3 20 T N 0 == =0 (o o= 1 o o T 101
LT G T o 1 A (o oz 1o o 101

6.9. 5.9 BUildiNg....ccoiiiiieii i 102
6.9.1 5.9.1 General information about buildings..........cccceivimminni . 102
6.9.2 5.9.2 Create building .......cccccuemriiiiciciire s 103
6.9.3  5.9.3 Edit bUilding ...ccecceeviiiriicirrcie e s e e 103

L4 2= T o = 104

% I B Lo Yo Y .Y £ - T o 105

7.2, 6.2 Person WiIizard .......cccccceiieuiieeiieeirmsiiessisessrsssisssssnssrssssensssnsssesssensssnssres 113

2 = = 125

8.1. General information about alerts .........c.cccciieiieiiicicr 125

T 0 (=Y 1 (= - 1 (= o = 126

TG T o 1) A 1 (=Y o 127

8.4. Delete alerts.....c.cciieeiiieiiieiiei i e e e raa raanranrannan 127

LT TY N =Y o A 0 1o o 1 oY 128

=T o T o o £ 130

9.1. General information about reports ......c...cooreeeciirricci e, 130

9.2. Basic settings for reports..........cccccii 130

9.3.  SeleCt report ... e e e 130
8.1.1  LOCKING SYSEOM ......ociiiiiiiicccceccirer s e e e s s s s e e e s s s nmn e e e e e e s s e s ammme e e e e e e nnnnnnn 131
0 7 Y 1 T 132
0 N I - 14 E=7 oo ¢ Lo L= e T T T 133
2t 1 O 0 o Yo 134
g S ¢ Yo 135
k< 700 T I - 19 £ Yo T L= SR 136
T I 4 = T o T U T o 137
< 20t A I 1 14 T= T o U= ] - 1 S 138

Version: March 2013 v1.6



Page 5

10.0

11.0

MANUAL LSM - USER

8.1.8  NEIWOIK ... s e e e mmmn e e e e e e e e nnnn 139
8.1.9  HR SIrUCKUIE ... s e e e s nn 140
8.1.10 Building StruCtUre .........cco e 141
< 0t e T T U T T N 142
0 T V=T o U 143
Lo I SO = 4 101 0 =Y o Yo ] o 144
9.5.  EXPOrt report..... e 144
9.6. Reports for assembly preparation ........ccccccceeiiiiiiimirirsccci s 145
Programming ProCeSSEeS .......ciumuirrrmnirrmmsssrrmnsssrrmnsssrnmssssssmssssrnnnnes 147
10.1. General.... i 147
10.2. PoOSition COMPONENLS ..........oiiiemeiiirieecre e e s s e e e s 147
10.3. Program......... s 148
9.3.1  Program lOCK ........ccciiiiiieirinisir st s s 148
9.3.2  Program tranSPONAEN .........cccccerriiiicissssmrreressssssssssssesesssssssssssnessssssssssssssmsssnsssssssasen 150
0RO - T R 152
L= I Nt B 50 T N o o PN 152
9.4.2 Read tranSPONUEr ..........ceeeeeeeemmeennnnnnnnnnnnnssssssss s sssssssssssssssssssssssssssssssns 159
10.5. RESet.... o 163
10.5.1 RESELIOCK ... 163
10.5.2 Reset tranSPONEr ....... . ms s amn s e s mmnnes 163
10.6. Mobile programming..........cccccceiiiiiinnnnnnnn s 164
0Ty T €T 3 = - | 164
10.6.2 EXPOI.ereueriereceresesseseessssasesssstsssssssassssassssssssssssssessssssssssssesssssssesssssseassssassessssssesassans 167
10.6.3 CoNfiQUIe tasks ........cccceriiieciriicrr e e sr e n e s s sn e s e san e e e e mn e nnnnes 170
10.6.4 IMPOIt.... e 174
10.7. LSM MODIle .......ciiiiiiieiriccccs s s rsr s s e e s s 175
Miscellaneous.........ccooveiiiiieiiiricr s 177
11.1. Deleting an employee when transponder is returned.......................... 177
11.2. Deleting an employee when transponder is not returned................... 177
11.3. Create replacement transponder ............coooriiimcccciiiniieescceee e e 177
11.4. Procedure to follow for a defective transponder.........ccceeeeucciiiiiinnnnns 178
11.5. Procedure to follow for replacing a defective lock.......ccccccuuerciirrnnnns 179
11.6. Overlay mode.........cccciii 180
11.7. Overall locking leVels......... . i 180
11.7.1. Creating a higher-level locking level............ccccooirircecemircecrrrr e 180
11.7.2 Creating a higher ranking transponder ..............ccoociniiimnnnni e, 181

Version: March 2013 v1.6



MANUAL LSM - USER

Page 6

4.0 Service and SUPPOIt ... e e 182

NOTE:

In the explanations of the various functions of the system, the focus is on operating the
software. Please refer to the individual product manuals for descriptions of the individual
product features, fittings and functions.

It is important to comply with the product approvals and system requirements when installing
and operating the products. SimonsVoss accepts no liability and cannot provide support for
installation or operation which deviates from these instructions.

SimonsVoss Technologies AG reserves the right to make modifications to the product
without notice. Consequently, descriptions and representations in this documentation may
vary from the most recent product and software versions. As a general principle, the original
German version shall apply in the event of any doubt. Subject to errors and misspellings.

These documents are based on the current programme status at the time of printing. The
information and data they contain may be changed without advance notice and do not
represent an obligation on the part of the seller. The software and hardware designations
used in this manual are mainly registered trademarks and as such are subject to the legal
copyright protection law regulations.

Neither the manual nor extracts of it may be reproduced or disseminated by mechanical or
electronic means, photocopying or otherwise without our express written permission. The
companies and other pieces of data used in the examples are fictitious, any similarities are
therefore purely coincidental.

The editors of this LSM manual took great care when compiling this text. However we cannot
guarantee that it is free from errors. The LSM editing team is not liable for technical or
printing errors in this manual. The descriptions provided in this manual are not of a
guaranteed quality in the eyes of the law.

Please send any corrections or suggestions for improvement to Info@simons-voss.de.

Thank you in advance for your support.

More information about SimonsVoss products can be found online at WWW.SIMONS-
VOSS.DE

This manual applies to software without functional limitations. Functions or views in a
customer’s specific installation may deviate from these due to the software modules
activated.

Version: March 2013 v1.6
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1.0 INTRODUCTION

Locking System Management (LSM) from SimonsVoss is a database-supported software
package that enables you to create, manage and control complex locking plans efficiently.
This documentation serves as a guide to help you structure and configure your locking plan.
It will also assist you later on when it comes to monitoring and controlling the locking system,
making management of the system easier.

® i B 8 o ¢ & O T RN R R

Simons Voss

Al
2 .
b

Wow oW

IMPORTANT NOTE
SimonsVoss Technologies AG shall assume no liability for damage caused by incorrect
assembly or installation.

Access through a door may be denied if components are incorrectly assembled or
programmed. SimonsVoss AG shall assume no liability for the consequences of incorrect
installation, such as denied access to injured persons or persons at risk, damage to property
or any other form of damage.

1.1. UNDERSTANDING THIS MANUAL

Version: March 2013 v1.6
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® MENU ITEMS
The LSM menu items are indicated in this manual by the @ symbol.

EXAMPLES

< Edit

< Area

HEADINGS AND CHECKBOXES

Headings and checkboxes shown in the screenshots are differentiated by the use of inverted
commas.

EXAMPLES

“User Groups”

“Areas’

BUTTONS

Buttons shown in the screenshots are highlighted in grey.

EXAMPLES
OK

Apply

KEY COMBINATIONS
The key combination you can use to start the required functions is shown in bold.

Ctrl+Shift+X

PATH SPECIFICATIONS
If an instruction refers to a directory on a drive, the path is provided in italics.

EXAMPLE
C:\Program files\SimonsVoss\LockSysGui\

NOTE

The specification [CDROM] is a variable and describes the letter identifying the drive of the
CDROM drive on the computer (e.g. “D”) on which installation is to be carried out.

Version: March 2013 v1.6
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2.0 ICONS
NOTE
¢ Icons and entries in the menu only become active once an associated object is
highlighted.

e You can use Shift or Ctrl to highlight multiple table entries at the same time.
e By double-clicking in the table you can jump to the object’s properties.
o Edit toolbar

Active Inactiv  Function Shortcut
icon e icon

Edit locking system Ctri+Shift+A
) Area Ctrl+Shift+S
[d] Edit door Ctrl+Shift+D
a Edit lock Ctrl+Shift+C
.'. Edit transponder group Ctrl+Shift+G
© Editing transponders Ctrl+Shift+O
= Edit public holiday list
Edit public holiday

Ea

Edit time zones

Edit person Ctrl+Shift+P

-

Version: March 2013 v1.6
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STANDARD TOOLBAR
Active Inactive Function Shortcut
icon icon
4 Log on

Log off

New locking system
New lock

New transponder

Read lock Ctri+Shift+K

Read transponder Ctrl+Shift+R

Program

%

Cut

Copy

Paste

o &

Print matrix

I First data record
Previous data record
Next data record
Last data record
Remove

Apply

Update

Browse

Filter not active

Filter active

'\:'1151.01:?;;:7.;

Info

Version: March 2013 v1.6
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AREAS / TRANSPONDER GROUP VIEW

o
P

A black cross with a circle inside it represents group authorisation.

A grey cross with a circle inside it stands for “inherited authorisation.

DOORS / PERSONS VIEW

X

X

.

Authorisation that has been enabled but not yet programmed into the
lock

Authorisation that has been programmed into the lock

Authorisation that has been removed and not yet transferred to the
lock

Authorisations that have not yet been programmed which comply with
the group structure of the locking system, in other words that originate
from the group view, are indicated by a small black triangle

Programmed authorisations that comply with the group structure of the
locking system, in other words that originate from the group view, are
indicated by a small black triangle

Removed authorisations that comply with the group structure of the
locking system and have not yet been programmed

Authorisations that do not comply with the group structure of the
locking system are indicated simply by a cross, with no black triangle
(individual authorisation).

Authorisations that have been subsequently withdrawn, contrary to the
group structure of the locking system, feature a black triangle but no
cross indicating authorisation.

White (grey) box: authorisation can be enabled here.

Checked (greyed out) box: this field no longer belongs to the locking
system and no authorisations can be enabled. You have no write
permission or the locking plan blocks this box (e.g. when a
transponder is deactivated).

Version: March 2013 v1.6
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GROUP AUTHORISATION TREE VIEW

v

S

Manually enabled (black)

Directly inherited (green)

Indirectly inherited — inherited via subordinate group (blue)

Directly and indirectly inherited (blue / green)

PROGRAMMING REQUIREMENT

EXPLANATION

There are various reasons why it may be necessary to program a transponder or lock. The
programming lightning symbol is shown in different colours to indicate the different reasons
why programming is required.

DISPLAY

+

Simple programming requirement for components

Transponder:

Validity expired

Deactivated

Lock

Only overall locking level assigned
Not assigned to any door

Not assigned to any locking system
Door without lock

Programming requirement on a lock after creating a replacement
transponder in the overlay mode of a G1 system

Version: March 2013 v1.6
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3.0 SETTING UP AND OPENING THE DATABASE

Simons Voss

START SCREED
< Log on to the database, authentication then takes place
when user data is entered
x Log off the database
% Settings for the database connection

In the Setup dialogue you can set the connection to the database you want.
Your locking system administrator provides you with the necessary information.
LSM Basic LSM Business / LSM Professional
[ —

NOTE

The software access data should be kept safe according to the valid IT guidelines and not
made accessible to unauthorised persons.

Version: March 2013 v1.6
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1.0 WHAT IS NEW IN LSM 3.2?

Introduction of the Door Monitoring Cylinder as a new locking device type (page 74).
Configuration of Door Monitoring Cylinders under Door Properties (page 76).
Integration of Mifare® Plus technology into the card templates.

The option of saving changes to the matrix screen immediately under Matrix Screen
Properties (page 6).
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2.0 VIEWS AND NAVIGATING
2.1. AREAS/ TRANSPONDER GROUPS VIEW
2.1.1 GENERAL

EXPLANATION

personnel and room structures and can also authorise complete transponder groups for
complete areas. This matrix enables basic authorisations to be created quickly and with
ease. Deviating authorisations in the form of individual expansions or limitations can be
assigned in the Doors / Persons view.

PROCEDURE

o 2 View
e O Areas/ Transponder groups
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2.2. DOORS/PERSONS VIEW
2.21 GENERAL

EXPLANATION

In this view you can see the individual authorisations of all persons for individual doors. This
results in a very large matrix but does allow you to set specific exceptional authorisations.
You can either expand or reduce previously set group authorisations. This view is therefore
suitable for implementing individual expansions or limitations after defining the basic
structure in the Areas / Transponder groups view.

PROCEDURE

e 2 View
e 2 Doors/ Persons

Simons Voss
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2.3. NAVIGATING

EXPLANATION

On the left, this view includes a navigation aid that shows the two hierarchies(transponder
groups and areas) in the form of two tree structures. The right-hand side of this view contains
the matrix, where you can issue the authorisations you want simply by clicking.

You can vary the size of the windows by using the mouse to drag the bar separating the
areas and transponder groups, and also the bar separating the matrix and navigation area.

Various icons are shown in the tree view depending on the display status to allow you to
navigate around the tree structure as efficiently and confidently as possible. These are
shown in the example locking plan below for the transponder groups.
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EXPLANATION OF ICONS

[
[ ] y Locking system transponder groups
Individual transponder group without additional subgroups
# .  Transponder group with at least one subordinate transponder
L L group which is not shown

# .  Transponder group with at least one subordinate transponder
group which is shown

1
'Iﬂp Locking system area

Version: March 2013 v1.6
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PROCEDURE

NOTE

LSM USER MANUAL

Individual area without additional sub-areas

% Area with at least one subordinate area which is not shown

EF Area with at least one subordinate area which is shown

Click on the plus sign to the left of a red icon to display the next lowest level in
the subordinate grouping.

By clicking on the new plus signs that appear you can navigate to further,
lower levels. There can be a maximum of 6 levels in a hierarchy

Click on the minus signs to the left of the green icon to close the subordinate
levels

Click on the minus sign beside the locking system to close all open areas
Double-clicking on an area or group changes the view (display of content in
the matrix on or off)

But you can also get a complete overview quickly by opening the entire tree
structure:

2 View
2 Open all subordinate areas / groups

To close all open areas or groups again, you must close the highest group in
the tree structure.

Please note that as the tree structure grows it can take longer to prepare the data to be
viewed and display it on the screen. This is noticeable when restructuring and updating the

view.

Version: March 2013 v1.6
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2.4. CONFIGURING STANDARD VIEW

EXPLANATION

Each user can configure their preferred view as the standard view. This view is displayed
once the user logs on. Various basic settings can also be activated here.

PROCEDURE

e 2 Options
e 2 Matrix view

Matrix view properties

Farit |Microsoft Sang Serf Salect

Field height [z =1
™ Adapt height ta text Allocation of nghts
¥ Transponders in the horizontal bar ¢ Single mouse-click
v Dizplay crosshair b Ranblecle

Ot + single mouse-click

Logo Load matrix views at start

; o " None
I [39? 7 Breazdtranzponder groups

(o [oors/people

Ll

Height |2994 -
izg Mawimurm number of groups/areas

[ et standard values to be opened when starting/updating

Frogramming demand
W Hide nor-critical programming requirements

Thiz relates bo:

1. Programming requirement for locks due to authornis ations on deleted transponders which have not been
deactivated

2. Programming requirement for locks due to deactivated transponders without authorizations

3. Programming requirement for ransponders due to authonzations on deleted locks

Version: March 2013 v1.6
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EXPLANATION

“Font”
“Field height”
“Adapt height to font”

“Transponders to
horizontal bar”

“Show crosshair”

“Logon

“Issue authorisations”

“Load matrix view on
start-up”

“Programming requirement”

N

Standard font and font size
Adjust the height of lines and columns

When this option is selected, the font size
and line height are automatically optimised.

When this option is selected, transponders /
persons are positioned (horizontally) as
column headings. Horizontal is standard.

Crosshair aids orientation in large matrices

This enables you to change the size of the
logo in the top left-hand corner of the matrix.
This can also be done in the matrix itself by
dragging the mouse. By changing the size of
the logo you define the height or width of the
column and row names.

You can choose one of three options to
determine when an authorisation cross is to
be set and whether the change is to be
implemented immediately to prevent an
authorisation being issued by mistake

Select your preferred start view and the
number of groups / areas which are
automatically opened. The more groups and
areas displayed in the matrix, the longer it
takes to structure them. You can limit the
number of groups / areas to be opened to
enable quicker updating and starting-up of
the matrix.

This is where the display of uncritical
programming requirements is controlled.
These programming requirements are of
minor importance for the security of the
system and only appear for reasons of
completeness. Since the components
involved are no longer used to lock doors or
the transponders had no authorisations,
these programming requirements do not
necessarily have to be resolved. This
represents a reduction in programming in
large and non-networked systems.

Version: March 2013 v1.6
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2.5. ADJUSTING VIEWS
2.5.1 SORTING

EXPLANATION

In all matrix views it is possible to change the order of the database objects shown. You can
do this in any view.

PROCEDURE
¢ Right-click on an area name or door designation

or
e Right-click on a transponder group name or person designation
e 2 Sortgroup/area

NOTE

You can only sort by properties that are shown in the matrix (see 1.5.2 Additional columns in
label bars).
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2.5.2 ADDITIONAL COLUMNS IN LABEL BARS

EXPLANATION

Extra columns can be added to both the horizontal and vertical bars to provide the user with
useful additional information. The settings made only apply to the particular view where they
are made. So different information will be available depending on the view being used.

The order of the data shown can also be set individually and is stored on a user-specific
(Windows user) basis.

PROCEDURE

e 2 Options
e O Extra columns
¢ Make selection, e.g. transponders / persons

POSSIBLE ADDITIONS TO TRANSPONDERS / PERSONS

e Name NAME

e Department AB

e Number of data records ND

e E-mail EM

e Period of validity EXPIRY

e Location ORT

e Employee number PN

e Programming requirement PB

e Serial number SN

e Phone number TN
Title TITEL

o Type TP

¢ Time group (image) ZB

e Time group name ZN

e Time group name G2 ZN G2

e Time group number ZG

e Load exceptions AA

POSSIBLE ADDITIONS TO LOCKS / DOORS

¢ Name NAME

e Quter dimensions AM

e Quter dimensions of door AT

¢ Inner dimensions IM

¢ Inner dimensions of door IT

e Expanded data ED

e Floor E

e Building G

e Network N

e Network address ADRESSE
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e Programming requirement PB

PinCode Terminal PIN
e Room number RN
e Serial number SN

SmartReader SR
e Type TP
e Time zone (image) ZB
e Time zone names ZN

POSSIBLE ADDITIONS TO TRANSPONDER GROUPS

e Name NAME
e Time group (image) ZB
e Time group name ZN
e Time group name ZN G2
e Time group number G

POSSIBLE ADDITIONS TO AREAS

¢ Name NAME
e Time zone (image) ZB
e Time zone names ZN

2.5.3 SWAPPING THE VIEW OF COMPONENTS IN THE MATRIX

EXPLANATION

Depending on the dimensions of the locking system it may be helpful to display the areas or
doors in the horizontal bar (column) and the transponder groups (persons) in the vertical bar
(line).

PROCEDURE

e 2 Options
e 2 Matrix view
e Select “Transponders to horizontal bar”
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3.0 ISSUING AUTHORISATIONS
3.1. SHOW/ISSUE GROUP AUTHORISATION

ICONS

x‘
x‘
by |
|

(“Doors / Persons” view)

>
e

(“Areas / Transponder groups” view)

EXPLANATION

By issuing a group authorisationyou can authorise a whole transponder group for a complete
area. You can therefore create basic authorisations in the locking plan quickly and with ease.
It may be useful when issuing authorisations to familiarise yourself with the intended use of
the building and the organisational structure of the company in advance. Later on, a clearly
structured system is a great tool for day-to-day business by making statements quickly and
precisely about possible access instances and makes daily life in the company or
organisation easier. You can configure exceptions to group authorisations in Doors / Persons
view by removing or adding individual crosses at any time, even at a later date.

GROUP RESERVES

If a transponder is assigned to a group, it immediately receives all the authorisations
assigned to the group. If a new transponder is assigned to a group, the affected locks need
to be programmed. To avoid this situation, so-called transponder ID reserves can be
assigned to groups when they are created or at a later date. At this time, however, these
transponder IDs are not assigned to a person. The reserves are stored in the locks during
programming and are then available to use. If a transponder ID from this reserve is assigned
to a person and the transponder is programmed, there is no need to program the locks.
Transponders can therefore be automatically authorised and activated in locks without the
user having to perform any additional steps such as programming the lock.

INHERITANCE

Inheritance is a way of representing a company’s hierarchy in the locking system. When
inheritance is implemented correctly it greatly reduces the user’s workload. It allows you to
automate certain processes by assigning a transponder to a particular transponder group.
Inheritance can be used when a hierarchy is in place for transponder groups and areas.
Group authorisations are considered for inheritance, individual authorisations are not
inherited (see LSM Administration Manual).

PROCEDURE

e 2 View
e O Areas/ Transponder groups
e Add cross to matrix
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3.2. SHOW/ISSUE INDIVIDUAL AUTHORISATIONS

ICONS

X||% (“Doors / Persons” view)

EXPLANATION

By issuing an individual authorisation you can authorise a particular transponder for a
particular door.

PROCEDURE

e 2 View
e 2 Doors/ Persons
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4.0 SEARCH

EXPLANATION

The search function is the easy way to look for various objects in the database, for example
a particular door or a particular transponder. The different ways of performing a search are

explained below.

PROCEDURE

e Right-click on a person or a door

e Left-click on 2 Search

e Select object (there may be a preliminary selection corresponding to the
context)

e Enter designation or part of designation you want to search for

e Select the various search options

You can also call up the search function by clicking on the | ¢ icon

| nckdng Systes banagreenent - | hend® - Saares)
B Desbms Yo Wowds [0 Feoop Detspecerd Pogeewng Beterh Opfions. Widos [ -

.rl‘ﬂ,‘ﬁaﬁ : i b . w Bt M .q_ﬁ?.

T Ui skl lnibay
e
St for iy Bk iy
e i b o o i

¥ Nkt ey e of Sl Ralet cadiani

Tolal ey | ekt Ex

Once the search results are displayed, by selecting an object you can view its properties, the

object in the matrix or in a report. A multiple selection of objects can also be deleted.
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41. SEARCHABLE OBJECTS

411 USER
Name

41.2 USER GROUP

Description
Name

41.3 AREA

Description
Name

41.4 PUBLIC HOLIDAY
Name

4.1.5 PUBLIC HOLIDAY LIST
Name

4.1.6 BUILDING

Abbreviation
Description
Name
Location

41.7 LOCAL TIME ZONE
Name

41.8 PERSON

Department
Address
Description
E-mail

Cost centre
Surname
Location
Employee number
Tel

Title

First name

41.9 LOCKING SYSTEM

Description
Name

4.1.10 LOCK

PHI alphanumeric
PHI decimal
Serial number
Door

4.1.11 LOCATION

Abbreviation
Description
Name

4.1.12 TRANSPONDER

Description
Surname

PHI alphanumeric
PHI decimal
Serial number
First name

4.1.13 TRANSPONDER GROUP
Name
Description

4.1.14 DOOR

Description
Building
Name

Room number
Location

4.1.15 TIME GROUP

Description
Name

4.1.16 TIME ZONE PLAN

Description
Name
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5.0 FILTERS
51. GENERAL INFORMATION ABOUT FILTERS

EXPLANATION

The introduction of filtershas made it even easier to administer a locking system. You can
select a wide range of filter options and make these filters available to a wide range of people
or groups of people. The option of displaying additional columns provides you with extra
information, while the filter function also enables you to keep the information on your screen
clear and manageable.

5.2. MANAGING / CREATING FILTERS

PROCEDURE

o 2 View
e 2 Manage filters

EXPLANATION
New - Create a new filter
Edit - Edit a selected filter
Remove - Remove a selected filter
Use -  Use the selected filter
Set as default - This filter is used by default
Close - Hide the selection
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Filter attributes: Production building

Filter name Production building

v For all users

™ For user: |

{7 For user group: |

Tranzponder type

Lock twpe

¥ Martize lock

v Control nit

W Cylinder G1

W Furniture lock

¥ Smart Relay G1

v Srnart Dutput Module

¥ Tramspondet G1 W Transpondet G2 I¥ Biometric readsr
¥ Biomety G1 ¥ Biomety G2 W Cylinder G2
¥ Smart Clip W CadG2 v Smart Relay G2
¥ Pincode I+ Srnart Handle G2
v Biometric reader user
lv Card
Tranzponder attributes Doordlock: attributes
& Al Al
" With lapsed expiny date O With nebwork
£ Awfith validity period O without network:
™ Programming demand ™ Programming demand
I~ Transponders without pecple I™ Unpragrammmed locks (LID = 0]
I Doors without locks
Department; ¥ Location/Building
|l ﬂ Select
Tranzponder group list Lizt of areas
W Al transponder groups W &l zones
I Transponder group list I List of areas |
Tirne group: Time zone:
[ il | =
o |
13 . H ” H
User restriction - User or user group that can use the filter
113 ” H
Transponder type -  Type of transponder to be displayed (e.g.

“Transponder properties”

“Transponder group list”

“Lock type”

“Door / lock
properties”

“Area list”

G1 transponder)

- Restrictions affecting the properties of the
transponder (e.g. period of validity,
programming requirements)

- Restrictions affecting the group(s) to which
the transponder belongs (e.g.
“Management” group)

Type of lock to be displayed (e.g.
SmartRelais)

- Restrictions affecting the properties of the
lock (e.g. with network, programming
requirements)

- Restrictions affecting the group(s) to which
the lock belongs (e.g. “Gate” area)
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5.3. MANAGING FILTERS - ACTIVATING / DEACTIVATING

EXPLANATION

You can use the filters you have created with filter management or activate and deactivate
the last used filter with the menu bar. There is a further selection list that can be displayed for
this purpose below the locking system selection area.

L-ocking System Managemen| . [ )

B B Cotsbass Wew ‘Wigerss £ Pep
x iy & @ B
i Lok vt ry |_| |
= S e JSC 62 -
Q T _Gwichofl |
|§| Froccion bulkdng v

The following message appears if a filter has not been set up or selected.

LockSysMgr

! E Mo Filter selecked.
L

You can use the icons in the icon list to identify the status of the filters.

Ry Filter not active

F Filter active

NOTE

In the menu item 2 View 2 "Manage filter” you can set a filter to be active after the user logs
on to LSM by selecting an entry and clicking on Apply setting. A brief reminder then appears
when you log on.
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6.0 MANAGING THE LOCKING SYSTEM

6.1. LOCKING SYSTEM

A locking system consists of a group of locks and the associated data records on the
transponders. These are represented in a matrix. In the LSM software it is possible to create
and manage multiple locking systems simultaneously in a single locking plan. The building
structures with your locations are also organised here.

Locking plan

Data base

6.1.1 GENERAL INFORMATION ABOUT THE LOCKING SYSTEM

EXPLANATION

All the basic settings for a locking system are made in this input screen. All the configurations
set here apply to all components in this locking system.

PROCEDURE
e O Edit
e 2 Locking system
e New

Or for existing systems
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e 2 Edit
e 2 Locking system
e Edit
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EXPLANATION

HNameH
“Use as overall locking level’

“Description”
“Old password “

“New password”
“Confirm”
“Quality”
“Log generation”

“Automatically assign G1 TId”

“Virtual network”

“Transponder group hierarchy”

“Area hierarchy”

Dynamic time window for G2
transponder

“Do not change time window on
gateway”

“Until a particular time of (next)
day”

“Number of hours since last
complete hour of booking”

“Operate in overlay mode ”

N 2 N T 2 2\ 2\

Designation of locking system
Definition of overall locking level (See 10.7
Overall locking levels)

Free field for describing the locking system
If you change the password for the locking
system, it is entered here

If you change the password for the locking
system, the new password is entered here
Re-enter the new password for the locking
system to confirm it

Displays the quality (complexity) of the
password used (at least 64 bits)

Selection of expansion variants for
hardware components

For systems in G2+G1 mode, the G2
transponder also receives G1 data for
reasons of compatibility so that it can also
open G1 locks.

Changes to authorisations in the system are
written to the transponders using gateways,
this mode applies for the entire locking
system

Authorisations of a transponder group are
inherited by the superordinate transponder
group

Authorisations of an area are inherited by
the superordinate area

The validity of the G2 transponder to be
booked on the gateway is not subject to a
time constraint

The validity of the G2 transponder to be
booked on the gateway is restricted to a
fixed time

The validity of the G2 transponder to be
booked on the gateway is extended by a
certain number of hours

Activates overlay mode (see 10.6 Overlay
mode)
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6.1.2 LOCKING SYSTEM PROPERTIES

EXPLANATION

In the locking system properties you can modify or view all information relating to the locking
system. You can navigate to the individual properties using the tabs at the top.

PROCEDURE

e 2 Edit
e 2 Locking system properties
or
¢ Right-click on the locking system icon in the hierarchy tree
o Left-click on 2 Properties
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LOCKING SYSTEM PROPERTIES - NAME

Lockinmg System Manapemenl - [ Simen Voss B e pesilo dyVenid BBl add - Lo Ring sysdem prapeslies]
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EXPLANATION
“‘Name”

“Use as overall locking level”

“Locking system ID”
“Extended SID”

“Description”
“Operate in overlay mode ”

“Log generation”

“Automatically assign G1 TId”

“Virtual network”

Dynamic time window for G2
transponder

“Do not change time window on
gateway”

“Until a particular time of (next)
day”

“Number of hours since last

I4

B rie Dwshese Wew Wigwds [t Feports Detspecod Progamees Meteotk Otons Windos el

4  H B W 5 O K 7

Sgmeatd TIS | Cunel rrrusipesent | PR vl Totwaa |

Frotnzal ghreiaien

I e

w1 Lhe P anchy

W Tienepondes goup hesschy

7 Bing by

Chraiyrrns b vrkiows bon 7 i

" Dol gy e sk o i
Lt i Ve o | Fessf] g

v Wumken of hosrs snce bk compiste hour of Booking
Kb of by [ Hour

N2 N 22N BN N N A 2

v

>

>

>

Designation of locking system

Definition of overall locking level (See 10.7
Overall locking levels)

System number of locking system
Additional distinguishing feature of locking
system

Free field for describing the locking system
Activates overlay mode (see 10.6 Overlay
mode)

Selection of expansion variants for
hardware components

For systems in G2+G1 mode, the low TIDs
(below 8000) are managed by the system
for reasons of compatibility.

Changes to authorisations in the system are
written to the transponders using gateways,
this mode applies for the entire locking
system. Only available for G2 components.

The validity of the G2 transponder to be
booked on the gateway is not subject to a
time restriction

The validity of the G2 transponder to be
booked on the gateway is restricted to a
fixed time

The validity of the G2 transponder to be
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complete hour of booking” booked on the gateway is extended by a
certain number of hours
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LOCKING SYSTEM PROPERTIES - LOCKS

Luckisg Syxlmm Managgment

v e o i s s d s -

EXPLANATION
“Locking system”
“‘Level”

Table
“Battery change”

“Show additional locks without
door”

iy i o o |
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Name of shown locking system

Type of locking system level (standard, red,
green, blue)

Overview of all locks in the locking system
“Scheduled” battery changes are shown in
the warning monitor and the action list for
each lock. In the action list for a particular
lock you can also enter a scheduled battery
change for several locks at the same time.
A battery change can be entered for one or
several locks under “Last”.

This option also shows locks without door
assignment in the table.
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LOCKING SYSTEM PROPERTIES - DOORS
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EXPLANATION
Table - Overview of all doors in the locking system
“Change assignment to area” = You can change the area assignment of one
or more doors at the same time.
“Change assignment in the = You can change the location, building
building structure” assignment or floor of one or more doors at

the same time.
The locations and buildings must be created
in advance.
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LOCKING SYSTEM PROPERTIES — TRANSPONDERS IN G1 SYSTEMS
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EXPLANATION
Table - Overview of all transponders in the locking
system
“Do not modify groups” - The selected transponder(s) are relocated

to a different group. The transponders are
given a TID from the reserve for the new
transponder group. This means the
transponders will need to be programmed.

‘Do not modify transponders” -  The selected transponder(s) are relocated
to a different group. The transponders keep
the same transponder ID. This means the
locks for which the transponder’s old and
new transponder groups are authorised will
need to be programmed.
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LOCKING SYSTEM PROPERTIES — TRANSPONDERS IN G2 SYSTEMS
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EXPLANATION
Table - Overview of all transponders in the locking
system
“Change assignment to - The selected transponders are relocated to
transponder group” a different group. Programming is required.
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LOCKING SYSTEM PROPERTIES - TRANSPONDER GROUPS

Lockiag Syptem Mamagemnd - |- S Ve UbepealboryWamdbbumdl add - Locking syamn paperiio
Wl B Datatme Yew Wigeeds Eit Beporks  Detapecsed Prigravesy lebecek (bloen Wndes hoh

* i o 6 o6 - B &8 K « ¥ H = H & o B ?

B | Marow | Locha | Drosin | Tinospuedbes  Tronepeide gruen | Aises | Passond ]| Speesl TIDG | Canl ranageinen | FrH-Cine Tammal

Lacking mpilaen  Sampla 550G Lol Suwdied

E] Transponds: groug: Supssaadinata QT | Spphy | Fors irick: 7 | Tires s rusems
- [T — [ —— ] 1]
1] Elaaning Hanagreni 3 o

[ grrmnd Fomthame Prrciicen chvemliparerd i 0o

Frokd sialf Do bon dintidatinn 1 o
[ ] Mokl Dirachon ik i
Y wheing Lenecton marketng 5 o

My Mk iy 1 n

Sial Dirgoten 1 )
o | [Epriem groug] 1 i

€ '

Ptview | Towt Shocke T4 Frese slocks G0 Fren 61 Til:

EXPLANATION

Table - Overview of all transponder groups in the
locking system
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LOCKING SYSTEM PROPERTIES - AREAS
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EXPLANATION
Table
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M anitancs

- Overview of areas in the locking system
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LOCKING SYSTEM PROPERTIES - PASSWORDS
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EXPLANATION

Here, you can change the locking system passwords used to program components.

NOTE

Please note that when changing the password for the locking system, all components
(cylinder, SmartRelais, Transponder, ...) have to be reprogrammed.
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LOCKING SYSTEM PROPERTIES - SPECIAL TIDS
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EXPLANATION

Left-hand table - Overview of all transponders which were
deactivated.

Right-hand table - Overview of all locks for which the selected
transponders in the left-hand table are
authorised.

Activate - The highlighted transponder can be
reactivated.

Bottom right view - Information and comments on the

deactivated transponder

LOCKING SYSTEM PROPERTIES - PINCODE TERMINAL

The configuration of the PinCode Terminal is described in the relevant manual.

LOCKING SYSTEM PROPERTIES - G1 OR G2 CARD MANAGEMENT

Please refer to the “LSM Card Management Manual” for information on card management.
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6.1.3 CREATING A LOCKING SYSTEM

PROCEDURE

< Edit

< Locking system

New

Enter details of locking system

Apply

or
Ctrl+Shift+A

New

Enter details of locking system

Apply

6.1.4 EDITING A LOCKING SYSTEM

PROCEDURE
e O Edit
e 2 Locking system

e Select locking system using arrow buttons
¢ Modify data

e Apply

€« « » ¥

or
< Selection list for locking systems
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6.2. TRANSPONDER GROUP

6.2.1 GENERAL

ICONS

LI 8
Matrix 4 Menu item ee
EXPLANATION

The transponder group is a set of different transponders. This set is used to issue the
transponders with authorisations for certain areas on the assigned doors

EXAMPLE

Staff in Marketing with the transponders assigned to them for the office doors in Marketing.

PROCEDURE

.
.
or

or

< Edit
2 Transponder group

Right-click on a transponder group
Left-click on @ Properties

Double-click on the transponder group designation in the matrix

6.2.2 CREATING A TRANSPONDER GROUP

PROCEDURE

< Edit

< Transponder group

New

Select locking system

Give “transponder group” a name, for example “Marketing”.

For transponder groups lower down in the hierarchy you must select a
superordinate transponder group.

When you click Apply the transponder group is saved. You can now create a second group,
as the “New” button has already been activated.

Version: March 2013 v1.6
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6.2.3 EDITING A TRANSPONDER GROUP

PROCEDURE

e 2 Edit
e 2 Transponder group
e Select locking system

e Select transponder group using arrow buttons

or

[« « » »

e Select the transponder group you want to modify from the tree structure in the

matrix view
¢ Right-click

o Left-click on 2 Properties
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EXPLANATION

“Locking system”
“Transponder group”
“Superordinate group”
“Time zone group”

“Time zone group G2~

“Description”
“G1 reserve”

------
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[RLELL]
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=
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Select the created locking system

Name of transponder group

Transponder group linked to a higher position
in the hierarchy

Specifies the G1 time group for the
transponder group

Specifies the G2 time group for the
transponder group

Free field for describing the transponder group
Total number of transponder IDs available in
the transponder group
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Authorisations - Option of issuing group authorisations
Reserve (G1) -  Option of managing G1 transponder IDs
Automatic - Option of automatically assigning a free
transponder to the transponder group
Manual (G1) - Option of manually assigning a particular

transponder to a particular transponder ID

Version: March 2013 v1.6
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6.2.4 MANAGEMENT

il anagement

Autharizations Stack 1

EXPLANATION

Under “Authorisations” you can issue the transponder group with access authorisations for a
complete area. (see 5.3.4.3 Management — authorisation)

6.2.4.1 MANAGEMENT - AUTHORISATIONS

Under “Reserve” you can manage the transponder IDs for the transponder group , view the
authorisations for a particular transponder, and check how many transponder IDs are still
available. (see 5.3.4.2 Management — reserve)

6.2.4.2 MANAGEMENT - RESERVE

EXPLANATION

The reserve is the given number of transponder IDs that a transponder group contains. This
number includes both transponder IDs that are in use for the programmed transponders and
those that are still free. When a transponder group is authorised for a particular area, all
transponder IDs, including unused ones, are automatically programmed into the locks in this
area. So when a new transponder is assigned to the group and a transponder ID is used
from the reserve, the locks do not therefore have to be reprogrammed.

PROCEDURE

or

< Edit
2 Transponder group

Select locking system

Select transponder group using arrow buttons * ¢ * M

Reserve

Select the transponder group in the matrix
Right-click

Left-click on 2 Properties

Reserve

Version: March 2013 v1.6
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EXPLANATION
“TIDs and transponders in...’

“Free TIDs”

“TID area”

“Authorised locks...”

Table of all transponders belonging to the
transponder group. Free TIDs can be
recognised because they have no serial
number

List of all TIDs which are not in use, i.e.
which do not belong to any transponder
group, not even the system group.

Click on Add to specifically increase the
reserve with certain TIDs.

Select the TID area, highlight the TIDs you
want and then add them.

Activate TIDs which have already been
deactivated

Release (remove) TIDs from the
transponder group

For technical reasons TIDs are divided into
areas.

For selected transponders, the actual
(programmed) and target (intended) status
of the locks can be viewed
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6.2.4.3 MANAGEMENT - AUTHORISATION

EXPLANATION

You can use this method to issue group authorisations in a tree structure. It is very easy to
check the existing group authorisation and the impact of inheritance.

PROCEDURE

e 2 Edit

e 2 Transponder group

e Select locking system

e Select transponder group using arrow buttons 1 ¢
Authorisations

[ |

or
Select the transponder group in the matrix
Right-click

Left-click on @ Properties

Authorisations

Selection of areas

Tranzponder group: Development hardwares

] Direction hardware
[] Diirection software
1 Finance
[T Managment
[ Marketing
71 Media
[w] Sanitary
[] Technician
# [] Head office London

Cancel
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EXPLANATION

You can issue group authorisations by selecting this option. The authorisation hierarchy is
very easy to view and can be reproduced well. The ticks are indicated by various colours and
represent the way in which authorisations are issued.

6.2.5 TRANSPONDER ASSIGNMENT

Transponder allacation

Automatic | kanual [G1]

EXPLANATION

¢ Under “Automatic” you can assign free transponders to the transponder group.
The transponder is given the next free TID in the transponder group.

e Under “Manual” you can assign free transponders to a particular TID in the
transponder group .

5.2.5.1 TRANSPONDER ASSIGNMENT - AUTOMATIC

PROCEDURE

e 2 Edit

e 2 Transponder group

e Select locking system

e Select transponder group using arrow buttons 1
Automatic

[ |

or
Select the transponder group in the matrix
Right-click

Left-click on 2 Properties

Automatic
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EXPLANATION

It is possible to assign “free transponders” to the selected transponder group. The
transponders are automatically given the next free transponder IDs from the transponder

group’s reserve.

5.2.5.2 TRANSPONDER ASSIGNMENT — MANUAL

PROCEDURE

e 2 Edit
e 2 Transponder group
e Select locking system

e Select transponder group using arrow buttons 1 ¢ * M
e Manual
or
e Select the transponder group in the matrix
e Right-click
o Left-click on 2 Properties
e Manual

Version: March 2013 v1.6
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EXPLANATION

e Itis possible to assign “free transponders” to the selected transponder group.
The transponders are automatically given the next free transponder IDs by
clicking on Add.

¢ By selecting Connect you can assign a particular free transponder ID from the
transponder group’s reserve to a selected “free transponder”.
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6.3. TRANSPONDERS

6.3.1 GENERAL

ICON o

EXPLANATION

Transponders are the “keys” for digital locking systems. You can use transponders to
operate digital locks. Data relevant to the locking system is stored on the transponder. This
data is checked during a physical access process such that only authorised transponders
have access.

PROCEDURE
e O Edit
e 2 Transponder
e New

Or for existing transponders

e 2 Edit
e 2 Transponder
e Edit
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EXPLANATION

“Serial number” - Serial number of transponder

“Owner” - Person transponder is assigned to

- Jumps to properties for person

“Type” -  Type of transponder

“Description” -  Free field for describing the transponder

“Assigned transponder gr.” -  Transponder group to which transponder
belongs

“‘Deactivated” - Indicates whether transponder is
deactivated or not

“Show owner without assigned -  Filter for selecting owners

transponder”

Transponder group - Option of moving transponder to a different
transponder group

Period of validity - Period durinﬁ which transponder will work

Transponder issue - Form for confirming issue to users. This is

followed by questions used to manage the
issue:

- Overview of authorisations

Entry in action list

- Save report
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5.3.2 TRANSPONDER PROPERTIES

EXPLANATION

In the transponder properties you can modify or view all information relating to the
transponder. You can navigate to the individual properties using the tabs at the top.

PROCEDURE

e 2 Edit
e 2 Transponder properties
or
¢ Right-click on the person / transponder
e Left-click on Properties
e Left-click on Transponder

Version: March 2013 v1.6
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TRANSPONDERS - NAME
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EXPLANATION
“Serial number” - Serial number of transponder
“M” - Indicates the transponder in the matrix
‘Firmware” - Firmware version of the programmed
transponder
“‘Owner” - Person transponder is assigned to
- Links to the properties for the person
“Type” -  Type of transponder
“Description” -  Free field for describing the transponder
Deactivate - Button for deactivating a transponder
Activate - Button for activating a transponder
Transponder issue - Button for producing a transponder issue
confirmation including authorisation
“Assigned transponder gr. -  Target status of transponder groups to
(target)” which transponder belongs
“Assigned transponder gr. - Actual status (programmed) of transponder
(actual)” groups to which transponder belongs
Software reset - Switch for resetting the software’s actual
11 Only perform areset if a status. This procedure is counted and
transponder is physically displayed on the left.

defective, otherwise copies
could come into circulation!!
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TRANSPONDERS - DOORS
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EXPLANATION
“Transponder” - Serial number of transponder
“Owner” - Person to whom transponder is assigned
“List with doors” -  List of doors and locks for which
transponder is authorised
“Authorised doors” -  Selectable display information for the table
Target status:
Displays the intended authorisations on
locks
Target status (exceptions):
Displays the individual authorisations which
deviate from group authorisations
Actual status
Displays the programmed authorisations on
locks
Programming requirement
Displays the authorisations and changes
that have not yet been programmed
“Print view” -  Converts table to print-friendly view

Version: March 2013 v1.6



LSM USER MANUAL

Page 61

TRANSPONDERS - ACTIONS
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EXPLANATION
“Transponder” - Serial number of transponder
“Owner” - Person to whom transponder is assigned
Table with actions - Overview of activities undertaken with the

Add
Remove

transponder. Entries are automatically
created, but additional actions can also be
entered and documents stored here

Possible actions
o Issued
o Withdrawal implemented
e Withdrawal planned

- Add can be used to create manual entries
- Remove can be used to delete manual
entries
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TRANSPONDERS - CONFIGURATION FOR G2 TRANSPONDERS
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EXPLANATION
“Transponder” -  Serial number of transponder
“Owner” -  Person to whom transponder is assigned
“Target status” -  Configuration to be programmed
“Actual status” -  Programmed configuration
“Long opening” -  The lock remains open for longer
“No acoustic opening signal” - The lock responds to the transponder
without making an acknowledgement sound
Dynamic time window for G2 The basic settings for the locking system
transponder are adopted here, but can be individually
adapted to each transponder
“Do not change time window on -  The validity of the G2 transponder to be
gateway” booked on the gateway is not subject to a
time restriction
“Until a particular time of (next) -  The validity of the G2 transponder to be
day” booked on the gateway is restricted to a
fixed time
“Number of hours since last ->-> The validity of the G2 transponder to be

complete hour of booking”

Profile release

booked on the gateway is extended by a
certain number of hours

Internal counter to manage the program
status
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If you select “Do not change time window on gateway”, the following configuration options
are available to you.

[0z 10 -| |2R0E 10 -
“Activation date” - Date and time as of which transponder is to
be valid
“Expiry date” - Date and time as of which transponder is to

cease being valid
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TRANSPONDERS - FITTINGS FOR G2 TRANSPONDERS
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EXPLANATION
“Transponder” - Serial number of transponder
“‘Owner” - Person to whom transponder is assigned
Data
“Device class” - Integration of programmed components into

a particular hardware group

“PHI” - Public Hardware ldentifier, distinguishing

feature for hardware
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TRANSPONDERS - PHYSICAL ACCESS LIST FOR G2 TRANSPONDERS

Locking, System Menagemenl - [C:\SmonsYossRepositeryblsmdbllsmdb.add - Transponder properties]
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EXPLANATION
“Transponder” - Serial number of transponder
“‘Owner” - Person to whom transponder is assigned
Table with physical access -  List of doors and locks that the transponder
instances has accessed
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CREATING TRANSPONDERS

PROCEDURE

or

then

Select icon q’

< Edit
2 Transponder

New

For the serial number enter the number of the transponder or leave the default
number

Select a person or create a new one

Select transponder group

When you click Apply the transponder is saved. You can now create another transponder, as
the New button has already been activated.

Laching Syalem dshapement - [C-\Gmenm Vs W itorflmdslimdE add - Hes Irampandir ]

B re Dtaes Yo womse [0 Bepois Dt pcord - Brogrammng feteork (ptons Window (G
* 6@ &6 X DR S M T O S gl E
| T
Snom ruamias TD0003% Baka @ T
3 | v
Ty | [T
M
o
i.l
Aingrad S ancponds grod g
' Lesohing spviam 'lﬁ-« Trarsdnoncier g i-.---!: N groiipy TG G2 Tiews orosip SE el
o
(]
;l) Bl i S b Sebl b g
i Lt = T
e TN L R Vo i Tagraponde o
[ ot [rperp— e
s
__L,.. - | Aok £ ek
EXPLANATION
“Assigned transponder group” - Displays the assigned transponder group
“Create new person” — - Personal details of person
(first name, surname...)
“Add to group” — transponder - Transponder group in which the person is

group

created
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6.3.2 EDITING TRANSPONDERS

PROCEDURE

or

or

or

or

then

Select icon @
Select transponder using arrow buttons K ¢ * ¥

< Edit
2 Transponder properties

Select transponder using arrow buttons ¥ ¢ *

Select the person you want to modify in the matrix
Right-click

Left-click on “Properties”

Left-click on Transponder

Select the person you want to modify in the matrix
Ctrl+Shift+O

Right-click on any transponder in the matrix

Left-click on “Search”

Select object

Define property (e.g. surname)

Enter designation or part of designation you want to search for
Search

Highlight the data record you want in the result set

Select properties in “Navigation to view”

Click on Execute to go to the transponder overview

Modify data
Apply
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6.4. PERSONS

6.4.1 GENERAL INFORMATION ABOUT PERSONS

ICON :.

EXPLANATION

The person is used to manage master data and additional information and is the assigned
owner of one or more transponders.

PROCEDURE

@

e Selecticon

e Select person using arrow buttons * ¢ *
or

e 2 Edit

e 2 Person

e Select person using arrow buttons * ¢ *
or

e Ctrl+Shift+O

o Select person using arrow buttons ¢ ¢ * ¥
or

Select the person you want to modify in the matrix
Right-click

Left-click on “Properties”

Left-click on Transponder
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EXPLANATION

“First name” - Person’s first name

“Surname” - Person’s surname

“Title” - Person’s academic salutation

“Address” - Person’s address

“Tel” - Person’s phone number

“E-mail” - Person’s e-mail

“Employee number” - Employee number (must be unique), can be
modified

“User name” -  Select the logon name if the person is also
an LSM user

“‘Department” - Person’s department

“Site/Building” -  Site / building where the person can be
found

“Employed from” -  Start date of employment contract

“Employed until” - End date of employment contract

“Date of birth” - Person’s date of birth

“Cost centre” - Person’s cost centre

“‘Comments” -  Free field for describing the person

“Picture” - This is where a picture of the person can be
stored

Manage - Transponders that have already been

created can be added or removed
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6.4.2 CREATING A PERSON

PROCEDURE

@

e Selecticon

¢ New
or
e 2 Edit
e 2 Person
¢ New
or
e Ctri+Shift+P
e New
then

¢ In Manage, select a free transponder if necessary
e Enter details of person

° Apply
6.4.3 EDITING PERSONS

PROCEDURE

e Selecticon i.

e Select person using arrow buttons * ¢ * ¥

or
e 2 Edit
e 2 Person

e Select person using arrow buttons * ¢ * ¥

or

Select the person you want to modify in the matrix
Right-click

2 Properties

2 Person

or
Right-click on any person in the matrix

< Search

Select object

Enter designation or part of designation you want to search for
Search

Highlight the data record you want in the result set

Select properties in “Navigation to view”

Click on Execute to go to the person overview

then

Modify data
e Apply
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6.5. AREA

6.5.1 GENERAL INFORMATION ABOUT AREAS

©

EXPLANATION

An area is a set of doors in a building or organisational unit with the same or similar
transponder authorisations.

ICON

PROCEDURE

©

e Selecticon

o Select area using arrow buttons * ¢ *
or

e D Edit

e 2 Area

o Select area using arrow buttons * ¢ *
or

e Right-click on Area

e 2 Properties
or

e Ctrl+Shift+S

o Select area using arrow buttons ¥ ¢ * ¥
or

Right-click on any area in the matrix

< Search

Select object

Define property (e.g. name)

Enter designation or part of designation you want to search for
Search

Highlight the data record you want in the result set

Select properties in “Navigation to view”

Click on Execute to go to the area overview
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EXPLANATION
“Locking system” - Area’s locking system
“Name of area” - Designation of area
“Superordinate area” - Details of the area one level higher in the
hierarchy
“Time zone” - Details of time zone of area
“L -  Links to the properties of the selected time
zone
“Description” -  Free field for describing the area
“Doors” - Displays the assigned doors
Authorisations - Authorised transponder groups can be

viewed and set

H o apmar
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Door management - Displays and changes the doors assigned to
the area

6.5.2 CREATING AN AREA

PROCEDURE

e Selecticon

o Select area using arrow buttons * ¢ *
or

e D Edit

e 2 Area

o Select area using arrow buttons * ¢ *
or

e Right-click on Area

e 2 New
or

e Ctrl+Shift+S
then

e New

e Enter details of area

* Apply
6.5.3 EDITING AN AREA
PROCEDURE

e Selecticon 0

e Select area using arrow buttons K ¢ * "
or

o D Edit

o 2 Area

o Select area using arrow buttons K ¢ * "
or
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e Select the area you want to modify in the matrix
e Right-click on Area
e 2 Properties
or
e Ctrl+Shift+S
then
e Modify dataApply
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6.6. LOCK

6.6.1 GENERAL INFORMATION ABOUT LOCKS

[ |
icon o
EXPLANATION

SimonsVoss describes as “locks” all products that can be operated with a transponder. This
includes SmartRelais, activation units and locking cylinders, for example.

PROCEDURE

™

e Selecticon —

e Select area using arrow buttons * ¢ *

or

e 2 Edit

e 2 Lock properties

e Select lock using arrow buttons o« »
or

¢ Right-click on the door / lock

e 2 Properties

e Lock
or

o Ctrl+Shift+C
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EXPLANATION
“Serial number” - This entry is created automatically the first
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“Door”

“Type”
“Lock ID”

“Show doors without locks

“Configuration”

“Fittings”

v o vy

time a lock is programmed

Door to which the lock is assigned

Links to the properties of the selected door
Lock type (e.g. locking cylinder)

ID with which the door is stored in the
software

If set, previously assigned doors are not
shown

Show / modify configuration

Configitaliem o G3 keckig o ylimdes

[ Cwen

Show / modify lock fittings
[
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6.6.2 LOCK PROPERTIES

EXPLANATION

In the lock properties you can modify or view all information relating to the lock. You can
navigate to the individual property groups using the tabs at the top.

PROCEDURE

™~

e Selecticon a

o Select area using arrow buttons ¥ ¢ * M
or

o 2 Edit

e 2 Lock properties

o Select lock using arrow buttons * ¢ * M
or

e Right-click on the door / lock

e 2 Properties

e Lock
or

e Ctrl+Shift+C
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LOCK PROPERTIES - NAME
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EXPLANATION
“Serial number” -  Entry created automatically from the lock
data the first time a lock is programmed
“Mm” - Opens the lock in the matrix
“Door” - Door to which the lock is assigned
- Links to the properties of the selected door
“Type” - Lock type (e.g. locking cylinder)
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LOCK PROPERTIES - DOOR

Locking System Managsmon) - [C:SimonsVestUlepository\ismdbllomdb.add - Lock prapariie]
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EXPLANATION
“Door designation” - Name of door
“Location” Location where door can be found (must be
created first)
“Building” - Building in which door is located (must be
created first)
“Floor” - Floor on which door is located (can be
created by inputting text)
‘Room number” - Room number of door (can be created by
inputting text)
“Description” -  Free field for describing the door
“Locks” -  Locks assigned to the door
Manage - Option of removing a door or assigning it to
a particular area
“Type” -  Selection of programming device type
“Device” ->  Selection of a particular programming
device, mainly required for LON and
WaveNet
“Unassigned devices” - When this option is selected, otherwise
assigned LON and WaveNet nodes are no
longer displayed
“Door attributes for - Additional data can be specified for the
mortise lock” mortise lock
“Door attributes for locking - Additional data can be specified for the
cylinder” locking cylinder
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LOCK PROPERTIES- TRANSPONDER
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EXPLANATION
Table - Overview of all transponders authorised for
the lock
“List with transponders” -  List of transponders authorised for the lock
“Authorised doors” -  Selectable display information for the table

Target status:
Displays the intended authorised
transponders
Actual status (lock - G1):
Displays the programmed G1 authorisations
Actual status (lock+transponder):
Displays the programmed authorisations for
transponders
Programming requirement
Display of authorisations and changes that
have not yet been programmed

“Print view” -  Converts table to print-friendly view
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LOCK PROPERTIES - ACTIONS
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EXPLANATION
“Lock” - Serial number of lock
“Door” - Door to which lock is assigned
Add - Add can be used to create manual entries
Table with actions - Overview of activities undertaken with the
lock. Entries are automatically created, but
] ] additional actions can also be entered and
documents stored here
s = Possible actions
e Dismantled
e Replaced
e |nstalled
e Last battery change
0 s e Scheduled battery change
 —
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LOCK PROPERTIES - G1 FITTINGS
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EXPLANATION
“Lock” - Serial number of lock
“Door” - Door to which lock is assigned
“Product” - Product group
“Serial number” - Serial number read during programming
Attributes for locking cylinders -  Are automatically read and entered into a
workstation the first time a lock is
programmed
Use - The attributes that were entered manually in
the door are adopted
“Knobs” - Information on type of knobs
Data
Device class - Product class of lock
PHI -  Public Hardware Identifier, hardware
identification
Profile release - Internal counter to manage the

programming processes
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LOCK PROPERTIES - G2 FITTINGS

Lecking Syster Management  [lsedf - Lock properifes]
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EXPLANATION
“LOCk”
“Door”
“Product”

“Serial number”
Attributes for locking cylinders

Use

“Knobs”
Data

Device class
PHI

Profile release

A2 2 22

N2 2 2 2N 2

Product group

Serial number read during programming
Are automatically read and entered into a
workstation the first time a lock is
programmed

The attributes that were entered manually in
the door are adopted

Information on type of knobs

Product class of lock

Public Hardware Identifier, hardware
identification

Internal counter to manage the
programming processes
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LOCK PROPERTIES - G1 CONFIGURATIONS / DATA

Locking Sysbem Management - [EU Shillsmudtlsmdb.add - Lock properiies]
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EXPLANATION
“Lock” Serial number of lock
“Door” Door to which lock is assigned
“Target” Desired lock configuration
“Actual’ Configuration of programmed lock

“Locking system ID”
“Lock ID”

“Access control”
“Time zone control”

“Overlay”

“Long triggering”
“OMRON”

Internal locking system ID to distinguish the
system

Internal number of lock

Option of logging access instances

Option of restricting the access times for
transponders

Storing reserve IDs in the locks to respond
to losing transponders

Longer engagement / switching of lock

All product versions can be operated in
OMRON mode. If you would like the
SmartRelais to transfer the transponder
data to an external system and a remote
opening command to be sent to the cylinder
when transfer is activated from the
SmartRelais by the external system, select
this option on both the SmartRelais and the
cylinder. Please note: If you use this

N2\ 20 2B 2N 20 2 2 A 2\ Z

Version: March 2013 v1.6



LSM USER MANUAL

Page 86

“No acoustic programming
acknowledgement”

“Log unauthorised access
instances”

“Time conversion”

Extuniad venliguiaiman

configuration, it is no longer possible to
open the cylinder using the transponder!
Please refer to the SmartRelais Manual for
an exact description.

During programming, the lock does not
confirm the process by blips

Logging of unauthorised access instances,
only in conjunction with “access control”
The lock automatically changes the status
at set times according to the settings under
Extended configuration

“Flip flop”

“Last change”

Public holiday list valid until
“Last programming”

Extended configuration

Software reset

The lock changes the status when an
authorised transponder is activated
Last not yet programmed change to settings
for

e Time zones

e Public holiday lists
Validity list of the used public holiday list
Last programmed change to settings for

e time zones

e public holiday lists
Target / actual settings for time-controlled
conversion (only for appropriate products)
See Fehler! Verweisquelle konnte nicht
gefunden werden. for resetting of the
actual values in the software Fehler!
Verweisquelle konnte nicht gefunden
werden.)

N2 \Z
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LOCK PROPERTIES - G2 CONFIGURATIONS / DATA

Locking System Management [ SEVsmdbbsmdboadd - Leck rrrnpn:l:lirs]
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EXPLANATION
“Lock” - Serial number of lock
“Door” - Door to which lock is assigned
“Target” - Desired lock configuration
“Actual’ -  Configuration of programmed lock
“Locking system ID” - Internal locking system ID to distinguish the
system
“Lock ID” - Internal number of lock
“Pulse length” - Duration of signal for activating the lock
(max. 25 seconds)
“Access control” - Option of logging access instances
“Time zone control” - Option of restricting the access times for
transponders
“Log unauthorised access - Logging of unauthorised access instances,
instances” only in conjunction with “access control”
“Gateway” - Not possible with locking cylinders!
“Flip flop” - The lock changes the status when an

authorised transponder is activated
“No acoustic battery warnings” - When this function is activated, there are no
acoustic warnings for the status of the

Version: March 2013 v1.6



LSM USER MANUAL

Page 88

“Last change”

Public holiday list valid until
“Last programming”

Monitoring configuration

Software reset

N2 \Z

battery in the components
Last not yet programmed change to settings
for

e Time zones

e Public holiday lists
Validity list of the used public holiday list
Last programmed change to settings for

e time zones

e public holiday lists

Launch of the menu to configure the Door
Monitoring Cylinder

See Fehler! Verweisquelle konnte nicht
gefunden werden. for resetting of the
actual values in the software Fehler!
Verweisquelle konnte nicht gefunden
werden.)
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MONTORING CONFIGURATION
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EXPLANATION
Read interval for the fixing - This determines the time intervals at which
screw the fixing screw is read. This interval affects

the battery life

'Door open too long' event after - Time interval after which a 'Door open too
long' alarm is emitted to the LSM program
via the optional WaveNet, where it is then
displayed.

Number of turns to lock - The number of positions in which the lock
deadbolt can be placed.

'Door securely locked' bolt - The position from which the door is shown

position as locked in the LSM software program.

'Door open' event - A'Door open' event is saved to the
cylinder's access list or transmitted in the
network.

Lock deadbolt events - Lock deadbolt events are saved in the
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cylinder's access list or transmitted in the
network.

Logging - All events are transmitted into the network
as an alarm.

LOCK PROPERTIES - G1 STATUS

| ecking Sysicm Managemend |_I:‘I'E!d.1.kmdi:\1mdl::.a¢d Lock properties]
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EXPLANATION
“Lock” - Serial number of lock
“Door” - Door to which lock is assigned
“Status” - The last read status of the lock is shown,
and when the lock is read, the status is
updated

Critical battery status

Data error

Emergency battery active
Emergency activation active
Deactivated

Time-controlled opening
running

e Coupled

Version: March 2013 v1.6



LSM USER MANUAL

Page 91

LOCK PROPERTIES - G2 STATUS
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EXPLANATION
“Lock” - Serial number of lock
“‘Door” - Door to which lock is assigned
“Status” - The last read status of the lock is shown,

and when the lock is read, the status is
updated
e Emergency activation
o Deactivated
e Coupled
o Storage mode
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LOCK PROPERTIES - ACCESS LIST

Locking Syitem Manpaemond  [LASimons¥ess WMapacilonylemdbilsmdboadd - Lock proporties]
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EXPLANATION
“Lock” - Serial number of lock
“‘Door” - Door to which lock is assigned
Table -  Overview of all instances of access that
have been read on the lock

Print view - Converts table to print-friendly view
“Delete access list” - All entries in the table are deleted
“Access list for door” - When this option is selected all instances of

access for the door are displayed, not just
those for the selected lock. All instances of
access for the locks installed on the door
are therefore displayed
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LOCK PROPERTIES - LOCK COMPONENTS

Locking Sysiem Mansgesnanl - [lmilb - Lock properiies]
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EXPLANATION
“Lock” - Serial number of lock
“Door” - Door to which lock is assigned
Table - Overview of all instances of access that
have been read on the lock
“PHI” -  Public Hardware Identifier, distinguishing
feature for hardware
“Type” -  Explanation of the type
.Master* -  This entry lists the relevant master
components for remote components
WaveNet node -  This entry lists the WaveNet address of the

relevant node for networked components
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6.6.3 CREATING A LOCK

PROCEDURE

i
e Selecticon q’

or
e 2 Edit
e 2 Lock
¢ New
or
¢ Right-click on Door / Lock
e Left-click on @ New 2 Lock
or
o Ctri+Shift+C
e New
then

e Enter details of door and area
e Apply
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EXPLANATION
“Serial number” Determines the unique number in the

system according to the preset designation,
the product serial number is stored during
programming.

“Auto” - When this option is selected, serial numbers
are automatically numbered consecutively

“Door” -  Option of selecting an existing door, the
field is deactivated if “Insert door” is
selected
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‘L - Links to the door properties (if already
present)
“Type” -  Selects the lock type
“Lock ID” - Internal lock management number, use
Apply to enter
Configuration -  Configuration data for new lock
- ounon
: iii:i&i?:l;"""‘"
Troe-basd swichrg
Tranapondes sitre
Fittings -  Selects the fittings
“Insert door” - When this option is selected you can create
a new door to which the lock will be
assigned
“‘Door / Location” - Designation of door to be inserted
“‘Room number” - Identifying number of room
“Add to area” - Area to which the new door and lock are
assigned. If nothing is selected here, you
can undertake the assignment at a later
date using “Unassigned objects”
“Locking system” -  Selects the locking system
“‘Area” - Assigns to an existing area
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6.6.4 EDITING A LOCK
PROCEDURE

™

icon o

EXPLANATION

SimonsVoss describes as “locks” all products that can be operated with a transponder. This
includes SmartRelais, activation units and locking cylinders, for example.

PROCEDURE
[ |
e Selecticon a
e Select area using arrow buttons * ¢ *
or
o 2 Edit
e 2 Lock properties
e Select lock using arrow buttons 1 ¢ *
or
e Select the lock you want to modify in the matrix
¢ Right-click on the door / lock
e 2 Properties
e Lock
or
¢ Right-click on any lock in the matrix
e 2 Search
e Select object
e Enter designation or part of designation you want to search for
e Search
e Highlight the data record you want in the result set
e Select properties in “Navigation to view”
¢ Click on Execute to go to the lock overview
or
¢ Right-click on the door / lock
e 2 Properties
e 2 Lock
then

¢ Modify data
* Apply
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6.7. DOORS

6.7.1 GENERAL CORRECTIONS FOR DOORS

ICON III

EXPLANATION

A door is the assigned installation site for one or more locks. It is possible to store additional
parameters such as description of lock, floor and building.

PROCEDURE

@

e Select area using arrow buttons ¢ *

e Selecticon

or

e 2 Edit

e 2 Door

e Select door using arrow buttons ¥ ¢ * M
or

e Right-click on the door / lock

e 2 Properties

e Door
or

e Ctrl+Shift+D
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EXPLANATION

“Door designation”
“Location”

“Building”
“Floor”

“Room number”
“Description”
“Locks”

Assignment to areas
Manage

Programming device
HType”

“Device”

“Unassigned devices”
“Door attributes for
mortise lock”

“Door attributes for locking
cylinder”

o o alor st et
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Name of door

Location in which the building can be found
(must be created first)

Building in which door is located (must be
created first)

Floor on which door is located (can be
created by inputting text)

Room number of door

Free field for describing the door

Locks assigned to the door

N2 2\ 2 2N 2N N 2

Option of removing a door or assigning it to
a particular area

Selection of programming device type
(config device, LockNode, WaveNet node)
Selection of a particular device, mainly
required for LON and WaveNet

When this option is selected, otherwise
assigned LON and WaveNet nodes are no
longer displayed

Additional data is shown for the mortise lock

Additional data can be specified for the
locking cylinder
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6.7.2 EDIT DOOR

PROCEDURE

@

e Select area using arrow buttons H ¢

e Selecticon
P M

or
e 2 Edit
e 2 Door
o Select door using arrow buttons 1 ¢ * ¥
or
Select the door you want to modify in the matrix
Right-click on Door
2 Properties
Door

or

Right-click on any door in the matrix

< Search

Select object

Enter designation or part of designation you want to search for
Search

Highlight the data record you want in the result set

Select properties in “Navigation to view”

Click on Execute to go to the door overview

or

Right-click on the door
e 2 Properties
e 2 Door

then
¢ Modify data

e Apply
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6.8. LOCATION
6.8.1 GENERAL INFORMATION ABOUT LOCATIONS

EXPLANATION

Locations are created to allow better assignment of the various buildings. This is a simple
element that makes things easier to follow visually and provides additional subdivision within
the locking system.

PROCEDURE

e 2 Edit
e 2 Location

Locking Sy=tem Management - [C:SimomsVossiRe positorysmdbibsmdb. add - Location]
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EXPLANATION
“‘Name” - Designation for the location
“Abbreviation” - Abbreviation for the location
“Local time zone” - Assigned time zone, acts as a time base for
the components of the locking systems
“Description” -  Free field for describing the location
Building administration Overview of the buildings found in this
location
“Abbreviation” - Abbreviation of the building
“‘Name” - Name of the building
Execute - The selected building can be assigned to

another location
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6.8.2 CREATE LOCATION

< Edit

< Location
New

Enter data

Apply

6.8.3 EDIT LOCATION
e 2 Edit
e 2 Location

e Select location using arrow buttons * <
¢ Modify data

e Apply

> M

NOTE

When exported to the pocket PC and in the matrix, building structures are
shown using the additional columns (see 1.5.2 Additional columns in label
bars).
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6.9. 5.9 BUILDING
6.9.1 5.9.1 GENERAL INFORMATION ABOUT BUILDINGS

EXPLANATION

Buildings are created in order to better spatially map the property and the doors located in it.
This is a simple element that makes things easier to follow visually and provides additional
subdivision within the locking system.

PROCEDURE
e 2 Edit
e 2 Building

Locking Syitern Mamagemonl - [C:iSEnnraeus o peaifory\omdhilmdh_add - Huilding|
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EXPLANATION
“‘Name” - Designation of the building
“Abbreviation” - Abbreviation for the building
“Description” -  Free field for describing the building
“Location” - Assigned location of the building
“ - Displays the characteristics of the location

Version: March 2013 v1.6



LSM USER MANUAL

Page 103

6.9.2 5.9.2 CREATE BUILDING

> Edit

2 Building
New
Enter data

Apply

6.9.3 5.9.3 EDIT BUILDING

< Edit

< Building
Modify data
Apply

NOTE

When exported to the pocket PC and in the matrix, building structures are shown using the
additional columns (see 1.5.2 Additional columns in label bars).
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7.0 WIZARDS

The wizards available in the system guide the user through the process of creating doors
with locks and persons with transponders. All the information which is relevant to the system
is queried as you work through the various input screens so that the components can be
created properly.

This assists inexperienced users as they become familiar with the system in order to learn
about the information that is relevant to the system. Professionals too will value this as a tool
which allows them to create new components quickly and without forgetting important
information even when under pressure.

s 2 B i B x B & | W ¢ » H % || KT

EXPLANATION

A door is the assigned installation site for one or more locks. It is possible to store additional
parameters such as description of lock, floor and building. The locks are stored on the doors.
SimonsVoss describes as “locks” all products that can be operated with a transponder. This
includes SmartRelais, activation units and locking cylinders, for example. It is also possible to
create the associated lock when using the door wizard.
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71. DOOR WIZARD

PROCEDURE

e 2 Wizards
e 2 Door

STEP 1

Moz erstet stk hatg Ao i e 000 W Hhe COmETEORESD Deposd
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Lincason LM = Ploce

Bedcing e =| Fiom rmibe

Ay W

Comtnge Firinh Cancel

EXPLANATION

“Door designation”
“Location”

“Building”
“Floor”

“Room number”
“Description”

“Lock type”
“Serial number”

e Continue

N2\ 20\ 2 2 20N ZB N 7

Name of door

Location in which the building can be found
(must be created first)

Building in which door is located (must be
created first)

Floor on which door is located (can be
created by inputting text)

Room number of door

Free field for describing the door

Type of locks

Determines the unique number in the
system according to the preset designation,
the product serial number is stored during
programming.
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STEP 2
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EXPLANATION
Areas
“‘Level” - Determines the level to which the new door
should be assigned:
e standard (black)
e green (superordinate locking level)
¢ blue (superordinate locking level)
¢ red (superordinate locking level)
“Locking system” -  Selection of locking system to which a door
is assigned
“Area” -  Selection of an area in the selected locking
system

Programming device
“Type” -  Determines the programming for the
components in the door:
¢ config device

e LockNode
e WaveNet node
“Device” -  Selection of the device which is to
communicate with the components
“Unassigned devices” - If this option is ticked, only the devices

which are currently still not assigned to a
door will be shown.

e Continue
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STEP 3
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EXPLANATION

Fittings of door

“Outer dimensions” Outer dimensions of cylinder

“Inner dimensions” Inner dimensions of cylinder

“Fire-retardant door” Classification of door as fire-retardant door,
the production hall cylinder with improved
range should be used for these doors

A2\ Z

“Outside” - If the door is located outside, a WP cylinder
or additional measures are required
“Freely rotating” - A cylinder which is freely rotating on both

sides is required

e Continue
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STEP 4 G1
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EXPLANATION

Locking cylinder configuration
“Access control”
“Time zone control”

“Overlay”

“Long triggering”
“OMRON”

“No acoustic programming
acknowledgement”

“Log unauthorised access
instances”

“Time changeover”
“Flip-flop”

Time-controlled changeover
“Manual disengagement”

“Automatic disengagement”

“Manual engagement”

v

A2\ Z

Activate logging of access instances
Control the physical access times for
transponders

Store transponder IDs in the locks to
respond to losing transponders (always
applies to an entire locking system)

The lock is engaged for longer
Activation of OMRON mode

There is no acoustic programming
acknowledgement by the cylinder during
programming

Unauthorised physical access instances are
also stored

Activates the controlled times for
engagement and disengagement

The lock changes its status each time a
transponder is booked

At the end of the time changeover the lock
waits for an authorised transponder before it
disengages

The lock disengages automatically once the
time changeover has ended

At the start of the time changeover the lock
waits for an authorised transponder before it
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engages
“Automatic engagement” -  The lock engages automatically once the
time changeover has started

“Transponder active”

“Always” -  The transponder can always change the
status of the lock
“Only when disengaged” - The transponder can only change the status

of the lock when it is not permanently
engaged (normal physical access)

e Continue
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STEP 4 G2
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EXPLANATION

Locking cylinder configuration

“Access control” - Activate logging of access instances

“Time zone control” -  Control the physical access times for
transponders

“Log unauthorised access - Unauthorised physical access instances are

instances” also stored

“‘Gateway” --> Not possible with locking cylinders!

“Flip-flop” -> The lock changes its status each time a
transponder is booked

“No acoustic battery alerts” - A possible battery alert is not indicated

acoustically on the cylinder, the battery
status can only be viewed during
programming

“Pulse length” - Duration of the engagement procedure

e Continue
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STEP 5
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EXPLANATION
Issuing authorisations
“‘Name” - Displays the transponder owner, changing
the option allows you to adjust the
authorisations to a new door
“Serial number” - Serial number of the transponder assigned
to the person
“Locking system” - Assigned locking system
“Transponder group” -  Transponder group to which transponder is
assigned
“Time group” -  Time group to which transponder is
assigned

e Finish
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STEP 6 CLOSING
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EXPLANATION

Closing the wizard

Program - The newly created lock can be directly
programmed from the wizard

“Use the configuration selected - Once the wizard is restarted, the universally

for the next door” valid values are adopted
e Repeat
or
e Close

Version: March 2013 v1.6



LSM USER MANUAL

Page 113

PERSON WIZARD

7.2. 6.2

PROCEDURE

e 2 Wizards
e 2 Person

STEP 1
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EXPLANATION

“First name”
“Surname”

“Title”

“‘Employee number”
“Auto”

“‘Department”
“Address”

“Tel”

“Transponder type”
“Serial number”
“Auto”

e Continue

N2\ 20\ 2 20\ 20\ 20 20 20 2 A 2

First name of new person

Surname of new person

Title of new person

Employee number of new person

If this option is selected, the employee
number is issued by the system
Department of new person

Address of new person

Phone number of new person

Type of transponder to be created
Serial number of new transponder

If this option is selected, the serial number
is issued by the system
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STEP 2
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EXPLANATION
“‘E-mail” -  E-mail address of new person
“Site/Building” - Workplace of new person
“Not relevant” - If this option is deselected, a date can be
stored by selecting a calendar
“Employed from:” -  Starting date of new person
“Not relevant” - If this option is deselected, a date can be
stored by selecting a calendar
“Employed until:” - Leaving date of new person
“Not relevant” - If this option is deselected, a date can be
stored by selecting a calendar
“Date of birth* - Date of birth of new person
“Cost centre” -  Cost centre of new person
“Comments” - Additional information about new person
e Continue

For information on G2 components, see page 15.
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STEP 3 G1
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EXPLANATION

Transponder groups
“Locking system”

“Transponder group”

“Manual assignment of G1 TIDs
(if needed)”

Period of validity

Activation date

“Immediately”
“Datell

“Time”

Expiry date

“No expiry date”

“Date”
“Time”

e Continue

N2\

28 20 N 20 2 N 2

Selection of locking system, up to three G1
data records (locking systems) can be
programmed on a G1 transponder. These
locking systems must all be located in the
open locking plan. If there is a time limit, this
number is reduced to one data record.
Selection of transponder group

The system manages the TID (as standard),
otherwise this can also be done manually

A start date is entered here if there is a time
limit

The transponder is valid immediately after
programming

Enter the date if there is a time limit

Enter the time if there is a time limit

An end date is entered here if there is a
time limit

The transponder is valid for an unlimited
period of time

Enter the date if there is a time limit

Enter the time if there is a time limit
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STEP 4 G1

This step only appears if “Manual assignment of G1 TIDs (if needed)” was highlighted in step

3.
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EXPLANATION

Locking system
Transponder group

“Only propose TIDs without
authorisation in current
condition”

Free TIDs in the transponder

group

e Continue

Selected G1 locking system

Selected transponder group

Only TIDs which have not yet been
programmed into locks with authorisations
are shown

Displays the free TIDs from the reserve in
the transponder group
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STEP 5 G1
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EXPLANATION
Issuing authorisations
“‘Name” - Displays the door, changing the option
allows you to adjust the authorisations of
the new transponder
“Area” - Area in which the displayed door is located
“Locking system” Assigned locking system
“Group” Displays whether the transponder already
has an authorisation from its group
assignment
e Continue
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STEP CLOSING G1

Coonle pefyon - amd g
Tht pempon S, W i lsen mecertiuly creshad Vo com propra e erspondsr mmedkarely

o Crmale snobhesn petron

[ —

EXPLANATION
Closing the wizard
Program - The newly created transponder can be
directly programmed from the wizard
Transponder issue The form for issuing transponders can be

printed out directly (only if LSM Report
module is available)
“Use the configuration selected - Once the wizard is restarted, the selection
as the default for the next made previously is used again
person”

e Continue
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STEP 3 G2
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EXPLANATION

Transponder groups
G2/G2+G1
“Locking system”

“Transponder group”
“G1 ”

v

“‘Manual assignment of G1 TIDs
(if needed)’

G1

“Locking system”

“Transponder group”

e Continue

Selection of locking system, up to four G2
data records (locking systems) can be
programmed on a G2 transponder. These
locking systems must however all be
located in the open locking plan.

Selection of transponder group

In a mixed locking system (G2+G1), TIDs
from the lower 8000 block can also be used
in compatibility with G1 locks by ticking the
option

The system manages the TID used for G1
otherwise issuing can take place manually

Selection of locking system, up to three G1
data records (locking systems) can be
programmed on a G1 transponder. These
locking systems must however all be
located in the open locking plan.

Selection of transponder group
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STEP 4 G2
Crnhgrstes
Litiing ypitee Saegle J5C
™ Lorgg opera
M scountic opeming sional
I ——
= Dioriok changa S wanckors on gt
Ll & el i el o bral] iy
Mumim o Py sawm el o inta o f ik aey
Walelicrs cletm F ey e
[ brom mcas v oLt Epap date
[
e 06
« Back ) Cordreme Firsth Cancel gﬂl
EXPLANATION
Configuration
Locking system >
“Long opening” >
“No acoustic opening signal” >
Dynamic time window >
“Do not change time window on >
gateway”
Dpnamic time windaw
+ Do not change time witidow on gateway
™ kil & particular time of [next] day
™ Mumber of hours since last complete hour of booking
|~ alidation date Expiry date
[ Fram now I¥ without expiry date
[o1.01.10 -
Time 0g ki
Activation date >
“Immediately” 2>

Selected locking system. If several G2
locking systems were selected in step 3,
this step is undertaken for as many times
as there are locking systems selected.
The lock is triggered for longer

The lock doesn't emit an acoustic signal
when triggered

The validity of the transponder on the
gateway can be changed in G2 systems
and virtual networks

The validity of the transponder is
determined by a date

A start date is entered here if there is a
time limit

The transponder is valid immediately after
programming
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“Date!!
“Time”
Expiry date

“No expiry date”

“Date”
“Time”
“Until a particular time of (next)
day”
Drpnamic bime window

(" [ra not change time window on gateway
* yntil a particular time of (nest] dap
™ Murnber of hours since last cormplete hour of baoking

Fized time !2D Tirne

-Walidation date Expirp date

“Number of hours since last
complete hour of booking”

Dvramic time windomw:

" Do not change time window on gateway

© until a particular trme of [nest] day

% Number of haurs since last complete hour of booking

Murnber of hours 1a "~ Hours
alidation date Expiry date
e Continue

N2 2 2000 2N 20 2 2

Enter the date if there is a time limit

Enter the time if there is a time limit

An end date is entered here if there is a
time limit

The transponder is valid for an unlimited
period of time

Enter the date if there is a time limit

Enter the time if there is a time limit

The validity of the transponder is extended
to a certain time in the future on the
gateway. If the set time has already
passed on the booking day, the
transponder is valid until the same time on
the next day

The validity of the transponder is extended
by a certain number of hours (max. 24
hours) on the gateway
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STEP 5 G2

This step only appears if “Manual assignment of G1 TIDs (if needed)” was ticked in step 3.

Cowpde person « slep 5ol b - mineal ssgimeni

Lecking dyabasi Gasgle JEC G
mimm
ach rla'ns Frmh Ciriced Heko
EXPLANATION

Locking system Selected G1 locking system
Transponder group Selected transponder group
“Only propose TIDs without - Only TIDs which have not yet been
authorisation in current programmed into locks with authorisations
condition” are shown
Free TIDs in the transponder Displays the free TIDs from the reserve in
group the transponder group
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STEP 6 G2

Lrenle peison « Slep Sol & - sillni salfoom

Iy irvchvsuisl iy vt anvcevdunsl Dane by B P haepander

gy L Bl -

Pl M stiires. Geourd o e

O Men srdrerce. Locund fox o

] M ortiore . ' Gaznsd iy "
| O Mari miinces Wi rdrance Fur

LI LT et [ g Fi ---

OO ML Arshivas .. Hataing e

CIHLY Confesers. Dipvslopesent ks e
|CIMLY Conteren.. Devmiopmend ki, Sample J5C G2 ]

LML Candeirr Developernd by Soagdr S50 67 N

CIHL Combmimrs Wikt Smnple 150 G2 o
|CIMLY Conbanin,.  Haiaing Saindls JEC G2 i

EIHL Conbeien . Trance Sanpls S50 02 i

CIMLY Confarn. Muhmimg Sample JEC G2 e

LI HLY Edide [hererdepaenrril bia HampleJal 3 FE
|CIHLY K 3 Fruaren Savgae J5E 67 e

TR Fiies W Mkt e Cnls B0 03 v

{ Pack [ b Codd | Hrsk

EXPLANATION

Issuing authorisations

“‘Name” - Displays the door, changing the option
allows you to adjust the authorisations of
the new transponder

“Area” - Area in which the displayed door is located

“Locking system” Assigned locking system

“Group” Displays whether the transponder already
has an authorisation from its group
assignment
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STEP CLOSING G2

Crenle person -and @
The peren “Tng, W his e mecertiuly crshed. You cam propra he ersponder mmecestely

o Create snothes pepon

Pty sirenirig

T rompgmarnier s

RET= ] d He
EXPLANATION
Closing the wizard
Program - The newly created transponder can be
directly programmed from the wizard
Transponder issue The form for issuing transponders can be

printed out directly (only if LSM Report
module is available)
“Use the configuration selected - Once the wizard is restarted, the selection
as the default for the next made previously is used again
person”

e Continue
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8.0 ALERTS
8.1. GENERAL INFORMATION ABOUT ALERTS

EXPLANATION

The alert function is a useful aid to everyday working with LSM. You can tell the system to
alert you to particular situations (e.g. when a transponder is due to be returned) or events
(lock battery alert). Alerts are shown in the alert monitor when you start up LSM.

PROCEDURE
e 2 Edit
e 2 Alerts
anage warnings F|
e T Gl R
Balimy vsree lk Hiattery svanmrny, kack (8 T T A lenck 1 sigmatng i bl iy vy ]
Tkt
EXPLANATION
Table - Overview of alerts in place
New - Create a new alert
Edit -  Once the alert has been selected, the
settings can be edited
Delete - Once the alert has been selected, it can be

deleted
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8.2. CREATE ALERTS

PROCEDURE
e 2 Edit
e 2 Alerts
e New

sy weand diiieg

o Dok henaponder on day of W Bctvated
(LR

Propis azhby ?:"i;jl

Hame | auang) dale

Tige: Leaving dote wmnens =]
Allinsas. LA g s Travirg dahe is mmieeed
Ditgniag i adbeanen o [Hias 1 5--,
v ey i'-'Ep-_w :a h:-.r;éél-e ;.;'r:r::l R

:BIC“\.'E'l.EI\dIEi
Lk %eve
__'"f‘*-"'f“_. Frones, Sarnnag
Gimace, John
| g Wil g
| rrg, Pachod
| gt Pty
| Ml M sl
Mewed, Simnn
K. Lt
EXPLANATION
“‘Name” - Name of alert
“Type” - Type of alert, e.g. lock battery alert
“Properties” - Results from the type of alert
“Advance” - Time window between issuing of alert and
occurrence of actual event
“Description” -  Free field for describing the alert
“Block transponder on due - On the due return day, authorisations are
return date* withdrawn from the transponders in the
locking plan -> programming requirement
“Activated” - If selected, the alert is applied
Manage -  Select objects to be monitored
Table - Displays the selected components
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POSSIBLE ALERTS

Leaving date reached

Lock battery alert

Transponder battery alert
Export to handheld PDA
Scheduled battery change
Transponder due to be returned
Transponder expiry date

8.3. EDIT ALERTS

PROCEDURE

2 Edit

> Alerts
Select alert
Edit

8.4. DELETE ALERTS

PROCEDURE

> Edit

< Alerts
Select alert
Delete
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8.5. ALERT MONITOR

EXPLANATION

The alert monitor displays alerts that have been set up and activated. The alert monitor starts
up automatically after you log on and shows all the accumulated alerts. By selecting the
status display you can also view previously accepted or expired alerts.

PROCEDURE

o 2 Edit

e 2 Alert monitor

He [ Tye [P [t ! Areepy
R:w”m" I Don Y sl ageey iy Y ssoon
[T Aecepted
™ Coenpietrd Ert |
EXPLANATION
Table - Overview of accumulated alerts
Accept = You can accept and therefore hide
individual alerts
“Activated” - Only current alerts are displayed
“Expired” -  Expired alerts are those for which the set
time has already elapsed
“Accepted” -  Previously accepted alerts are displayed
“Processed” - Processed alerts are those which have

“Don't remember during current ->

session”

been dealt with by performing the
appropriate task (e.g. “Block transponder”
has been implemented)

If selected, the alert monitor will not start up.
Otherwise the alert monitor will continue to
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start up at regular intervals

NOTE
In addition to the alert monitor, a message appears in the bottom right-hand corner of the

screen.
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9.0 REPORTS
9.1. GENERAL INFORMATION ABOUT REPORTS

EXPLANATION

You have the option of generating reports in order to present locking system data analytically
or to evaluate it. This information can be printed out or presented in a variety of different
formats.

9.2. BASIC SETTINGS FOR REPORTS

e 2 Options
e 2 Reports
Roparts El
Addaar
Comparyr [mwwn Wiz T -
Dresi Fm
Poatsl cods T b _.' g

Liocking sytem manapsmen

Ta 43 R T 0 Im  [FE s pa

dad ey
Lagm
Hemle Proscs s’ 5 pazaniy mm L ook S H e [rere
et Frog amav ' wmendyoss Lo S g _D ] e ]
v (il it
slert dresion Hent in delms
1 narveponse: isnusres
Ewhinlesd i L
Lizes-desines spod

| ol el dbpatars et Ll

In this view, all the basic settings can be activated. These then apply for the registered user
for all reports. Users can therefore make their own settings (name, phone number, ...).

It is possible to create and add additional user-defined reports. This is an additional service
from SimonsVoss for which a charge applies. If you have any questions or require further
information, please contact your specialist retail partner or the SimonsVoss sales field
representative responsible for you.

9.3. SELECT REPORT

PROCEDURE
e 2 Reports
e 2 Selectreport
e Select report
e Display
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8.1.1 LOCKING SYSTEM

Raparin

Tom e e
Lok ) [

Leshorng sptien

i

Frosgsmeng demmard i

Prosgprvanarsg desmard for bariponcks

Full prag o g et e Harmpaebon ol s
T dacasas

Lives-oislirass

Ll sl viptii

EXPLANATION

Locking system
“Locks”

“Transponder”

“Areas”
“Transponder groups”
“Statistics”

“Programming requirement for
locks”

“Programming requirement for
transponders”

“Programming requirement for
complete transponders”

“Time groups”

N2\

N2 2 2N 2 2

v

>

Selection of locking system
Displays locks

Grouped by: Area

Sorted by: Serial number
Displays transponders

Grouped by: Transponder group

Sorted by: Transponder owner
Displays areas
Sorted by: Area

Displays transponder groups

Sorted by: Transponder group
Displays components

Grouped by: Type

Displays locks with programming requirement
Grouped by: Building structure

Sorted by: Door

Displays transponders with programming
requirement

Grouped by: Transponder group
Sorted by: Transponder owner
Displays transponders with programming
requirement

Grouped by: Transponder group
Sorted by: Transponder owner
Displays time groups

Grouped by: Group number

Sorted by: Transponder group
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“User-defined”

Tows sorw plats. | Tiwmponds (nxp Tlarigarain Lizee
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D
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EXPLANATION

Locking system
Area
“Authorised transponder groups”

“Transponders of authorised
group”

“Exceptions to authorisation”
“All assigned transponders”

“Doors”

“User-defined”

-  Selection of customer-specific reports

9
9
9
9

Selection of locking system

Selection of area

Displays the deviating group rights
Sorted by: Transponder group
Displays the transponders of the authorised
groups

Grouped by: Transponder group
Sorted by: Transponder owner
Displays the deviating authorisations
Grouped by: Door

Sorted by: Transponder owner
Displays assigned transponders
Grouped by: Door

Sorted by: Transponder owner
Displays doors in the selected area
Grouped by: Building structure
Sorted by: Door

Selection of customer-specific reports
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8.1.2 TRANSPONDER GROUP
foparic Fl

Lexirg sptten Ruideg vinkties | HE Suchie

Lt thbrd sepcni

JJJJJ

EXPLANATION

Locking system
Transponder group

Selection of locking system
Selection of transponder group
“Authorisations on doors” Displays the authorisations on doors
Grouped by: Transponder owner
Sorted by: Door

A2\ Z

“Transponder” - Displays transponders
Sorted by: Transponder owner
“User-defined” -  Selection of customer-specific reports
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8.1.3 DOOR
Anparic Fl
Lexi | b Bz w e (=13 Tirrm griags
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L wet-dhsfiresd

Lot seperi

EXPLANATION
Door -  Selection of door
“Detailed overview of - Displays authorised transponders
authorisations” Sorted by: Transponder owner
“User-defined” -  Selection of customer-specific reports
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8.1.4 LOCK
Haparic
T sww v (T — Tiarsurs ™
Lochang spumen Dy rinochs LT
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[
]
5l Tind
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Unen thebred seperi

Lierpiaw 1 Lanee

EXPLANATION

Lock
“Access list”

“Last battery change”
“Permitted transponders”

“User-defined”

N2 2 N 20 7

Selection of lock
Displays the logged access instances

Sorted by: Date
Displays the last battery change
Sorted by: Date

Displays permitted transponders
Sorted by: Transponder owner
Selection of customer-specific reports
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8.1.5 TRANSPONDER
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EXPLANATION
Transponder >
“Authorisations on doors” >
“Transponder issue” 2>
Plarweed sehuen diate
| ”'-:-v"::. 22 fet.-us.- .."."l.' |
P Wwith thcersshon
W ke o e S bl
w Sirve repmed 1 e Sions !
1]8 Caend
“Physical access list” >
for G2 transponders
“Last battery change”
“Transponders with expired ->
validity”
“Comparison of authorisations” >
“User-defined” >

Selection of transponder
Displays the authorisations
Grouped by: Locking system

Sorted by: Door
Displays the transponder issue log
Other options can also be selected here:

. Scheduled return date

. Print out with overview of
authorisations

. Enter actions for the transponder

. Save issue document, can be found

in the transponder properties

Displays physical access instances on locks

Sorted by: Date
Displays battery change
Sorted by: Date

Displays expired transponders
Grouped by: Locking system,
Transponder group
Sorted by: Transponder owner
Compares the authorisations of two
transponders in a transponder group
Selection of customer-specific reports
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8.1.6 TIME GROUP

Raparin

L ke igprin

EXPLANATION

Locking system
Time group number
“Transponder”

“User-defined”

A2\ Z

Selection of locking system

Selection of time group number

Displays the transponders in a time group
Grouped by: Transponder group

Sorted by: Transponder owner
Selection of customer-specific reports
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8.1.7 TIME ZONE PLAN

Raparic Fl
|.-unl:7:||-ul Ridiieg .I.r.x ime | WRdche | Did ;
e e e s
EXPLANATION
Time zone plans -  Selection of time zone plan
“The doors for the time zone - Displays the doors of the time zone plan
plan” Grouped by: Area
Sorted by: Door
“The time windows for the time - Displays the time windows of the time zone
zone plan” plan
Grouped by: Time zone group
Sorted by: Weekday
“User-defined” -  Selection of customer-specific reports

Version: March 2013 v1.6



LSM USER MANUAL

Page 139

8.1.8 NETWORK

Raparis F|
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e thebrmd igprte
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“Battery alert for WaveNet node” > Displays battery alerts for the node
Grouped by: Building structure
Sorted by: Room number

“WaveNet network topology” - Displays network topology
Grouped by: CentralNode,
Segment
Sorted by: Address
“Network topology LON” - Displays network topology
Grouped by: CentralNode,
Segment
Sorted by: Address
“Status of LockNodes” - Displays LockNode status in the WaveNet

Grouped by: Building structure
Sorted by: Door
“User-defined” -  Selection of customer-specific reports
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8.1.9 HR STRUCTURE
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EXPLANATION

Department
“Transponders of department”
“Transponders with battery alert”

“Persons without transponders”

“Transponders of persons
whose leaving date is in the
past”

“User-defined”

N2 2 N 20 7

v

Selection of department
Displays transponders of department

Sorted by: Surname

Displays transponders with battery alert
Sorted by: Transponder owner
Displays persons without transponders
Sorted by: Surname

Displays persons whose leaving date is in
the past

Sorted by: Transponder owner
Selection of customer-specific reports
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8.1.10 BUILDING STRUCTURE
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EXPLANATION

Location
Building
“Locks”

“Locks with battery alert”

“Fittings of locking cylinder”

“Doors without locks”

“Need for programming on

locks”

“User-defined”

A2\ Z

Selection of location

Selection of building

Displays locks

Grouped by: Floor

Sorted by: Room number
Displays locks with battery alert
Grouped by: Floor

Sorted by: Room number
Displays fittings of locking cylinder
Grouped by: Floor

Sorted by: Room number
Displays doors without locks
Grouped by: Floor

Sorted by: Door

Displays need for programming on locks
Grouped by: Floor

Sorted by: Room number
Selection of customer-specific reports
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8.1.11 USER
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EXPLANATION

User group
User
“Rights of user group”

“Rights of users”

“Summary of user rights”

“User-defined”

A2\ Z

Selection of user group
Selection of user
Displays rights of user groups
Grouped by: User group,

Role,

User,

Areas,

Transponder groups
Displays rights of an individual user
Grouped by: User
Sorted by: Role
Displays rights of all users
Grouped by: User
Sorted by: Role
Selection of customer-specific reports
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8.1.12 VARIOUS
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EXPLANATION
“‘Database statistics” - Displays data in database
Grouped by: Type
Sorted by: Number
“User-defined” -  Selection of customer-specific reports
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9.4.
ICON —

LSM USER MANUAL

PRINT REPORT

EXPLANATION

After displaying a report you have the option of printing it.

PROCEDURE

9.5.

ICON =

2 Reports

2 Select report
Select report
Display

Click on icon

EXPORT REPORT

EXPLANATION

A report displayed on screen can be converted into a special data format and saved in this

format.

PROCEDURE

< Reports

2 Select area
Select report
Display

Click on icon

POSSIBLE EXPORT FORMATS

Adobe Acrobat
Report definition
Crystal Reports
Data record
Comma-separated
Tab-separated
HTML 3.2

HTML 4.0

PDF
TXT
RPT
REC
csv
TTX

Version: March 2013 v1.6

Excel 97-2000
XLS

Excel 97-2000 data

Word

Editable WordRTF

ODBC

Rich Text Format

Text

XML

XLS
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9.6. REPORTS FOR ASSEMBLY PREPARATION

EXPLANATION

For easier labelling of the programmed components, the program offers the option of printing
out labels to stick on the packaging.

LABELS FOR LOCKS

e 2 Reports
e 2 Print labels for locks
e Selection of locks
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EXPLANATION

“Label format”

Lo
[ BOED PR 05 Tomr]

e veith Ikl e

-  Selection of label template:
o Hama-8060 (89.9x35.7mm)
. Zweckform-3658 (64.6x33.8mm)
. Zweckform-4780 (48.5x25.4mm)

Selection of start label

Tt vew ] Cancel
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LABELS FOR TRANSPONDERS

e 2 Reports
e 2 Print labels for transponders
e Selection of transponders
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Wil Hiizan 14EAN1 Lleam S J3L G2
Viork, el T Chadinireg Gampls JSC G2

0K Canded

EXPLANATION

“Label format” -  Selection of label template:
. Hama-8060 (89.9x35.7mm)
. Zweckform-3658 (64.6x33.8mm)

Selec) Babsed Formm

it . Zweckform-4780 (48.5x25.4mm)
| e TR S T O s | =|
g s v i Selection of start label

5 v Cancel
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10.0 PROGRAMMING PROCESSES
10.1. GENERAL

EXPLANATION

A programming requirement applies when a right is modified and a
component has not yet been programmed, or if the software detects a
difference between the actual and target status (change in configuration).

e Before programming it is important to ensure that the view is up to date and
the data has been backed up.

ICONS + +

PROCEDURE

(To display the programming requirement in the matrix)
e 2 Options
e O Extra columns
e Select object
e Programming requirement

10.2. POSITION COMPONENTS

EXPLANATION

To achieve optimum results and avoid programming errors, a defined distance should be
maintained between the programming device and the components you want to program.

Il —

e ——
\ .Iu ) Block ok

NOTE

If the distance is too little or too great, errors may occur.
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10.3. PROGRAM
A programming device (config device) is needed to write data to the components. Please
refer to the “LSM Administration Manual” for installation and configuration information.

9.3.1 PROGRAM LOCK

EXPLANATION

When a lock is programmed, locking system data is programmed into it. In the case of G1
locks, data can be programmed via the authorisations of the transponder IDs or the time
zone plan that was assigned to the lock. You also program configuration settings, IDs and
passwords.

ICON
PROCEDURE
e Position lock (see 9.2 Position components)
e Select lock in the matrix
e 2 Programming
e 2 Lock
e Program
or
e Position lock (see 9.2 Position components)
e Select lock in the matrix
e Click onicon
e Program
or

e Ctrl+Shift+L
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Frogramming Lock

Lacking aystem [Somple JEERZ

Diooflak: [Oihes 3w /L mmes
Prodnsmnen] device:
[Corig Davnce =

[RagE | COMZ4 -

Tipe

D

[~ Change programming optong marsly
Proa smnang

o ain sdbuoisslons

| Froganirg

Enl |

EXPLANATION

“Locking system”
“Door/Lock”

v

Programming device
“Typell

“‘Device”
“Modify programming options
manually”

N\

Program

“Configuration”

“Password”

“Lock ID & locking system ID”

“Time zones”
“Password”

“Gr, BI, R)”

“Extended configuration”

N2 2 2 2\ 2

Program authorisations
“Do not change”
“Update”

“Refresh”

A2\ Z

Selected locking system
Selected lock with associated door and
serial number

Type of programming device: (config
device, LockNode, WaveNet node)
Assigned device

Adjustment in lower area only possible if
option is selected, the necessary updates
are already highlighted

Lock configuration is programmed

Locking system password is programmed
Lock ID and locking system ID are
programmed

Time zone is reprogrammed

The password for the superordinate locking
levels are all reprogrammed

Extended configuration, e.g. time
conversion, is reprogrammed

Authorisations are not changed
Only changes are programmed
All authorisations are reprogrammed
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9.3.2 PROGRAM TRANSPONDER

EXPLANATION

When you program a transponder you tell the transponder what its transponder ID is, which
locking system it belongs to, what the password for the locking system is and which time
group it belongs to. It is also possible to program in a time-based validity.

ICON
PROCEDURE
e Position transponder (see 9.2 Position components)
e Select transponder in matrix
e 2 Programming
e 2 Transponder
e Program
or
e Position transponder (see Position components)
e Select transponder in matrix
e Click onicon
e Program
or

o Ctrl+Shift+T
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Transponder Programming

Owrerdtranzponder: |Danes, Sienna / 0000KC

Frogramming device: |MIF|AGE - COM24

[ Jumnp ba next transponder after programming

[v KeepG1 reconds from external locking systems

E it

EXPLANATION

“Owner / Transponder”
“Programming device”

“Jump to next transponder after
programming”

“Retain data records from other

locking systems”

Program

The owner and the serial number of the
transponder are displayed and can be
selected

You can select the programming device for
programming

When this option is selected, you jump to
the next unprogrammed transponder (in
alphabetical order) and the window stays
open

When this option is selected, data records
from other locking systems are not
overwritten. An additional data record is
written when you program the transponder,
assuming that there is another free data
record available.

The data is programmed to the transponder

Version: March 2013 v1.6



LSM USER MANUAL

Page 152

10.4. READ

9.41 READ LOCK

EXPLANATION
e Alock with a lock ID which is known to the locking system can be read
directly.

e Alock with a lock ID that is not known to the locking system is described as an
unknown lock.

™

icon B2
PROCEDURE
e Position lock (see 9.2 Position components)
™
o>
e Icon J
or
e 2 Programming
e 2 Read lock/ set time
or
e 2 Read unknown lock
NOTE

Different views may appear depending on the read lock.
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G1 LOCKING CYLINDER

Cylinder G1

Locking systenm 1D
Lock 1D;

Software Yersion:
Time zone:

Skate:

[ Please change batten
Backup battery active
Deactivated

Emergency release active

|L|nkn0wn locking spstem 5ID=1234
|Unknawn lock LID=1234

J1u.5 00 0 ﬂ

Configuration:
Audit trail

<

Time Zone management

<] <

Owerlay

Long releaze

OMRON

Storage Mode

Mo audible feadback

Log unauthorized attempts

Time zwitching

S TR R

Flip Flop

Time-bazed switching
I | f
r' | ¢ ™

Trarzponder active:

Tranzpaonder Ligt | Audit Trail Exit
EXPLANATION
“Locking system” Name of locking system
“Lock” Name and serial number of lock
“Software version” Software version of lock
“Time zone” Assigned time zone
Displays the lock properties
M Jumps to lock in matrix view
Status

“Battery status critical”
“‘Emergency battery active”
“‘Deactivated”

“Emergency activation active”
“Time-controlled opening
running”

“Engaged”

Configuration

“Access control”

“Time zone control”

“Overlay”

N2 2 20 2B 20N 20 2N N N A A N N A 2

Status of batteries

Emergency battery activated

Lock deactivated

Active emergency activation

The lock is in storage mode, i.e.
programming has not yet taken place
Lock triggered

Option of logging access instances
Option of controlling the access times for
transponders

Store reserve IDs in the locks to respond
to losing transponders
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“Long triggering”
“OMRON”

“No acoustic programming
acknowledgement”

“Log unauthorised access
instances”

“Time changeover”

“Flip flop”

Transponder list
Access list

v 2 2\ 2\%

Vv

Longer engagement / switching of lock
Use of OMRON mode active

During programming, the lock does not
confirm the process by blips

Logging of unauthorised access
instances, only in conjunction with
“access control”

The lock automatically changes the
status at set times according to the
settings under Time-controlled
changeover

The lock changes the status when an
authorised transponder is activated
Displays authorised transponders
Read access list
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G1 SMART RELAIS

Smart Relay G1 data

LSM USER MANUAL

Locking aysten |D:
Lock |D;

Software Version:
Timie zorne:
State:

Fleaze change battery
Flip-Flop an

Deactvated

Configuration:

I Awdit brail

I~ Flip Flap

I Time switching
I Owerlay

I~ OMROM

™ Repeater

-

1™ Time zone management

|L|nkn0wn locking spztem SI10=1234

|Unkn0wn lock LID=1234

|4.0

|

2

[ Ermermency release active
-

[

Tranzponder List| Audit Trail |

Extended properties

Pulze length

Time-controlled relay switching

-
{

Tranzponder active:

-
-

Advanced functions-
Mumber of expansion modules
Interface
=
-
=
|ntemal/extemnal antenna:
e

P o)

Euit

EXPLANATION

“Locking system”

“Lock”

“Software version”
“Time zone”

M
Status

“Battery status critical”
“Flip-flop on”
“Emergency activation active’

“Deactivated”

“Time-controlled opening

running”
“Engaged”

Configuration
“Access control”

“Time zone control”

20 200 BN 20N 20 20 20 N N R N2

Name of locking system

Name and serial number of lock
Software version of lock
Assigned time zone

Displays the lock properties
Jumps to lock in matrix view

Status of batteries

Lock triggered

Active emergency activation

Lock deactivated

The lock is in storage mode, i.e.
programming has not yet taken place
Lock triggered

Option of logging access instances
Option of controlling the access times for
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“Flip flop”

“Time changeover”

“Overlay”
“OMRON”
“‘Repeater”
“‘Advanced”

Extended properties
“Pulse length”

“Limited range (only for internal
antennas)”

“Log unauthorised access
instances”

Advanced functions
“Number of extension modules”
“Interface”

“No acoustic programming
acknowledgement”

“External LED”

“External blipper”

“Internal / external antennas”
Transponder list

Access list

Advanced

N

N2 2 N 2R 2

v

22\ 2 2 2 202 2\ 7

transponders

The lock changes the status when an
authorised transponder is activated
The lock automatically changes the
status at set times according to the
settings under Time-controlled
changeover

Store reserve IDs in the locks to respond
to losing transponders

Displays whether use of OMRON mode
is active

The lock increases the range and
forwards transponder bookings
Advanced version with extended
functions

Duration of triggering procedure in
seconds

The range of the internal antenna is
reduced

Logging of unauthorised access
instances, only in conjunction with
“access control”

Use of extension modules (SOM)

Lock forwards data to another system
During programming, the lock does not
confirm the process by blips

Visual outside signal

Acoustic outside signal

Displays the antennas used

Displays authorised transponders
Read access list

Read extended configuration
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G2 LOCK
Eyme-r-ﬁz
Locking system: ISampIeJSE G2
Lock: !Main entrance 01 / 000034
Software Yersion: |2.D.EIS b
Time zone: |
i Shates Data
Blattery status Ok Dewvice clazs iI:_l,lIinder G2
= PHI 000034
[T Emargency release |
— Bacatn Time 10/02/22 0056
I Enhgaged
[ Storage mode
Lazt access attempt: Successhul
Authorizations | Adit Trail Feset E it
EXPLANATION
“Locking system” - Name of locking system
“Lock” - Name and serial number of lock
“Software version” -  Software version of lock
“Time zone” - Assigned time zone
- Displays the lock properties
M - Jumps to lock in matrix view
Status
“Battery status” ->  Status of batteries
“Emergency activation” - Active emergency activation
“‘Deactivated” - Lock deactivated
“Engaged” - Lock triggered
“Storage mode” - The lock is in storage mode, i.e.
programming has not yet taken place
Data
“Device class” - Class of read lock
“PHI” -  Public Hardware Identifier (PHI) for
unique identification of G2 components
“Time” - Current time of lock
“Last attempt at access” - Result of last access instance
Authorisations - Displays the authorisations
Access list - Read authorisations

Version: March 2013 v1.6



LSM USER MANUAL

Page 158

Reset -2 Reset lock

NOTE
Whenever you read a known lock, it is simultaneously highlighted in the locking plan.

NOTE

The access list function is only available for components with integrated access logging. It is
also possible to analyse unauthorised access attempts. This must be defined prior to
programming in the lock’s properties. (Lock configuration / data)
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9.4.2 READ TRANSPONDER

EXPLANATION

When you read the transponder, the data stored on the transponder is read and if possible
assigned to an owner.

©>

ICON _
PROCEDURE
e Position transponder (see 9.2 Position components)
e 2 Programming
e 2 Read/ reset transponder
e Press transponder button when prompted

G1 TRANSPONDERS

Transponder Data

Tranzponder data;

#1: Sample J5C G, Transponder- D 36 £ no time restiction

Error it datagets below;

[ Please change battery

Software yersion: |2-D Reset | Fead | Exit

EXPLANATION

“Transponder data” -  All details of the transponder are shown,
programmed data records, locking system
ID, transponder ID and time group

“The following data records - Indicates any defective data records

contained errors”

“Battery must be replaced” -  Status of transponder battery. If the battery
is low, a tick appears in the box

“Software version” - Transponder’s firmware status

- Indicates the properties of the read

transponder
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M - Indicates the read transponder in the matrix

NOTE

Whenever you read the transponder it is simultaneously highlighted in the locking plan.
Transponders with a validity period have additional information:

e Activation date 2> if defined, date as of which transponder is valid
o Expiry date > if defined, date until which transponder is valid
ATTENTION

Transponders with a validity period can only be authorised in one single locking system.
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G2 TRANSPONDERS

Transponder G2

LSM USER MANUAL

Halder; |King, ‘Wolfgang J
S erial number: (0000KS M |
Saftware Yersion: |EI.EI.DD =
G2
Sld | SldE =t | Locking spstem | Tld | W alidation date | Expirv date
11328 14513345 Sample J5C G2 3203 prezent prezent
&1
| 5id | Locking syztem | Tld |
3345 14513345 Sample JSCG1 13
State: Data
I Device class qu—
PHI [ooooks
Time oz G
Locks | Rezat Personal audit trail Time configuration! Fead Ewit
EXPLANATION
“Owner” - Name of transponder owner
“Serial number” - Serial number of transponder
“Software version” - Transponder’s firmware status
- Indicates the properties of the read
transponder
M - Indicates the read transponder in the
matrix
G2
Transponder data = o Locking system ID
e Extended locking system ID
e Locking system
e TID
e Activation date
e Expiry date
G1
Transponder data - e Locking system ID
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e Locking system

e TID

Status

“Battery status critical” -  This component requires the battery to
be changed

“Battery status critical”

“Device class” - Class of read lock

“PHI” - Public Hardware Identifier (PHI) for
unique identification of G2 components

“Time” -  Current time of transponder

Authorisations - Displays the authorisations

Reset -  The highlighted transponder data record
is reset

Physical access list - Read physical access list

Read - Read (another) transponder

NOTE

Whenever you read the transponder it is simultaneously highlighted in the locking plan.
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10.5. RESET
10.5.1 RESET LOCK

EXPLANATION

When a lock is reset the data on the lock is removed and the lock's actual status is deleted
in the software.

PROCEDURE
e Position lock (see 9.2 Position components)
e Select lock in matrix
e 2 Programming
e 2 Resetlock

or
e Position lock (see 9.2 Position components)
e Select lock in matrix
e Ctri+Shift+N

10.5.2 RESET TRANSPONDER

EXPLANATION

When a transponder is reset the data on the transponder is removed and the transponder’s
actual status is deleted in the software.

PROCEDURE

Position transponder (see 9.2 Position components)
Select transponder in matrix

2 Programming

2 Reset transponder

or

Position transponder (see 9.2 Position components)
e Select transponder in matrix
e Ctrl+Shift+R

NOTE

If a component is deleted in the software before being reset, you will need the password for
the locking system in order to reset the component later.
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10.6. MOBILE PROGRAMMING
10.6.1 GENERAL

EXPLANATION

In LSM, you have the option of configuring the export of locking plan data to a mobile end
device (a PocketPC by default) such that certain employees can perform particular tasks on
particular locks. These employees must also log on to the software on the PocketPC,
allowing only authorised employees access to data.

NOTE

The software access data should be kept safe according to the valid IT guidelines and not
made accessible to unauthorised persons.

SCENARIO 1 (STANDARD)

EXPLANATION
The data is immediately transferred to the PocketPC and can be run immediately.

PROCEDURE

2 File

< Export to PDA

> LSM Mobile

Select PDA user
Select locking systems
Select locks

Configure tasks

Select transponders
Export
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SCENARIO 2 (DATA NOT IMMEDIATELY TRANSFERRED TO POCKET PC)

EXPLANATION

If exporting is to be performed at a later time, the data and tasks to be transferred can be
stored in the database. If the user now logs on to the system and wants to perform an export,
a message will appear stating that the tasks are ready and the user can then decide whether
to accept the request or not.

PROCEDURE

< File

< Export to PDA

2 Prepare task

Select LSM user
Select locking systems
Select locks

Configure tasks

< File

2 Export to PDA
> LSM Mobile
Confirm query

Y'ou have received & tazk at Friday, March 05, 2010
wiould vou ke to load thiz task?

W Export to notebook. File exchanae folder: |C:\SimonsVoss\LSMMobiIe 30
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SCENARIO 3 (LOCKING PLAN FROM ANOTHER USER TO POCKET PC)

EXPLANATION

The software is capable of recognising when it needs to import old data that has not yet been
re-imported prior to re-exporting it for another user.

PROCEDURE

2 File

2 Export to PDA

> LSM Mobile

Select LSM user
Acknowledge query
Select locking systems
Select locks

Configure tasks

Select transponders
Export

QUERY

PpcImpExp ' =]

i The following data is on the PocketPC:
-\(} Database: LSVDE

User; pda_user

Exported on: Friday, 30,4pr.2010 08:03

Would you ke to overwrite this data?

i [a]

SOLUTION

The indicated user must log in and import the data.
The data can then be exported again without the risk of data being lost.
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SCENARIO 4 (PART OF LOCKING PLAN ALREADY EXPORTED)

EXPLANATION

You can work with multiple Pocket PCs at the same time. To avoid duplicating any work,
locks that have already been exported should not be exported again.

PROCEDURE

2 File

2 Export to PDA

> LSM Mobile

Select LSM user

Select locking systems

Select locks

Tick “Previously exported locks ...
Configure tasks

Select transponders

Export

10.6.2 EXPORT

EXPLANATION

When data is exported, the locking plan is transferred to the Pocket PC in accordance with
the defined restrictions in order to be able to program the locks in situ.

NOTE

Only users who have been assigned the “handheld” role are listed.
With LSM you have the option of managing more than one locking plan at the
same time on your PocketPC.
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10.6.2.1 SELECT LOCKING SYSTEMS

Export to PDA: select locking systems

Haridheld PDA user

Please mark one of more
locking systems in the list.

I Al locking spstems

Apply filter:

'R
v Export to notebook. File exchange folder:

| drri ~|

[Sample JSC G2

= %}

| C:\ProgrammetSiman s osshLS MM obile 30
| Confinues Cancel Help

EXPLANATION
“Handheld PDA user”

“Locking systems”

“All locking systems”
“Use filters”

“Export to notebook. File

exchange folder”

N2

User with the right to perform mobile
programming

Selection of the locking systems to be taken
into account

All locking systems are taken into account
The existing filters can also be used here
Data can also be exported to a local data
carrier and the locks programmed using a
Notebook or Netbook
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10.6.2.2 SELECT LOCKS

Export to PDA: select locks

v Al Locks

-

¥ Transmit complete list of authorisations Filter: no

[ Hide locks aleady exported

Select locks: Selected: 1 of 1

Door | Area | Locking spstern |

B gf fover Main entrance fover 2/ L-00022 Main entrance Sample J5C G1

<Back [ Continue> | e Cancel Help
EXPLANATION

“All locks” - Highlight all locks at once
“Locks with programming - Only locks with a programming requirement
requirement” are displayed.
“Transfer complete list of - All authorisations are exported and made
authorisations” available on-site
“Hide locks that have already - Previously exported locks are not displayed
been exported”
“Filter” - An active filter is visible here
Select locks - If the first option is not selected, there is an

overview of all the locks from which the
necessary ones can be selected.
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10.6.3 CONFIGURE TASKS

GENERAL

For maximum security it is possible to create precisely defined tasks. To do this, you must
make a number of settings in the “Tasks” window.

Export to PDA: select tasks

Selected: 1of 1
Locks | Syne | Task | &llowed | Expiy date | Murber |
tain entrance foper 2/L-00022 yes F FOR Sat, 27,0210 M:17 3
Urknowe lock RO Sat, 27.0210 017 1
Tasks Allowed
¥ [P Programming ® r_’ [F] Pragrarming o
[~ [T)Read transponder fist [ (T) Read tansponder fist
Rl ] ™
I ) 5et clock [~ [Z) Set clack
i (0] Open doar
Settirigs ¥ [R]Reset
Maximum no. of executions: | 3 I [A) Modify transponder
[ (1) Modify current data
Perform until 270210+
1517 | Default settings
Aol | Load | Save
Paszword for emergency | **********
OpEening:
< Back I Continue » I Cancel Help

EXPLANATION

Highlighted locks must be processed. All locks are highlighted by default.
Settings are always modified for the highlighted locks

Under “Tasks” you must select the tasks to be performed

Under “Permitted”, the tasks to be performed are automatically selected. You
can also permit additional tasks.

Under “Settings” you define the maximum number of times the task can be
executed and the time by which the tasks must be performed, and apply these
settings

Under Presettings you can save a frequently used basic setting relating to the
tasks permitted for certain locks and reload it the next time
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¢ For an emergency opening with LSM Mobile, you do not need to know the
original locking system password. Under “Password for emergency opening”
you can issue an 8-digit password of your own choice with which the user can

open the lock in an emergency.
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10.6.3.1 SELECT TRANSPONDERS

Export to PDA: select transponder

v Al Transponders

Chooge transponder:

Selected: 18 of 18

Person | Tranzponder group | Locking spsten |
Schars. Kathrin/T-00008 Development hardware Sample J5C G2
Sheffield, Kim/T-00009 Development hardware Sample JSC G2
Stare, Mary/T-00010 Development hardware Sample JSC G2
sdfg. sdfgs/T-00015 Development hardware Sample J5C G2
Latg. Richard/T-00005 Bookkeeping Sample J5C G2
Mever, Peter/T-00008 Bookkeeping Sample JSC G2
Miller. Michael/T-00007 Bookkeeping Sample JSC G2
Ashby, Sally/0000kKA Marketing Sample JSC G2
Lorg. Richard/T-00002 Marketing Sample J5C G2
Cook, Steve/0000KE Marketing Sample JSC G2
Orwell, Sirmon/T-00007 Marketing Sample J5C G2
Azhby, Saly/T-00003 arketing Sample JSC G2
Danes, Sienna/0000KC Media Sample J5C G2
King, ‘wolfgang/0000k3 Staff Sample J5C G2
Gilmare, John/0000KS Field staff Sample J5C G2
White, Sugan,/T-00071 Cleaning Sample JSC G2
‘williarns, Sara/T-0001 2 Cleaning Sample J5C G2
York, Kelly/T-00073 Cleaning Sampla JSC G2

< Back | Continue » | | Cancel Help

EXPLANATION

“All transponders” - Highlight all transponders at once. If only
individual transponders are exported, not all
TIDs can be assigned by name when
transponders or access lists are read.
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10.6.3.2  FINISHING THE EXPORT

Export to PDA

Puszh the button 'Continug’ in order ko start export

< Back I Contirue > I

Cancel

Help
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10.6.4 IMPORT

EXPLANATION

Once the exported tasks have been completed, the data must be re-imported from the
Pocket PC after processing in order to inform the locking plan of the modified data.

If this does not happen you will see a query the next time you try to export and
different authorisations may apply in the software and in the locks!!

PROCEDURE

NOTE

2 File
< Import to PDA
> LSM Mobile

In the export task list you can select whether all tasks should be imported or
just those that have already been processed

If the software detects differences between the handheld and the computer, it
will show you these. You can then decide which data you want to accept.
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10.7. LSM MOBILE

EXPLANATION

LSM Mobile is the SimonsVoss software module for PocketPCs. You can use this software
and the mobile Pocket PC to perform tasks within a locking system without network (offline).

DATA SYNCHRONISATION REQUIREMENT

e Microsoft ActiveSync Version 4.2 (or higher)
e LSM Mobile installed on PocketPC
¢ LSM Mobile must not be open

SCENARIO 1 (EXECUTE)

PROCEDURE

Start LSM Mobile

Confirm Bluetooth query with Yes

Select database

Enter login details (user name and password)
Confirm with OK

Select locking system

Execute
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PROCESS

LSM USER MANUAL

LSM Mobile reads unknown locks
LSM Mobile recognises lock and performs the “tasks” stored for the lock

SCENARIO 2 (SELECT - PROGRAM)

PROCEDURE

PROCESS

NOTE

Start LSM Mobile

Confirm Bluetooth query with Yes

Select database

Enter login details (user name and password)
Select locking system

Select

Select lock

Program.

LSM Mobile programs the nearby lock
(you can also program locks that have not been programmed yet)

After exporting the locking plan to the Pocket PC, you should avoid making
any changes to the LSM locking plan software until you import it again to
prevent conflicts from arising.

More detailed information about LSM Mobile is available in a separate manual
from SimonsVoss.
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11.0 MISCELLANEOUS

11.1. DELETING AN EMPLOYEE WHEN TRANSPONDER IS RETURNED

Reset transponder
Disconnect transponder from person

11.2. DELETING AN EMPLOYEE WHEN TRANSPONDER IS NOT RETURNED

Deactivate / block transponder
11.3. CREATE REPLACEMENT TRANSPONDER

USE
This procedure should be used when a transponder has been lost.

EXPLANATION

When you create a replacement transponder, the original transponder is blocked and a new
one is created with the same authorisations and a similar designation.

PROCEDURE

Right-click on the original transponder
< New

< Replacement transponder

Confirm query with Yes

Enter additional information and confirm
Enter new serial number

RESULTS

e Programming requirement on transponder
e Programming requirement on the affected locks
TID is permanently blocked
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11.4. PROCEDURE TO FOLLOW FOR A DEFECTIVE TRANSPONDER

EXPLANATION

In the event of a defective transponder, before programming a new transponder you must tell
the software that the old transponder no longer works.

PROCEDURE
¢ Right-click on the original transponder
2 Properties
o 2 Transponder
or
< Edit
e 2 Transponder
e Select transponder using arrow buttons 1 ¢ * M
then
e Software reset
o Select reason
e Enter additional information if required
¢ Confirm twice with Yes
e You can now start programming the new transponder
RESULTS
o Actual status of the original transponder is reset
NOTE

Resetting and reprogramming another transponder can lead to security issues. It is possible
to create two transponders with the same data. It must be ensured that the original
transponder really is defective. Otherwise a replacement transponder must be created (see
10.1 Deleting an employee when transponder is returned).
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11.5. PROCEDURE TO FOLLOW FOR REPLACING A DEFECTIVE LOCK

EXPLANATION

When you replace a defective lock, before programming a new lock you must tell the LSM
database that the old lock no longer works.

PROCEDURE

¢ Right-click on the door / lock
o 2 Properties

e 2 lock
or

e 2 Edit

e 2 Lock

e Select lock using arrow buttons 1 ¢ *
then

e 2 Configuration / data

o Software reset

e Confirm query with Yes

e You can now start programming the new lock
RESULTS

Actual status of the lock is reset
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11.6. OVERLAY MODE

EXPLANATION

In overlay mode 8 transponder IDs are reserved for a created transponder and programmed
into the authorised locks. If the first transponder is lost, the transponder ID is deactivated in
the software and the new transponder is assigned the next transponder ID from the reserve
TIDs. When the transponder is used to open a lock, the system recognises that this is one of
the 7 reserve TIDs and deactivates the previous transponder ID.

ADVANTAGE

e Lock devices do not need to be programmed immediately when a transponder
is lost. The locking devices concerned must be re-programmed to eliminate the
programming requirement.

DISADVANTAGE

o The old TID is only deactivated on the locks the user has activated with his
new TID, resulting in a security problem

e Large number of used transponder IDs
~(e.g. 1000 transponders > 8000 TIDs)

11.7. OVERALL LOCKING LEVELS

EXPLANATION

In order to create transponders which are to be authorised for more than three locking
systems, you need to use higher-ranking locking levels. The transponders are from different
user group locking systems. The transponder group hierarchy can be used in cases where
there are a number of locking systems in an installation. A typical example of overlapping
locking levels is the fire service level (red) as there are situations in which the transponders
for this level are authorised over several locking systems in different buildings and for
different companies.

When such a level is created, an overlapping level must be set up in each locking system
concerned and the transponders authorised for the individual locking devices.

11.7.1. CREATING A HIGHER-LEVEL LOCKING LEVEL

Overlapping locking levels are created and managed in the same way as a locking system.
When adding new locking devices to a standard level (black), the colour level must also be
added where necessary. If this is not the case, the overlapping transponder is not able to
activate this locking device.

Other levels may now be added (max. three per locking device) using the same

Version: March 2013 v1.6



Page 181

LSM USER MANUAL

procedure. The crosses are colour-coded according to their level: green, blue or

red.

Note

A locking device is not able to differentiate between two levels of the same
colour. You must therefore decide on one.

You can also programme a higher ranking transponder in two other locking
systems as a normal transponder.

As a basic rule, a transponder can only ever contain one higher ranking locking
level.

11.7.2 CREATING A HIGHER RANKING TRANSPONDER

G1 locking systems

A locking device is able to distinguish between up to three higher ranking locking levels
(represented by green, blue and red). Within a higher ranking locking level, all transponders
have equal rights since transponders all receive the same TID.

1. Green TID
2. Blue TID
3. Red TID
4. Black TIDs

from 7593 to 7792
from 7793 to 7992
from 7993 to 8192
from 8 to 7592

G2 locking systems

G2 locking systems distinguish between individual transponders in overlapping levels based
on their TID You must therefore ensure that users in the different systems always receive the
same transponder IDs, so that they may always be authorised correctly.

1. Green TIDs from 128 to 1151
2. Blue TIDs from 1152 to 2175
3. Red TIDs from 2176 to 3199
4. Black TIDs from 3200 to 65407

Version: March 2013 v1.6



LSM USER MANUAL

Page 182

4.0 SERVICE AND SUPPORT

PRODUCT SUPPORT

If customers have any questions relating to products from SimonsVoss Technologies AG, the
general support team will be happy to help:

Telephone  +49 (0) 1805 78 3060
The product hotline does not offer support for the LSM Business and Professional software.

Software support

Support Standard

For customers with a chargeable Support Standard software agreement, the following
support options are also available:

E-MAIL LSM-SUPPORT@SIMONS-VOSS.DE

TELEPHONE +49 (0) 1805 57 3060

Support Premium
For customers with a chargeable Support Premium software agreement, the following
support options are also available:

E-mail Ism-support@simons-voss.de
Telephone  +49 (0) 1805 57 3060

Online support tool
Short call to LSM hotline
Launch LSM

o areas,

< SIMONSVOSS ONLINE SUPPORT
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