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NOTE:

In the explanations of the various functions of the system, the focus is on operating
the software. Please refer to the individual product manuals for descriptions of the
individual product features, fittings and functions.

It is important to comply with the product approvals and system requirements when
installing and operating the products. SimonsVoss accepts no liability and cannot
provide support for installation or operation which deviates from these instructions.

SimonsVoss Technologies AG reserves the right to make modifications to the product
without notice. Consequently, descriptions and representations in this documentation
may vary from the most recent product and software versions. As a general principle,
the original German version shall apply in the event of any doubt. Subject to errors
and misspellings.

These documents are based on the current programme status at the time of printing.
The information and data they contain may be changed without advance notice and
do not represent an obligation on the part of the seller. The software and hardware
designations used in this manual are mainly registered trademarks and as such are
subject to the legal copyright protection law regulations.

Neither the manual nor extracts of it may be reproduced or disseminated by
mechanical or electronic means, photocopying or otherwise without our express
written permission. The companies and other pieces of data used in the examples are
fictitious, any similarities are therefore purely coincidental.

The editors of this LSM manual took great care when compiling this text. However we
cannot guarantee that it is free from errors. The LSM editing team is not liable for
technical or printing errors in this manual. The descriptions provided in this manual
are not of a guaranteed quality in the eyes of the law.

Please send any corrections or suggestions for improvement to Info@simons-
voss.de.

Thank you in advance for your support.

More information about SimonsVoss products can be found online at
WWW.SIMONS-VOSS.DE

This manual applies to software without functional limitations. Functions or
views in a customer’s specific installation may deviate from these due to the
software modules activated.

Version: May 2011 v1.5
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1.0 INTRODUCTION

Locking System Management (LSM) from SimonsVoss is a database-supported
software package that enables you to create, manage and control complex locking
plans efficiently. This documentation serves as a guide to help you structure and
configure your locking plan. It will also assist you later on when it comes to monitoring
and controlling the locking system, making management of the system easier.
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1.1. IMPORTANT NOTE

SimonsVoss Technologies AG shall assume no liability for damage caused by
incorrect assembly or installation.

Access through a door may be denied if components are incorrectly assembled or
programmed. SimonsVoss AG shall assume no liability for the consequences of
incorrect installation, such as denied access to injured persons or persons at risk,
damage to property or any other form of damage.

Version: May 2011 v1.5
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UNDERSTANDING THIS MANUAL

< MENU ITEMS
The LSM menu items are indicated in this manual by the 2 symbol.

EXAMPLES

< Edit

< Area

HEADINGS AND CHECKBOXES

Headings and checkboxes shown in the screenshots are differentiated by the use of
inverted commas.

EXAMPLES

“User Groups”

“Areas’

BUTTONS

Buttons shown in the screenshots are highlighted in grey.

EXAMPLES
OK

Apply

KEY COMBINATIONS
The key combination you can use to start the required functions is shown in bold.

Ctrl+Shift+X

PATH SPECIFICATIONS
If an instruction refers to a directory on a drive, the path is provided in italics.

EXAMPLE
C:\Program files\SimonsVoss\LockSysGui\

NOTE

The specification [CDROM)] is a variable and describes the letter identifying the drive
of the CDROM drive on the computer (e.g. “D”) on which installation is to be carried
out.

Version: May 2011 v1.5
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2.0 ICONS
NOTE
e |cons and entries in the menu only become active once an associated object
is highlighted.
¢ You can use Shift or Ctrl to highlight multiple table entries at the same time.
e By double-clicking in the table you can jump to the object’s properties.
EDIT TOOLBAR
Active  Inactiv  Function Shortcut

icon e icon

Edit locking system Ctrl+Shift+A
Y Area Ctrl+Shift+S
[d] Edit door Ctrl+Shift+D
o Edit lock Ctrl+Shift+C
.'. Edit transponder group Ctrl+Shift+G
© Editing transponders Ctrl+Shift+O
= Edit public holiday list
Edit public holiday

©

Edit time zones

-

Edit person Ctrl+Shift+P

Version: May 2011 v1.5
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1.2. STANDARD TOOLBAR

Active Inactive Function Shortcut
icon icon
5 Log on

Log off

New locking system
New lock

New transponder

Read lock Ctri+Shift+K

Read transponder Ctri+Shift+R
Program

Cut

Copy

Paste

X
B=
D
=)

|4 First data record

4
4
|
PX
2
5
Q,
Ry
E
=

Print matrix

Previous data record
Next data record
Last data record
Remove

Apply

Update

Browse

Filter not active
Filter active

Info

Version: May 2011 v1.5
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MANUAL LSM — ADMINISTRATION

AREAS /| TRANSPONDER GROUP VIEW

:l: A black cross with a circle inside it represents group authorisation.
A grey cross with a circle inside it stands for “inherited authorisation.
DOORS / PERSONS VIEW

X

X

.

Authorisation that has been enabled but not yet programmed into the
lock

Authorisation that has been programmed into the lock

Authorisation that has been removed and not yet transferred to the
lock

Authorisations that have not yet been programmed which comply with
the group structure of the locking system, in other words that originate
from the group view, are indicated by a small black triangle

Programmed authorisations that comply with the group structure of the
locking system, in other words that originate from the group view, are
indicated by a small black triangle

Removed authorisations that comply with the group structure of the
locking system and have not yet been programmed

Authorisations that do not comply with the group structure of the
locking system are indicated simply by a cross, with no black triangle
(individual authorisation).

Authorisations that have been subsequently withdrawn, contrary to the
group structure of the locking system, feature a black triangle but no
cross indicating authorisation.

White (grey) box: authorisation can be enabled here.

Checked (greyed out) box: this field no longer belongs to the locking
system and no authorisations can be enabled. You have no write
permission or the locking plan blocks this box (e.g. when a
transponder is deactivated).

Version: May 2011 v1.5
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1.5.

1.6.
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GROUP AUTHORISATION TREE VIEW

f Manually enabled (black)

Directly inherited (green)

f Indirectly inherited — inherited via subordinate group (blue)

S

Directly and indirectly inherited (blue / green)

PROGRAMMING REQUIREMENT
EXPLANATION

There are various reasons why it may be necessary to program a transponder or lock.
The programming lightning symbol is shown in different colours to indicate the
different reasons why programming is required.

DISPLAY

Simple programming requirement for components

+ Transponder:
o Validity expired
e Deactivated
Lock

Only overall locking level assigned
Not assigned to any door

Not assigned to any locking system
Door without lock

+ Programming requirement on a lock after creating a replacement
transponder in the overlay mode of a G1 system

Version: May 2011 v1.5
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3.0 SETTING UP AND OPENING THE DATABASE

Locking System Management < [LockSy@Ul - Databme connection]
B D Dotsbase Yew Woads [t Reporis Datapeo
X X

Erogramming Metwork Options Window (o

Simons Voss
technologies

e

START SCREED
s

Log on to the database, authentication then takes place
when user data is entered
x Log off the database
X Settings for the database connection

In the Setup dialogue you can set the connection to the database you want.

Your locking system administrator provides you with the necessary information.
LSM Basic

LSM Satiip

LSM Business / LSM Professional
[ |

Ditabasn sehp
s el
Dt stnres [ES v Feposary
e e Dot shar [iimets
Abesrtng Sevess Type
¥ Adbvanced ¥ Advarlage [ alabsse Seovm

Aubeardage Inteered Serers
Abvirtige Locsl Served

ok Dicets Carcel

The software access data should be kept safe according to the valid IT guidelines and
not made accessible to unauthorised persons.

Version: May 2011 v1.5
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4.0 USER MANAGEMENT

1.7.

1.8.

1.9.

GENERAL

User: Login-ID

\
~N ( Login-password )
\_ / = / \ _

roles: admin, locking system manager,
issue transponders, ...

User groups

access rights to
fransponder groups

access rights
to areas

LSM allows you to assign individual rights to each software user (user) in an
extremely flexible manner. After logging in with their user name and password,
created users can only access the database with their individual rights. Pre-defined
rights are issued through user groups, which are indicated by a shared “role” (admin,
locking system manager, issue transponders, etc.) and access rights to certain lock
areas or transponder groups.

INTRODUCTION

All LSM users receive a login and password which they use to log into the locking
plan database. Users can change their password themselves if it has been disclosed
to others, for example. A user's management rights in LSM are controlled by the
group(s) he or she belongs to. There is no restriction to the number of groups that a
user can be in. Together, the management rights a user inherits from various groups
form an effective rights profile. The management rights of each user group have three
features: write access, assignment to transponder groups and areas and, lastly, roles.

LOGGING ON TO THE DATABASE

Standard log-on information

User Admin Admin AL
Password system3060 system3060
Note:

These passwords must be changed immediately in productive systems to prevent
unauthorised access to the locking system data.

Version: May 2011 v1.5
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5.0 USER MANAGEMENT (FROM LSM BUSINESS EDITION)

1.10. READ ACCESS (LZ), WRITE ACCESS (S2)

If the 'write access' option is not selected, users only have read access to the roles
assigned to them. In the locking plan, this means that they can view but not change
the corresponding elements (select/deselect or change object properties). In terms of
communication with the SV devices, this access means that users can only read data
and not program or reset it. But if the 'write access' option is selected, users can
perform read and write activities.

1.11. ASSIGNMENT TO TRANSPONDER GROUPS AND AREAS

Access to transponders, transponder groups, locks, doors, areas, individual
authorisations, group authorisations and locking systems is enabled by assigning a
user group to various transponder groups and areas.

1.12. ROLES

Each user group except the administrator group can have several roles.

1.12.1 LOCKING SYSTEM MANAGEMENT (SV)

This role allows a user to view or change the properties of a locking system. To do
this, the user must at least be assigned to the system group and the system area of
the locking system in question (highest level).

This role is only available in conjunction with four other roles:
1. Program/read transponders
2. Program/read locks
3. Edit transponders and groups
4. Edit locks and areas
1.12.2 EDIT LOCKS AND AREAS (SB)

This role relates to locks, doors, areas and access authorisations.

AREAS

Users can only view or change all of the area properties if they are appropriately
assigned to the area.

CREATING A NEW LOCK/DOOR

All users with the 'Edit locks and areas' role with write access can create a new lock
or door.

EDITING/DELETING A LOCK/DOOR

A user with the 'Edit locks and areas' role can view, edit or delete the properties of a
lock or door as long as one of the following conditions is satisfied.

1. He or she is explicitly assigned to the 'black' area that the door (together with the
lock) is assigned to

Version: May 2011 v1.5
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2. The lock has not yet been added to a door
3. The assigned door has not yet been added to a 'black' area

ACCESS AUTHORISATIONS (MATRIX VIEWS)
Groups or individual authorisations can only be viewed or changed in the matrix view
if

e Both the “Edit locks and areas” and “Edit transponders and groups” roles are
available

e The corresponding group and area are assigned

1.12.3 EDIT TRANSPONDERS AND GROUPS (TP)

This role relates to transponders, transponder groups and access authorisations

TRANSPONDER GROUPS

Users can only view or change all of the transponder group properties if they are
appropriately assigned to the transponder group.

CREATING A NEW TRANSPONDER

All users with the 'Edit transponders and groups' role can create a new transponder

EDITING TRANSPONDERS
A user with the 'Edit transponders and groups' role can view or edit a transponder as
long as one of the following conditions is satisfied

e He or she is explicitly assigned to one of the transponder groups containing
the transponder
e The transponder has a free data record

To assign the transponder to a transponder group (and remove it from the group), this
transponder group must always be explicitly assigned to the user group. Deleting and
deactivating a transponder requires the rights to ALL of the transponder's transponder
groups (data records).

ACCESS AUTHORISATIONS (MATRIX VIEWS)

See above

Program/read transponders

READING TRANSPONDERS

Irrespective of write access, a user with the 'Program/read transponder' role can read
all transponders.

Version: May 2011 v1.5
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RESETTING TRANSPONDERS

A user with the 'Program/read transponders' role with write access to all the data
records available in the transponder can reset the transponder.

PROGRAMMING TRANSPONDERS

A user with the 'Program/read transponders' role with write access to all the data
records available in the target status of the transponder can program the transponder.

1124 PROGRAM/READ LOCKS (SP)

READING A LOCK

Irrespective of write access, a user with the 'Program/read locks' role can read all
locks.

PROGRAMMING / RESETTING A LOCK / READING A TRANSPONDER LIST /
SETTING THE TIME

One of the following conditions must be satisfied

e The user has the 'Program/read locks' role and has write access to the 'black'
area where the lock (or door) is located

e The lock is not assigned to the door or the door is not assigned to a 'black’
area. Irrespective of write access, all users with the 'Program/read locks' role
can reset this kind of lock (but not program it)

1.12.5 CONFIGURE NETWORK (NK)
Irrespective of write access and area affiliation, all users with this role can perform the

following functions:

1. Configure WaveNet: manage network/WaveNet

2. Configure LON: manage network/LON network

3. Manage local connections and communication nodes: network/local connections,
network/communication nodes

1.12.6  MANAGE NETWORK (NV)
Irrespective of write access and area affiliation, all users with this role can perform the

following functions:

1. Manage events and responses: network/event manager

2. Manage network tasks: network/task manager

3. Perform collective tasks: network/collective tasks

4. Perform remote opening: network/activating the lock (provided that the user also
has the 'Emergency opening' role)

1.12.7 ADMINISTRATION OF ACCESS LISTS (ZA)

This role is not linked to areas and transponder groups.

Version: May 2011 v1.5



MANUAL LSM — ADMINISTRATION

Page 17

Only users with this role can control issuing of the 'Manage access lists' and
'Administration of access lists' roles. The administrator group has this role at first. This
role can be taken away from the administrator group at a later date once a special
user group has been created with the 'Administration of access lists' role. From this
point, administrators can no longer issue or revoke the two roles or view, read or
delete the access lists. The option of configuring the access list restrictions
(Options/Access lists) is also linked to the 'Administration of access lists' role.

The 'write access' option is ignored in this role.

1.12.8 MANAGE ACCESS LISTS (ZA)
This role extends to locks as follows (either/or conditions):

1. The user must have a right to the “black” area in which the lock is located
2. The lock doesn't have a “black” area

Users with this role can perform the following functions:

e View the read access lists in the Edit/Lock Properties/Access list view. If users
have write access, they can also delete the list
e The access lists can be read via 'Programming/Read lock/Access list'

ATTENTION!

The access lists can also be read via Network/Collective tasks/Locks/Access lists. All
you need for this is the 'Manage network' role. The access lists themselves are
however not displayed.

1.12.9 STAFF MANAGEMENT (PV)

This role is independent of area or transponder group assignment. It allows a user to
open the Edit/Person view, create new persons and change or delete existing ones.
In this view, users can also change assignment to transponders as long as they have
the additional rights to do so.

1.12.10 USE HANDHELD (HB)

Users with this role can export tasks to the PDA or Palm and read in the results. Only
the 'black’ areas to which the role is assigned are available to users for exporting.
This requires write access.

A user can perform the following tasks on the PDA itself:

1. Program lock (if programming is required)

2. Read transponder list (only the transponders from the assigned transponder
groups are displayed by name)

3. Set time

4. Reset lock

If the user has additional roles, he or she can perform the following tasks:

Version: May 2011 v1.5
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Role Task
'Manage access lists' 'Read access list'
'Emergency opening' 'Open door'
'Edit transponders and groups', | 'Change transponders'
'Edit locks and areas'
'Edit locks and areas' 'Change actual data'

1.12.11 TIME MANAGEMENT (ZW)

Users with this role can manage time zones, time groups, public holidays and public
holiday lists

1.12.12 PRINT REPORTS (BD)

This role allows the user to view and print out reports using the 'Reports' menu item.
The reports, which are available in different views (e.g. Lock
properties/Transponders/Print view) are oriented towards the rights to the
corresponding object (in our example, the lock). Simply put, if the object is displayed
in the view, users can also use the 'Print view'.

1.12.13 READ LOG (PL)
A user with this role can use the 'View/Log' view

1.12.14 EMERGENCY OPENING (NO)

A user with this role can perform an emergency opening (Programming/Emergency
opening) and remote opening (Network/Remote opening). If the user also has the
'Use handheld' role, he or she can specify an emergency opening password for the
PDA and perform the 'Open door' task on the handheld device using this password.
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1.13. USER GROUP
1.13.1 GENERAL INFORMATION ABOUT USER GROUPS

PROCEDURE

e 2 Edit
e 2 Usergroup

Locking System Management. - [C:\SimonsVoss\Repository\lsmdbMsmdb.add - User group]
B File Datobase Yiew Wizards Edt Reports Datarecord Programming Mebwork Options ‘indow Help R

= ﬁ,q‘ & & X B 0| & « 4« »r 9 x M f3 O R ?

@ ¢ o E D M

fay)
&
3 Edit |
Edit Mew Help

idle MIRAGE : COM{™) [TCP port:6000 Adrmir UM
EXPLANATION
“Group name” - Designation of user group
“Description” -  Free field for describing the user group
“Write access” - The roles selected in the right-hand column

have the right to make changes. Write
access is mandatory for some roles.

“‘Role” -  Selects the rights that a user of the group is
assigned

Users — Edit - Manages the users in the user group

Role — Edit - Selects the areas and transponder groups
for access
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1.13.2 USERS - GROUP MEMBERS

EXPLANATION
It is possible to add individual users to certain groups

PROCEDURE

< Edit

> User group
Edit under “User”
Select user

Add or Remove
OK

Apply

Close

User administration

Mame of the user group Adrministrators
Azzigned users Mot assigned
John Gilmore
¢ - Add all
|
[ s |
| iz |
Cancel
EXPLANATION
“Assigned” -  Group members
“Unassigned” - Other users with no group affiliation
Add all - All users that have not yet been assigned
are added to the group
Add - The highlighted user is added to the group
Remove - The highlighted user is removed from the

group
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1.13.3

MANUAL LSM — ADMINISTRATION

Remove all

USERS - ROLES

Read access (LZ)

Write access (SZ)

Locking system management
(SV)

Program/read transponders (TP)
Program/read locks (SP)
Edit transponders and groups

(TB)

Edit locks and areas (SB)

Configure network (NK)
Manage network (NV)

Administration of access lists

(ZA)
Manage access lists (ZV)

Staff management (PV)
Use handheld (HB)

Time management (ZW)

Print reports (BD)

Read log (PL)
Emergency opening (NO)

N2 2 Z

N2 2\ 2 2 2 2 2 2

N2

N2\Z

All of the assigned users are removed from
the group

Read access in LSM

Right to make changes

All the functions of relevance to managing a
locking system using the software can be
performed

Transponders can be read. Programming
and resetting only possible with right (TB,
SZ)

Unknown locks can be read. Resetting
possible. Programming only possible with
right (SB, SZ)

Transponders and transponder groups can
be created and edited. Programming only
possible with right (TP, SZ)

Locks and areas can only be created and
edited. Programming only possible with right
(SP, SZ)

Network settings and local device settings
can be made

Events and tasks can be set up and
managed

Administration of access to the access lists
is permitted

View and edit the contents of the access
lists

Personal details can be changed

Exporting and importing the locking plan on
handheld devices is permitted

The time zone plan, time groups, public
holidays and public holiday lists can be
edited and changed

Reports can be created, printed out and
exported

Log can be viewed

Emergency opening can be performed
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1.13.4 ROLES - RESPONSIBILITY

EXPLANATION

It is possible to restrict the user roles to certain areas and transponder groups,
allowing tasks to be precisely distributed in the locking plan.

PROCEDURE

< Edit

> User group

Edit under “Role”

Select “Areas” and “Transponder groups”
OK

Apply

Close

Assign responsibilities

Uszer group Lackingzystemmanagrment

The role is listed in the checked [black checkmark) areas and transponder groups below,
According to the hierarchical concept, the responsibility also extends to the objects that are lower in the hierarchy
[green checkmark]

Areas Transponder groups
+- [] Sample J5C G1

v Sample J5C G2 - [v] Sample J5C G2

- ] Branch Manchester -1 [v] Managment
w] Development hardware vl Cleaning
v Direction software —I- [v] Direction development
[v] Finance [v] Development hardware
w] Managment [v] Development software
v Marketing = [w| Direction distributiion
v Media [w] Field staff
[v] Sanitary —| | Direction finance
v Technician [v] Bookkeeping

= ] Head office London [v] Controlling
[w] 1zt floor —|- [v] Direction marketing
vl 2nd floor +- [v] Marketing
| 3rd Hoor —|- | Direction staff
[v| Basement [w] Staff
[v] Ground floor [v] Technician

Bequeath role | Cancel bequeathal Cancel

EXPLANATION

“Areas” - All of the highlighted areas can be managed
by the user group

“Transponder groups” -  All of the highlighted transponder groups
can be managed by the user group

Inherit role -  Subordinate areas and transponder groups

are also highlighted and can therefore be
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managed
Remove inheritance -  Subordinate areas and transponder groups
can no longer be managed

1.13.5 CREATING A USER GROUP

PROCEDURE

e 2 Edit
e 2 User group
e New

1.13.6 EDITING A USER GROUP

PROCEDURE
< Edit
< User group

Select user group using arrow buttons 1 ¢
Change user group

Apply

>

1.13.7 DELETING A USER GROUP

PROCEDURE

< Edit

2 User group

Select user group using arrow buttons
Data record © Remove or "™

[« €« » »

Version: May 2011 v1.5



MANUAL LSM — ADMINISTRATION

Page 24

1.14. USER
EXPLANATION

Users authenticate themselves on the LSM by entering their user name and
password. Users are specified in the log, making it possible to trace which user
performed a certain procedure. Users receive their rights in the locking plan through
the user group.

o 2 Edit
o 2 User
Locking System Management. - [C:\Simpns¥oss\Repository\lsmdbMsmdb.add - User]
B Flle Database View ‘Wizards Edt Reports Datapecord Programming Network Options window  Help - 8 X
n = - = 3
x oh @ 3 B8 D 2 ¢« 4« » M X M £ O | R ?
User name: User groups
New password:
Confirm Password:
Guality 0 bits:
Group rights
Administrators - 52, &, &Y, TP, 5P, TB, 5B, NK, NV, 28, 2V, PY, HE, 2w/, BD, PLNO LZ - read access
@ 5Z - wiite access
ee A - hdministrator

&4 - Locking system maragement
o TP - Program/read transponders
SP - Program/read locks
TE - Edit transponders and groups
5B - Edit locks and areas
= HE - Configuie network
MY - Manage netwark
Z&, - Adrinistration of audit trails
2 - Manage audit trails
P4 - Personnel administration

HE - Use Palm
éD 24 - Time management
BD - Print reports
PL - Read Ing
:. MO - Emergency Unlack
R Hew | | Evit g
idle MIRAGE : COM{*) [TCP port:6000 Admin MM

Displays the assigned groups and their
rights

Calls up the user group management
Creates a new user

“Group rights”

User groups
New

EXPLANATION
“User name” - Name with which the user logs into the LSM
“New password” -  Password with which the user authenticates
himself or herself on the LSM
“Confirmation” -  Confirmation of the above password when
creating or changing the password
“Quality” - Quality index of the entered password
9
9
9
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1.14.1
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CREATING USERS

PROCEDURE

1.14.2

< Edit
< User
New

CHANGE USER

PROCEDURE

1.14.3

> Edit

< User

Select user using arrow buttons 4 ¢
Change user

Apply

>

DELETING USERS

PROCEDURE

1.14.4

> Edit
< User

Select user using arrow buttons ¢ ¢
Data record © Remove or "™

»

ASSIGNING A USER GROUP

EXPLANATION

To issue a user with rights in a locking plan, the user must be assigned to a
user group. A user can be a member of more than one group.

PROCEDURE

> Edit

> User group

Select user group using arrow buttons 1 ¢
Click on Edit under “User”

Select user

Add

OK

Apply

>
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6.0

1.15.

MANUAL LSM — ADMINISTRATION

USER MANAGEMENT (LSM BASIC EDITION)

With components from SimonsVoss it is possible to log instances of access or
attempted access by transponders at locks (cylinders, SmartRelais) when
corresponding fittings are installed.

Even the system administrator should not have access to this data for data protection
and internal company reasons. Where necessary, this data may be accessed by the
company’s data protection officer or works council observing legal and company
regulations.

The user concept described in chapter 2.3 is therefore also used in the LSM Basic
Edition. User data and the associated roles (user groups) are predefined and cannot
be modified by the user.

Any customisation or extension required can be made using the LSM Business
Edition or higher.

DEFAULT SETTINGS

User groups:
1. Administrators with all roles,
however the “Administration of access lists” and “Manage access lists” roles
can be removed from this group.

2. Access list administrators

with the following roles (read access only):
Manage access list

Administration of access lists

Program transponders

Program locks

Edit transponders and groups

Edit locks and areas

Use handheld

Users:
3. Admin
Member of “Administrators” user group
4. Admin AL (Administrator Access List)
Member of “Administration of access lists” user group

Authorisations
5. The “Administration of access lists” group has access to system groups and
system areas
6. Admin is allowed to select areas and transponder groups in the
“Administration of access lists” group
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7.0

1.16.

1.17.

MANUAL LSM - ADMINISTRATION

INHERITANCE PRINCIPLE

GENERAL

Inheritance is a way of representing a company's hierarchy in the locking system.
When inheritance is implemented correctly, it greatly reduces the user's workload. It
allows you to automate certain processes by assigning a transponder to a particular
transponder group. Transponders can therefore be automatically authorised and
activated in locks without the user having to perform any additional steps such as
authorising in the individual locks.

TRANSPONDER GROUP HIERARCHY

EXPLANATION

In LSM, the staff structures are mapped on transponder groups. A company's staff
structure can be represented by a hierarchy in the transponder groups. The more
structured a company is, the easier it is to display it in the hierarchy of transponder
groups.

/s Manager Deputy manager Manager Deputy manager \
/ software software hardware hardware b
/ \
/ p Y
/ Transponder group department management \
4 \

V4 “
y; t t t \
Development Development Development Development Development Development
software software software hardware hardware hardware

Transponder group development
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EXAMPLE
[ | [ |
Dir. Dir. Dir. Dir.
Administration Production Development Marketing

|
[ [ |
intake sub- final
control assembly assembly

HA1
Team Team
H2 S2

In the example above, the “S2 team” forms one transponder group. The same applies
for the “Software Development” team leader, the head of the “Development’
department and the management team. If a person is being added to the “S1 team”
transponder group, the superordinate transponder groups are also automatically
authorised if inheritance is activated. Because the transponder group for the
management team is located right at the top of the hierarchy and therefore receives a
multitude of locking authorisations in the locking system, it normally has very few
transponders.
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1.18. AREA HIERARCHY

EXPLANATION

In LSM, the authorisation structure is represented by areas. A buildings's usage
structure can be represented by a hierarchy in the areas. A superordinate area can
basically have any number of subordinate areas, while a subordinate area can only
have one superordinate area.

Doors that are accessed very often and by many different people should be located at
the top of the structure. All of the transponders with authorisations in a specific area
are automatically authorised in the areas above it.

Barrier Turnstile Barrier Turnstile Barrier Turnstile
main entrance main entrance gate | gate | gate || gate Il

. Lift 1 Lift 2
\ building | building |
Area lift
\ Office v 4
X building |

F 4

\ Area office
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EXAMPLE
:—\:x:/‘l
Turnstile, : ;
Build. door Buiild. deor shall Bmlcli: c!oor BU|Iq. d‘oor‘
=< =< | > |
|
Building 1 |
(management, |
2 floors)
Building 2
(production,
5 floors)

Build. door Build. door

. l \:_\_]
| I
|
Building 3

(development, Building 4

3 floors) (marketing,
Barrier, 4 floors)

shell
m—

The diagram above shows a typical industrial location with 4 buildings for
management, development, marketing and production.

e The external perimeter of the grounds is protected by a fence, gate, and
turnstile.

e The buildings have one or two entrance doors

e The buildings also have a different number of floors, which are protected by 2
doors on each floor to the stairwell or lifts, for example.

¢ On the individual floors, offices and production rooms are protected by office
doors and fire-retardant doors.

These basic conditions result in a simple 4-level hierarchical room structure:

External perimeter protection area with the gate and turnstile “doors”

.

The four building protection areas with one or two entrances to each building

The 14 floor protection areas with two access doors to each floor

'

The areas with room doors on the floors (there can be different areas on each
floor for different work teams, for example; also, all the doors in an area don't
have to be on the same floor).
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| Shell | The dependencies of the individual areas can be
clearly represented in an organisational chart using a

B1management tree structure.

1st floor

Office 1
Office 2

Office 3

EXAMPLE:
The superordinate “external perimeter” area is made
2nd floor up of the 2 gate and turnstile “doors”.

Cafeteria

g

open-plan

office This area has 4 subordinate areas:

Management] | Building 1 area: the 2 entrance doors to the

B.2 production management building (building 1)

Building 2 area: the 2 entrance doors to the production
2nd floor building (building 2)
3rd floor Building 3 area: the entrance door to the development
building (building 3)

wh iy
F||F
— 3

2| g
S||8

Building 4 area: the entrance door to the marketing

«iB_B development building (building 4)

1st floor The building 1 area itself has a superordinate external
perimeter area and 2 subordinate areas, each
H1 lab consisting of 2 floor protection doors on both floors of

the building, etc.
2nd floor

H2 lab

3rd floor

SWiab

[
@
.
s}
s
o
@
3
=
@©

B 4 marketing
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1.18.1  ISSUING AUTHORISATIONS AND INHERITANCE CONCEPT

If a transponder group is authorised to an area, the reserve for the transponder group
is programmed into the lock when the locks are programmed. Normally, this means
that these locks don't need to be programmed again if a new employee is added to
this transponder group, because this transponder has a transponder ID from the
reserve that is already authorised in the locks for the area.

If a transponder group is authorised in a certain area, this authorisation is inherited in
a directly ascending line by the area one level higher, where it then continues to be
inherited until it reaches the highest area, which is the external perimeter in our
example.

A similar inheritance takes place in the transponder group hierarchy. If a transponder
group receives an authorisation for a certain area, this authorisation is automatically
inherited by the transponder group one level higher. In our example, the department
managers' transponder group passes on its authorisation to the management's
transponder group.
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8.0 LOGGING
EXPLANATION

All of the user actions that change the status of the system are written in the log file.
These records show the actions performed, who initiated them and when (thanks to
date stamping and continuous numbering). The data in this file cannot be deleted
individually and is stored for around half a year as standard. Complete traceability can
therefore be guaranteed through the use of appropriate backup strategies. Logging in
LSM is audit-compliant, in other words, individual entries cannot be changed.

o 2 View
o 2 Log
Locking System Management. - [C:\SimonsVoss\Repository\lsmdb\Msmdb.add - Protocol]
B8 Fle Databsse Yiew Wizards Edit Reports Datarecord Programming Metwork Options Window Help BEE
g fa o - 2 "
s 2 H o @ o ® X BB B K « » o x » Q0 R ?
= W From |0r0s2010 = User al < Obiectype 4 - Refiesh | Pirtvien |
O r Unil Aetion—[a) <] Obiectname [a ~ i | Displaybaskun |
Mo, | Date | Time|  User| Type [ Hame [ 4ction [ Type [ Mame | Description |
@ 20100414 234344 admin Log on Users "admin".
.oo2010:0412 001323 admin Log off Users "admin'...
o~ .o 2010:0410 0 171311 admin  User group Lackingspstemm...  Setup Users "admin"..
[+ ] 2010:04:10 165806 admin Lag on Users "adrmin'
]
-1 ]
&
@

idle MIRAGE : COM{*) |TCP port:6000 Adrnin UM

The volume of data displayed can be filtered by various criteria using the selection
boxes, which increases clarity. For example, information can be accurately filtered for
certain time periods, such as actions for certain locking system objects (doors, locks,
transponders, persons, etc.).

NOTE

You will find checkboxes for the objects and actions to be logged under 2 Options 2
Logging.
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The following objects and actions are logged g]

The following objects and actions are logsed @

Locking spshemn
Person
Transpatder
Transponder group
Area

Doar

Lack

Users

Iser group
Holiday
Haoliday list
Time zone plan

-

R . = < e M B 3 S e <

* Logged objects

" Logged actions

Logaging period [davs):

180  Days

Cancel |

+ Set up/Change/Delste
+ Pragramming

+- [#] Authoriz ations

+- [¥] Group administration

" Logged objects

s

Logging period [days):

o]

180 Daps
Cancel

The logging options can either be viewed by the individual objects in the locking plan
or by the activities in the locking plan management and can be set according to
requirements. You can also set logging periods here. Older entries are deleted

accordingly.
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9.0 PROGRAMMING DEVICE
All of the settings for an attached programming device, (ConfigDevice), the
configuration of the network and for tasks are made under the 2 Network menu item.
1.19. LOCAL CONNECTIONS
1.19.1  GENERAL

EXPLANATION

The programming devices that are connected to the computer, for example, the
SmartCD , are configured using the item 2 Network 2 Local connections. Please
refer to the device descriptions for the interface required for connection.

1.19.2 SETTING UP SMARTCD

PROCEDURE

e 2 Network
e 2 Local connections
Check computer name

Select computer using arrow buttons 1 ¢ * ¥

Add
Search for SmartCD
OK

Apply

1.19.3 TESTING SMARTCD

PROCEDURE

e 2 Network
< Local connections
o Check computer name

e Select computer using arrow buttons ¢ ¢

Highlight device in list
o Test

> M
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10.0 TIME CONTROL

1.20.

GENERAL

The time zone control for the system 3060 enables transponders to be authorised for
certain locks in a time-dependent manner. So-called time zone plans, which can save
different authorisation times for various groups with access authorisation (the time
groups), are the key element for this. It isn't just different weekdays that are taken into
account for this process, the program also recognises Sundays and public holidays,
individual public holidays and holiday periods. Each time zone plan can manage
several time groups with different authorisation times and is assigned one or more
areas. Transponder groups are assigned one of the possible time groups, so that an
area can accept different, time-dependent authorisation groups with its time zone
plan. Internally, each lock manages an additional time group (group 0), which
contains all of the transponders that were not assigned to a time group and therefore
have access authorisation at all times.

NOTE

Please take care when using time zone control. You should incorporate tolerance
times and take into account possible exceptional situations in which access may be
necessary outwith plan times.

PROCEDURE

Select / create public holiday list

Create time zone plans

Assign a time zone plan to areas

Assign a time zone group to transponder groups
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PUBLIC HOLIDAYS

1.21.1  GENERAL

In LSM, you can create your own public holidays or holiday periods regardless of the
public holiday lists that already exist. You can also edit existing public holidays, add
new ones and delete them. These public holiday lists and the associated public
holidays are used in conjunction with the time zone plans to control access of person
groups to areas.

Locking System Management - [C:\SimonsVoss\Repository\lsmdblismdb.add - New holiday]

B Fle Databsse Wiew ‘Wizards Edt Reports Datapecord Brogramming Metwork Options Window  Help -8 x
s X o G [ Moo Ry ?
O Nams [company holidays
W Wacation
o Von 31.07.10 Z
a
To 21.0810 =
(-]
(-] ]
Tieatas .. Sunday -
o Bitte beachten, daf G1 SchiisBungen alle Feiertage immer als Sonntag
behandeln!
=
Edi Hew Foah Exit Help e |iestive day company foundation
Q pewm [0 W Every year Lo
&
Treat as ... Special day -
Bitte beachten, dal G1 Schliefungen alle Feietage immer als Sonntag
behandsln!
Edit New P Appl Esit Help
idle MIRAGE : COMI*) [TCP port:6000 Admin HUM
EXPLANATION
“‘Name” - Designation of public holiday
“Holiday” - A time period may only be entered if this
option is selected

“From” -  Start of time period

“Until” - End of time period

“‘Date” - Calendar day entry

“Every year” - Determines whether entry should be
repeated every year

“Treatas ...” - Used daily profile (only possible with G2)

Version: May 2011 v1.5



MANUAL LSM — ADMINISTRATION

Page 39

1.21.2 CREATING A PUBLIC HOLIDAY

PROCEDURE

< Edit

< Public holiday
New

Enter data

Apply
1.21.3 EDITING A PUBLIC HOLIDAY

PROCEDURE
e 2 Edit
e 2 Public holiday

e Select public holiday using arrow buttons ¢ ¢
e Change settings

e Apply

> M
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1.22. PUBLIC HOLIDAY LIST

1.221 GENERAL

A public holiday list manages all of the days which should be treated as deviating
from normal days. It makes a distinction between weekdays and weekends, public
holidays and holiday periods. These days apply to all users assigned to a time group.

Locking System Management - [C:\SimonsVoss\Re pository\lsmdb\lsmdb.add - Holiday list]

EH Ele Database Wiew ‘Wizards Edt Reports Datarecord Programming Metwork Options Window Help -8 x
: : 0 @ o O B P M X b 3| Q R ?
Hame |AII public halidays
Last modified: 29.12.09 13:54:03 Mew holiday
Ifl | fiom [ta | Evempear |
- 100102 o
s 004 =

- 0127 -

| s E

<=

=

&

‘. Total: &
Edit New Exit Help

idle MIRAGE : COM{*) TCP port:6000 Admin MLM

“‘Name” - Name of public holiday list (e.g. Region)
The key public holiday lists are already
saved here, you can add your own at any
time.

Last change - Date of last revision
If you change public holiday lists, editing of
the public holidays means that programming
is required in all areas with time zone plans
in which this public holiday list is used.

Public holiday management - Add a public holiday or remove one from the
list displayed

New public holiday -  Creates your own public holiday

Table - List of public holidays

Version: May 2011 v1.5



MANUAL LSM — ADMINISTRATION

Page 41

1.22.2 PUBLIC HOLIDAY MANAGEMENT

Depending on your region, you can assign various public holidays from prepared lists
to your own public holiday list. You can also set your own public holidays, such as
bridging days and holiday periods and assign them to the public holiday list. If you
want to set time plans at a later date, the public holidays from the public holiday lists
are given time authorisations that are set for the individual days.

Administration of holidays

Huoliday list: All public holidays
Assigned W Al From the list
T m— | o TR
Good Friday 10.04.02 Epiphany 10.01.08
Eovor o 100408 S et 100454
1. Christmas 1012.25 Easter Maonday 10.04.05
2, Chriztmas 1012.26 Labowr Dap 10.08.01
Battle of the Boyne Day 10.07.12 Azcension Day 10.08.13
St Patrick's Day 10.03.17 ‘wihitsunday 10.08.23
“wihitmonday 10.05.24
Feast of Corpus Christi 10.06.03
Gemnan Unity Day 10.10.03
s oo
e | |Prmeeo uny
2nd Advent 101205
Srd Advent 101212
4th Advent 10.12.19
1. Christmas 10.12.25
2 Christmas 10.12.26
Camival Monday 10.02.15
Ash wednesday 10.02.17
Immaculate Conception 10.12.08
carival 10.02.16
Chnistrnas Eve 101224
Mew Year's eve 101231
Harvest Festival Day 10.10.04
Rieformation Day 101031
Festa Maziohale 10.04.25 £
Rattle of the Rrine Nan 1nn7 17
£ bl 4 2
Total: 8 Selected: 0 Totak 35 Selected: 0
EXPLANATION
“Public holiday list xyz” - Name of public holiday list (e.g. region)
Table “Assigned* - List of public holidays already used
“All” > All of the entered public holidays are
displayed
“From the list” =  Only public holidays from the list selected
(e.g. Bavaria) are displayed
Add all -  All of the public holidays on the right are
added.
Add - All of the public holidays highlighted on the
right are added.
Remove - All of the public holidays highlighted on the
left are removed.
Remove all -  All of the public holidays on the left are

removed.
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1.22.3 CREATING A PUBLIC HOLIDAY LIST

PROCEDURE

2 Edit

< Public holiday list
New

Make entries

Apply

1.23. TIME GROUPS

1.23.1 GENERAL

To simplify the process of assigning groups to the areas in question when creating
time zone plans, you can assign the time zone groups names that are easy to
understand instead of numbers. These designations apply to the entire locking
system. But you must remember that these named time groups may have different
authorisation times in the individual time zone plans. They are always oriented
towards the settings in the corresponding time zone plan for the area in which they
were set up. You can therefore create your own time zone plan with up to five
different time zone groups for each area in your locking system. Each transponder
group can be assigned one of these groups. This makes time zone control very

complex.
The names created here are used to assign time groups to transponder groups later
on.
Locking System Management - [C:\SimonsVoss\Repository\lsmdbMsmdb.add - Time group] Ead)
BE Fle Database View ‘Wigards Edt Reports Datarecord Frogramming Metwork Options Window Help - & x
[a} n B = =
: o @ & & % B8 B | B K « » M X » 3 Q B ?
Select time group -
0 ; Transponder group Locking system
Locking system [sample JSC G 1 | Development hardware SampleJSCG1
@ Time group number 1 -
Edittime group
o
o Name: of the fime group [0 Enpoyee
) Description
ee
k)
Tiansponder Person
Assigned transponders e by, 5ol
(9 : T-00027 Brown, Charles
a 700028 Dianes, Sienna
T-00015 Gilvore, John
&
Help
idle MIRAGE : COM{*) TCP port:6000 Admin UM
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EXPLANATION

“Locking system” -  Locking system for which the settings are to
be used

“Time group number” - Number of time group (G1 1-5, G2 1-100)

“Name of time group” -  Name that can be freely issued

“Description” -  Free field for describing the time group

List, top -  Overview of the transponder groups
assigned to the time group

List, bottom - If a transponder group is highlighted at the

top, the associated transponders are
displayed at the bottom

Assigned transponders - A report is created with an overview of the
transponders for the time group selected

1.23.2 ASSIGNING A TIME GROUP NAME

PROCEDURE
e 2 Edit
e 2 Time group
o Select “Locking system”
e Select “Time group number”
¢ Change “Name of time group”
* Apply
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1.24. TIME ZONE PLAN

1.241  GENERAL

Once you have created your own public holidays and public holiday lists, you can now
create so-called time zone plans, which record different authorisation times for each
day of the week and later assign them to one or more areas. Each plan can manage
different time groups, which are then assigned to transponder groups.

Locking System Management - [C:\SimonsVoss\Re pository\lsmdbMsmdb.add - Time zone plan]

Ef Fle Datsbase View ‘Wizards Edit Reports Datarecord Programming Hetwork Options Window Help e :":
o & = =) » oM | X ola |l ?
Marme Main entrance Print view ‘ Area Lacking system
Fisesinin Marketing Sample JSCG1
Holiday fist [ pubic holidaps =l
.o' ;:;; : [ r?l ‘Mnl:day‘ Tuafday Weljr\ Thur:day [ Fniay |Satu+rday| Sunrday Spec\rald ~
Group 2 - 2 3 2 = = o ° : oor ocl
@ E[EE'; : = . . - : : : : N?am entrance 01 G tnngm
Group 5[Se.. - z E = ] i = 5 y ML1.Conference 220 L-00002
Group B E T E = z = 5 = y ML1.Conference 320 L-00004
Group 7 ¥ = E N = = = = . ML1.Conference 321 L-00005
" Group 8
Group 9
Group 10 z E - < i z g :
éD Gioup 11 : : : z - . . 2 : & | ¥
Last modified: 15.04.1000:11:04 Time zones for group 1
é 000 100 200 300 400 500 600 700 &00 900 10:00 11:00 1200 13:00 1400 1500 16:00 17:00 18:00 15:00 20:00 21:00 2200 2300 24:00
Tovsia
Wednesday
Thursday
Fricay
Saturday
Sunday
Special day
Edit New B | £ ‘ Help ‘ = | e
idle MIRAGE : COM{*) TCP port:6000 Admin UM
EXPLANATION
“‘Name” - Name of time zone plan
“Description” -  Free field for describing the time zone plan
“Public holiday list” - Public holiday list which is saved in the time
zone plan
-  Jumps to properties for the public holiday
list
Table -  Overview of assignment of the individual
days for the individual time groups
Last change - Date of last revision

If you change the time windows, you need
to program all of the areas in which this time
zone plan is used.

Time window -  Time window to highlight the time period in
which the time groups can open the
assigned locks. Each block is 15 minutes
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long.

List, top -  Overview of the areas assigned to the time
zone plan

List, bottom - If an area is highlighted at the top, the
associated doors are displayed at the
bottom

Set - The highlighted time period is entered

Reset - The highlighted time period is removed

1.24.2 CREATING A TIME ZONE PLAN

PROCEDURE
e 2 Edit
e 2 Time zone
o New
e Issue “Name” and brief “Description”
e Select “Public holiday list”
e Highlight the desired group
e Highlight the desired time window

Assign the permitted access times (e.g. 5.30 am to 4.45 pm); each box stands
for a quarter of an hour. Individual blocks can be highlighted, associated time
periods can be set or reset by right-clicking and then dragging

Apply
e Close

NOTE

Proceed as outlined above to create more time zone plans or edit other time groups
in a time zone plan.
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1.25. USING TIME MANAGEMENT

1.25.1  TIME ZONE PLANS

If time zone plans were created before the rest of the database objects, you can
immediately assign the valid time zone plan when you create a new area, for
example. But it is of course possible to assign it later on. But you should remember
that you will then have to program the locks in the area.

1.25.2 TIME ZONE PLANS ON AREAS

Locking System Management - [C:\SimonsVoss\Repositorylsmdbllsmdb.add - Area]

B File Datsbase View Wizards Edit Reports Datarecord Programming Metwork Options ‘Window Help i
8 & X BB 8 K 4« » o | W | Q0 R ?
Lacking system |Sample.J5C G1 - Doors
Dot | Location | Building [Floor |

Marne of the ares | Marketing Mainentrance 01 G LON Main building 15t

Superandiate iea [Head sl Landn S [N e gz0 LoN M b ond

Time zone ML1.Conference 321 LOM Main building  2nd

Description
@
ee
° Authorizations
B
&
&

Tatal 10 _Dnm administration
Edi Hew Apply g | Heb |
idle MIRAGE : COM{*) | TCP port:6000 Adrmin HUM
EXPLANATION
“Locking system” -  Area’s locking system
“‘Name of area” -  Designation of area
“Superordinate area” -  Details of the area one level higher in the
hierarchy
“Time zone” -  Details about the time zone of the area
-  Displays properties for the selected time
zone

“Description” -  Free field for describing the area
Door management -  Displays and adds doors
Authorisations - Authorised transponder groups can be set
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PROCEDURE

e 2 Edit
o 2 Area
or
e Right-click on Area
e Left-click on Properties

e Select “time zone”

e Apply
e Close
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1.25.3 TIME GROUPS ON TRANSPONDER GROUPS

Please remember that if you assign a time group to a transponder group later on, you
will have to program all of the transponders in the transponder group!

Locking System Management - [Ismdb - Transponder group]

E Elle Database Wew ‘Wizards Edit Reports Datarecord Programming [Metwork Options indow  Help e X
E f} ] B = =
b | o G. [ ] @ do B2 b B e 4 P o (X M £ Q| Ry ?
Locking system ‘Samp\aJSE G1 j Transponder
0 Owner | Serial number \ Type )
Trarsponder group \Develonment software Gilmore, John 0000KS Transponder G1
— Kirg, Wollgang 0aooka Transponder G1
Superordinate group ‘Duectlon development j Lz, Richard 1-00002 Transponder G1
) Titas e g B Sheffield, Kim T-00009 Transponder G1
o LAk Yark. Kelly T-00013 Transponder G1
G2 time 2one group ‘ J
(-]
ee Description
Stack G1 &
&
&
Totak B
Management Transponder allocation
Authaorizations | Stock G1 Automatic Manual [G1] |
Edit o J Erit B | e |
idle: WIRTUALXP-72076 ¢ COM(*) TCP port:6000 Adrin MUM

“Locking system”
“Transponder group”
“Superordinate group”
“Time zone group”
“G2 time zone group”
“Description”

“Reserve G1”

Authorisations
Reserve (G1)

Automatic

N2 2N A N 2 2N 2N 27

Manual

Select the created locking system

Name of transponder group

Transponder groupassigned to a higher
position in the hierarchy

Specifies the time group for the transponder
group

Specifies the time group for G2 components
in the transponder group

Free field for describing the transponder
group

Total number of transponder
available in the transponder group
Option of issuing group authorisations
Option of managing the transponder IDs
(G1 only)

Option of automatically assigning a free
transponder to the transponder group
Option of manually assigning a particular
transponder to a particular transponder ID

IDs (G1)
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PROCEDURE
e 2 Edit
e 2 Transponder group
or
Right-click on a transponder group
o Left-click on “Properties”
or
e Double-click on the transponder group designation in the matrix
then
o Select “Time zone group”
e Apply
e Close
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11.0 OPTIONS

1.26.

You can call up settings and functions that support working with the locking system
under the Options menu item.

SETTING UP MATRIX VIEW

EXPLANATION

Each user can configure their preferred view as the standard view. This view is
displayed once the user logs on. Various basic settings can also be activated here.

PROCEDURE

e 2 Options
e 2 Matrix view

Matrix view properties

Font il Select
Field height o2 =

I Adapt height to test Allocation of rights
¥ Tiansponders in the harizontal bar % Single mouse-click
" Double-click

I Display crosshair
" Chl + single mouse-click

iomm esdiaitm s
7 Mone
width |H5 jl " AreasMtianspondsr groups
Height 50 = " Doors/people

‘5|] b aximum number of groups/areas

™ Set standard values to be opened when starting/updating

Progranming demand
| Hide non-critical programming requirements

Thig relates to:

1. Programming requirement far locks due to autharisations on deleted transponders which have nat been
deactivated

2. Programming requirement for locks due to deactivated transponders without authonisations

3. Programming requirement for transponders due to authorizations on deleted locks
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EXPLANATION

“Font”
“Field height”
“Adapt height to font”

“Transponders to
horizontal bar”

“Show crosshair”

“Logoll

“Issue authorisations”

“Load matrix view on
start-up”

Hide non-critical
requirements

programming

v

Standard font and font size
Adjust the height of rows and columns

When this option is selected, the font size
and row height are automatically optimised.

When this option is selected, transponders /
persons are positioned (horizontally) as
column headings. Horizontal is standard.

The crosshair, which aids orientation in large
matrices, is displayed.

This enables you to change the size of the
logo in the top left-hand corner of the matrix.
This can also be done in the matrix itself by
dragging the mouse. By changing the size of
the logo you define the height or width of the
column and row names.

To avoid issuing an  authorisation
accidentally you can choose from 3 options
as to when an authorisation cross should be
set

Select your preferred start view and the
number of groups / areas which are
automatically opened. The more groups and
areas displayed in the matrix, the longer it
takes to structure them. You can limit the
number of groups / areas to be opened to
enable quicker matrix updating and starting.

So-called non-critical programming
requirements (i.e. no direct need for action
on behalf of the administrator) can be hidden
in order to improve clarity in large locking
systems. The effects are described
immediately.
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ADDITIONAL COLUMNS IN LABEL BARS

EXPLANATION

Extra columns can be added to both the horizontal and vertical bars to provide the
user with useful additional information. The settings made only apply to the particular
view where they are made. So different information will be available depending on the
view being used.

The order of the data shown can also be set individually.

PROCEDURE

o 2 Options
< Extra columns
¢ Make selection, e.g. transponders / persons

POSSIBLE EXTENSIONS FOR TRANSPONDERS / PERSONS

o Name NAME
o Department AB

e Number of data records ND

e E-mail EM

e Period of validity EXPIRY
e Location ORT

o Employee number PN

e Programming requirement PB

e Serial number SN

e Phone number TN

o Title TITEL
o Type TP

e Time group (image) ZB

e Time group name ZN

e (2 time group name ZN G2
e Time group number G

POSSIBLE EXTENSIONS FOR LOCKS / DOORS

e Name NAME
e Quter dimensions AM

e OQuter dimensions of door AT

¢ Inner dimensions M

e Inner dimensions of door IT

e Expanded data ED

e Floor E

¢ Building G

e Configure N

e Network address ADDRESS
e PinCode Terminal PIN
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e Programming requirement PB
e Room number RN
e Serial number SN
e SmartReader SR
o Type TP
e Time zone (image) ZB
e Time zone names ZN

POSSIBLE EXTENSIONS FOR TRANSPONDER GROUPS

o Name NAME
e Time group (image) ZB
e Time group name ZN
e Time group name ZN G2
e Time group number ZG

POSSIBLE EXTENSIONS FOR AREAS

¢ Name NAME
e Time zone (image) ZB
¢ Time zone names ZN

1.28. AUTOMATIC NUMBERING

EXPLANATION

This option allows you to specify the default used by the system to name new
components when they are created.

PROCEDURE

e 2 Options
e 2 Automatic numbering

Automatic numbering gj
Personnel A number
Template P-00001
Serial number for ranspander
Template T-00001
Serial number for lock
Template |L-_uuum
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1.29. LOGGING

EXPLANATION

All of the user actions that change the status of the system are written in the log file.
These records show the actions performed, who initiated them and when (thanks to
date stamping and continuous numbering). The data in this file cannot be deleted
individually and is stored for around half a year as standard. Complete traceability can
therefore be guaranteed through the use of appropriate backup strategies. Logging in
LSM is audit-compliant, in other words, individual entries cannot be changed.

PROCEDURE
o 2 Options
e 2 Logging

The following objects and actions are lopsed

The following objects and actions are lopped

¥ Locking spshemn
+ Perzan

+- [ Transponder

¥ Trangponder group
+- ] Area

+ Door

¥ Lack

+ Uzers

¥ st group

+ Holiday

¥ Haliday list

+- [ Time zane plan
i — L Hie

* Logged objects

" Logged actiohs

Logging period [dayz]:

180 Daps

Caticel |

+ Set up/Change/Delete
+ Fragramming

+- [¥f] Authorisations

+- [¥] Group administration

Logging period [daysz]:

]

180 D

aps

Catcel

The logging options can either be viewed by the individual objects in the locking plan
or by the activities in the locking plan management and can be set according to
requirements. You can also set logging periods here. Older entries are deleted
accordingly.
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PROCEDURE

o 2 View
o 2 lLog

Locking System Management - [C:\SimonsVoss\Re pository\lsmdb\Msmdb.add - Protocol]

idle

Eile Database Wiew ‘Mizards Edit Reports Datarecord Programming [etwork Options Window Help -8 x
o) fa] 3" -
= o @ o & X BB 2| M o« &l a R 2
¥ Fom  |onod2on =] Use fa <] Obkctume  [a ~ Refiesh | Pirtven |
O I~ Uni Action  [ag 5] Ooisctname [ay - | Displaybackun |
Mo. ‘ Date | T|me| User‘ Type ‘ MName ‘ Action ‘ Type | Mame ‘ Description |
@ 2000414 234344 adwin Log on Users "adrir”.
.o 20000412 001923 admin Lag off Users "admin”..
~ 0100410 171311 admin User group Lockingsystemm. . Setup Users "admin'"
o 2010:04:10  1E6306  admin Log on Users "adrmin'
]
oe

MIRAGE ; COM(*) |TCP port:6000

Admin UM

The filter options allow the contents of the view to be filtered:

“From”, “To” - Restriction on the period displayed

“‘User” - Displays the activities of the selected user

“Action” - Displays

selected activities such as
“Programming” or “Log on”

"Object type" - Displays only certain objects such as “Locks”
or “Transponders”

“Object name” - Selection depends on the selected object
type and restricts the display further.

Note:

The log can only be displayed if the Monitor module is available.
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1.30. ADVANCED

Additional functions that are especially helpful when initially setting up and extending
locking systems are summarised in the & Advanced menu.

Advanced options g]

Optimigation Impart

Check for optimisation potential System 3060 locking plan file

Optimise table structure

Optimige rights | Personnel data from LDAP

Agynchionous loading Door data from CSY file

Perzornel data from CSY file |

Miscellaneous Locking plan from CSY file

I Pricrity for urnused TIDs when increasing stock

Management
I Show building structure
Divid Ik 1 |
I Hide deactivated hansponders e DR
Iv Immediately delete the handheld tasks from the
databass, that have besn avenwitten Fesource management

Select exceptions in ime zone management |

Staff photos Time-controlled authorisations |

[ Store photos in database W Wiew in the matrix

Directory for photos:

| |

oK

1.30.1 OPTIMISATION / MANAGEMENT
These functions optimise and structure the locking system structure.
Note

Only perform these functions after explicitly prompted to do so by the
SimonsVoss software support team
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1.30.2 IMPORTING

The options described below allow you to rapidly and easily create the components
you need to be able to efficiently commission the locking system. These range from
lists for doors and persons to using IT infrastructures. You can also import locking
plan files in LDB software (locking database) from existing systems. The information
the files contain about the components and programming statuses is retained, but
programming may be required if you use other functions. You should comply with the
data protection regulations when transferring personal data.

Note

Before importing, you must contact the dealer or a SimonsVoss employee to
clarify the procedure. You must also ensure that you have a working data
backup of all of the relevant components (software and data) before starting the
work. SimonsVoss Technologies AG accepts no liability for data transfer
carried out independently or incorrectly. You should comply with the data
protection regulations when transferring personal data.

1.30.2.1 SYSTEM 3060 LOCKING PLAN FILE

Before importing an LDB file, all views must be closed and in a multi-user
environment, all other users/services must be logged out.

LockSyshMgr I %]

] The following users are currently accessing the database:
. SWEET, admin
SWEET, pda_user

LockSysMar

1 attention! Before import all views will be closed. Yo need exclusive access to the datsbase
in order to perform the impart,

Once the views that are still open have been closed and other users have logged out,
the import is performed once the LDB file has been selected Only use copies of the
original file for this import.

Select the locking plan file
to be imported.
Confirm with Open.

Filename: | Open |
Filetype: |System 3060 locking plan file [*1z] j Cancel

™ Schreibgeschiitzt offnen
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Locking area password

test

HEEK

FPazsword:

Cancel

LdbImp ]

]

The list of holidays must be updated for some locking devices
. {rnarked with a yvellow flash). Please reprogram these

locking devices.

Import System3060 locking plan

I
[™ Use lock divider bars to create areas

[ Use transponder divider bars to create groups

[ Draw up group authorizations

[ Inthe case of group rights, create a zone for every lock,
[T Delete unused stock rights

[~ Log access right changes

| Start conversion b

Rules

Rules for name analysis

Transpondst name:

W Activate name analysis

Order of the first and last names in the Ldb

Lock name

W Activate name analysis

Separator <space bars, <_3.<> v

Last name first name =
Carvert number sting contained in transponder name to Serial number -
Separatar <space bars, {3 -

X

Cancel

Version: May 2011 v1.5

Importing is protected by
the file password and
locking system password
so that only authorised
persons can access the
locking plan data.

Confirm with OK.

If the locking plan file
contains expired public
holiday plans,
programming is required.
Confirm with OK.

This screen determines
how the locking plan data
is processed. Please
contact your dealer or
SimonsVoss Technologies
AG for the exact
procedure. To adapt the
import, see the next
screen.

Then confirm with Start
conversion.

The conversion of
available designations is
determined under Rules.
Confirm with OK.
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|I‘TI|JIJI't System 3060 locking plan

|Save

|D0ne

LockSysMgar

\ll) Import was successful, Please log on (again),

Version: May 2011 v1.5

The progress bar indicates
the status and whether the
process is complete.
Confirm with OK.

Confirm with OK.
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1.30.2.2 PERSONAL DATA FROM LDAP

You can use this function to query a directory service using LDAP and import
personal data. You should observe the corresponding data protection guidelines.

It Import personnel data from LDAP:

Source Impart settings
& Windows NT dormain e Iv Accept changes to existing people
" Active Directory IV Add new peaple
Domain: SIMONSYDSS
Transponders
If first name and last name do not exist, extract ¥ Generate one ransponder per person

from the complete name:

Transporder type [Tiansponder 61 E
% Do not extract
" Complete name = first name last name ¥ add ta 5 [acking system [Sample J3C 61 j

" Complete name = last name first name:

Lagin | Complets name | First name | Last name ‘ Telefor | email ‘ Department | C

< )

This screen determines how the data is processed. Please contact your dealer or
SimonsVoss Technologies AG for the exact procedure and the required settings.
Then confirm with Import.
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1.30.2.3 PERSONAL DATA FROM A CSV FILE

You can use this function to adopt personal data from existing files in CSV format.
You should observe the corresponding data protection guidelines.

Import personnel data from CSV file

Impart settings
¥ Accept changes to existing people File:
¥ Add new penpls |E:\persons.csv
-
Change FRetrieve data Save
Transponder
¥ Generate one transponder per person
Transpander type [ Transponder G1 ~|
¥ addto a lacking system [5ample JSC G1 J
Last name ‘ First name | Perzonnel. ‘ Department ‘ E-Mail ‘ Telep... | Addess | Place ‘ Title | Cost... |
Rich Siman P-0001 Marketing simon... 123456 Samplest.. Head office. 4457
Binder Jacky P-0002 Software d...  jacky.. 123486 Samplest.. Headoffice.. D 4457
Tiee Fhoebe P-0003 Marketing phoeh. 123456 Samplest. Head office. 4457
Sing Riichard P-0004 Mark eting richard.. 123486 Samplest Head office. 4457
Miller Tom P-0005 Finance tommil.. 123456 Samplest.. Head office. 4457
Select all ‘ Imnpart | Exit

The “Read” function reads in data and displays them in the lower table. The desired
data records can be selected using “Select all’ or by marking them individually and
inserted in accordance with the settings via “Import”. You can use the “Change”
function to select the desired file and perform the field assignments.

Import settings @

File

=

¥ First line contains field name

Fiead columns

04 Department
05 E-Mail

06 Telephone
07 Address

08 Place

09 Title:

10 Cost Centre

Column allocation

03 Personnel num...

03 Persanne nu..
04 Department
05 E-mail

05 Telephane

07 Address

08 Location

09 Title

10 Cost centre

Calumns in the personnel table Field names Calumns in the file
Table | File |
01 Last name 07 Last name
02 First name 02 First name

Cancel
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1.30.2.4 DOOR DATA FROM A CSV FILE

You can use this function to adopt door data from existing files in CSV format. You
should observe the corresponding data protection guidelines.

Import door. data E]

Import settings
J¥ Generate one lock per new door File

I= |C:\door csv
W #dd new doors

e Changs Rstrieve data Save

¥ add to a Incking system |Sample J5C G1 |
Lock type [ Cylinder G1 Ed

Door ‘ Room number | Flaar ‘ Building ‘

Office 101 101 Tst Main builc

Office 102 102 Tst tdain builc

Office 103 102 Tst Main buile

Office 104 104 Tst Main builc

Select al i Imnpart | Exit

The “Read” function reads in data and displays them in the lower table. The desired
data records can be selected using “Select all’ or by marking them individually and
inserted in accordance with the settings via “Import”. You can use the “Change”
function to select the desired file and perform the field assignments.

Import settings @
File W First line contains field name
i': Adoor csv J Read colums
Caolumns in the doors table Allocated fields Calumng in the file
07 Metal Door Table [ File [ U6 Area
08 Dutside 01 Door 01 Doar 1

09 Both sides free spinning

02 Room rumber 02 Room rumber
12 SmartReader
13 PIN-Code T 1 03 Floar 03 Flaor
Cha L 04 Location 04 Location

05 Building 05 Building

0B Description 03

10 Inside dimension: 07 Inside dimension
11 Outside dimensio 08 Outside dimeric

Column allocation

Ok Cancel
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1.30.2.5 LOCKING PLAN FROM CSV FILE

This function allows a locking plan matrix that exists in table form (e.g. created in
Excel) to be imported into a new locking system. Doors with a lock and persons with a
transponder are created during this operation. Authorisations are imported as
individual authorisations. Group authorisations cannot be imported.

Hare [Bapi 5T After the locking system
being created has been

= o given a name, the locking

Confirm Password: ,7 .

Qualy s3tis system password in

e oo _compllance with the quality

ca index and the log
generation must be
entered.

__ Cancel

PK

[ £ Lacking Spstem e e
[iEimans & st
lﬂ_]SampleJSE o5y

The template file in CSV
format is then selected.

Filename:  [Sample JSC pen
Filetype: [ Text fles [".csv) | Cancel
=spersal - After the data field
T delimiters for the file, the
L arrangement of locks and
e e transponders and the
Locks w i authorisation character
gy @ CHR have been selected, the
e B locking plan will be
created.
Cancel
Once created, the new
\i) rport was successful, Please log on (again). locking plan will be

available after a new log
on is performed.
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1.30.3 VARIOUS

“Increase reserve” - TIDs that have already been used and then
reset will be used last.

“Building structure” - The stored building structure will be used in
various displays (export to LSM Mobile
Edition).

"deactivated transponders" - Deactivated transponders will not be
displayed in the matrix for the sake of clarity.

“Tasks for handheld” - Overwritten tasks will be deleted and no
longer displayed.

1.30.4 STAFF PHOTOS

It is possible to store a photograph with a person’s master data. This option allows
you to specify how the system should handle the photos.
Note:
e Storing photographs in a directory:
Access to the directory must be ensured and the file with the name stored
must exist in order for the photographs to be displayed
e Storing photos in the database
Photos are stored 1:1 in the database, thus increasing the amount of storage
space required

1.30.5 MANAGEMENT

Due to certain circumstances (organisational, technical) it may be necessary to split
the existing database.

Note:
o e 5 Before splitting the locking system, you
must contact the dealer or a SimonsVoss
employee to clarify the procedure. You must

Data copying options

¥ Capy ianspandsr giaups

Sl e e also ensure that you have a working data

@ o s backup of all of the relevant components
L (software and data) before starting the work.
[Py SimonsVoss Technologies AG accepts no
liability for database splitting carried out

independently or incorrectly.
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1.30.6 RESOURCE MANAGEMENT

Managing the timed control of authorisations.
Please refer to the separate manual dealing with the “Resource management”
module for further details.

1.31. USER PASSWORD SECURITY

EXPLANATION

This option allows you to specify how user passwords are to be handled.

PROCEDURE

o 2 Options
o 2 User password security

User, password security

[~ Password must be changed regulary
Prescribed change interval (in davs) [

I Use password history of the last 10 passwords

[ Block user once a password has been entered incomectly three times

I~ high password security

Cancel

“Password must be changed - Users must change their password after the
regularly” number of days entered.

“Use password history ... “ - When a password is changed, the last 10
passwords will not be accepted as valid.

“Block user ...” - The user will be deactivated after entering an
incorrect password three times and must
then be reactivated by the administrator in
user management. The block will also be
recorded in the log.

“High password security” - Activating this option will cause the same
requirements relating to complexity to be
applied to user passwords as for locking
system passwords.
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12.0 SERVICE AND SUPPORT

PRODUCT SUPPORT

If customers have any questions relating to products from SimonsVoss Technologies
AG, the general support team will be happy to help:

Telephone  +49 (0) 1805 78 3060

The product hotline does not offer support for the LSM Business and Professional
software.

SOFTWARE SUPPORT

SUPPORT STANDARD

For customers with a chargeable Support Standard software agreement, the following
support options are also available:

E-mail Ism-support@simons-voss.de
Telephone  +49 (0) 1805 57 3060

SUPPORT PREMIUM

For customers with a chargeable Support Premium software agreement, the following
support options are also available:

E-mail Ism-support@simons-voss.de
Telephone  +49 (0) 1805 57 3060

Online support tool
e Short call to LSM hotline
e Launch LSM
e 2 areas,
e 2 SimonsVoss Online Support

Version: May 2011 v1.5
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