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General information

This manual is a supplementary document for the 'Digital Locking Cylinder
and Digital Half Cylinder 3061 — TN4' manual. The aforementioned
document describes the installation, operation and battery replacement
for the TN4 cylinder generation, which is also used for the DoorMonitoring
(DM) cylinder. The safety instructions are also listed in the document,
which are also valid for the DM Cylinder.

This particular document describes the DM Cylinder's functions. When the
basic functions are used, the DM Cylinder behaves in exactly the same way
as a SimonsVoss digital locking cylinder. For this reason, this product
description only deals with the special features of the DM Cylinder.
Reference is made to the product manual for Digital Locking and Half
Cylinder 3061 — TN4, its installation and handling.

Description

Door Monitoring Cylinder 3061 [DM Cylinder] is an electronic locking
cylinder with integrated door monitoring. The integrated door monitoring
system in the DM Cylinder is fitted without any wiring to the door.

Sensors within the DM Cylinder monitor the rotation of the cam. Sensors in
the intelligent fastening screw monitor the door's opening status.

The DoorMonitoring Cylinder [DM] logs access events (access lists) and
monitors door status and changes to door status (open, closed, locked,
securely locked, manipulation attempt and forced entry).

The following door statuses are logged:
i2 Door — open or closed

i Cam rotated once/twice (maximum four times) - door - unlocked /
locked / securely locked

i Alarm

These door statuses can be transmitted via the network and to the
software, where they can be displayed, so that the user can see the
transmitted status easily.

The software allows you to define events which trigger a definable, time-
dependent response, such as an email or a pop-up window with a warning,
when the status of a locking device changes.

All changes are logged in the access list, including the transponder ID, date
and time, which the locking system operator or a security officer can then
upload and evaluate if necessary.
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1.2 Specifications

NOTE

DM cylinders must not be used in multi-lock systems with gears (gear lock-
ing devices).

DM.AP2 cylinders without bolt monitoring are an exception and can also be
used in multi-lock systems with gears.

Standard design
The DM Cylinder is supplied in the following standard configuration:
== .DM DoorMonitoring

i .G2 available as G2 only

i .ZK access control, time zone management and events logging

The following accessories must be ordered with the standard
configuration:

i Z4.DM.dd.SCREW.n Fastening Screw

NOTE

You must indicate the backset when ordering the fastening screw

The fastening screw is manufactured to match the backset and is a few
millimetres longer

Information is only correctly transferred to the cylinder if the fastening
screw is the right length.

dd represents the lock's backset. Standard fastening screws are supplied
for backsets between 25 and 110 mm at increments of 5 mm. Greater
lengths are possible at increments of 5 mm.

Options
The following options are available for the DM Cylinder:

ii .FD - freely rotating

AP2 - anti-panic cylinder (no monitoring in the bolt position)

HZ - half cylinder

FH - fire retardant version (increased transmission range)

WN(M).LN.I Integrated LockNode, with or without auto-configuration

Installation lengths

The DM Cylinder is supplied at 30-35mm and larger (outside — inside).
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Order codes

Refer to the respective current price list or the current product catalogue
for the corresponding product codes.
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Intended use

Digital SimonsVoss Locking Cylinder 3061 are installed in designated door
locks, such as DIN mortise locks, to integrate them into a digital locking
system.

The digital Locking Cylinder 3061 may only be used for its intended purpose
in a designated door locking device. No other use is permitted.

Digital Locking Cylinder 3061s are available in various lengths. The selection
of the proper size is of significance. The length of the locking cylinder is
printed on the packaging and can be measured at any time. If the cylinder is
too short, the handles cannot be fitted. If the cylinder is too long, it may be
ripped out of the locking device. The may not protrude more than 3 mm on
each side of the door to ensure proper operation.

The product may not be changed in any way, other than in compliance with
the changes described in the instructions.
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3. General safety instructions

Signal word: Possible immediate effects of non-compliance
WARNING: Death or serious injury (possible, but unlikely)

CAUTION: Minor injury

IMPORTANT: Property damage or malfunction

NOTE: Low or none

WARNING

Blocked access

Access through a door may stay blocked due to incorrectly fitted and/or in-
correctly programmed components. SimonsVoss Technologies GmbH is
not liable for the consequences of blocked access such as access to in-
jured or endangered persons, material damage or other damage!

Blocked access through manipulation of the product

If you change the product on your own, malfunctions can occur and access through a door can

be blocked.

i2 Modify the product only when needed and only in the manner described in the

documentation.

Do not swallow battery. Danger of burns from hazardous substances

This product contains lithium button cell batteries. Swallowing the button cell battery, in can
result in severe internal burns leading to death in as little as two hours.

1.

2.

Keep new and used batteries away from children.

If the battery compartment does not close securely, cease using the product and keep it
away from children.

If you think batteries have been swallowed or are in any part of the body, seek medical
attention immediately.

Risk of explosion due to incorrect battery type

Inserting the wrong type of battery can cause an explosion.

i2 Only use the batteries specified in the technical data.

CAUTION

Fire hazard posed by batteries

The batteries used may pose a fire or burn hazard if handled incorrectly.

1. Do not try to charge, open, heat or burn the batteries.
2. Do not short-circuit the batteries.
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IMPORTANT

Damage resulting from electrostatic discharge (ESD) when enclosure is open
This product contains electronic components that may be damaged by electrostatic discharges.

1. Use ESD-compliant working materials (e.g. Grounding strap).

2. Ground yourself before carrying out any work that could bring you into contact with the
electronics. For this purpose, touch earthed metallic surfaces (e.g. door frames, water pipes
or heating valves).

Damage resulting from liquids

This product contains electronic and/or mechanic components that may be damaged by liquids
of any kind.

12 Keep ligquids away from the electronics.

Damage resulting from aggressive cleaning agents

The surface of this product may be damaged as a result of the use of unsuitable cleaning agents.

i2 Only use cleaning agents that are suitable for plastic or metal surfaces.

Damage as a result of mechanical impact

This product contains electronic components that may be damaged by mechanical impacts of

any kind.

1. Avoid touching the electronics.

2. Avoid other mechanical influences on the electronics.

Damage due to polarity reversal

This product contains electronic components that may be damaged by reverse polarity of the

power source.

i Do not reverse the polarity of the voltage source (batteries or mains adapters).

Operational malfunction due to radio interference

This product may be affected by electromagnetic or magnetic interference.

== Do not mount or place the product directly next to devices that could cause electromagnetic
or magnetic interference (switching power supplies!).

Communication interference due to metallic surfaces

This product communicates wirelessly. Metallic surfaces can greatly reduce the range of the
product.

i2 Do not mount or place the product on or near metallic surfaces.
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NOTE

Intended use

SimonsVoss-products are designed exclusively for opening and closing
doors and similar objects.

2= Do not use SimonsVoss products for any other purposes.
Malfunctions due to poor contact or different discharge
Contact surfaces that are too small/contaminated or different discharged batteries can lead to
malfunctions.
1. Only use batteries that are approved by SimonsVoss.
2. Do not touch the contacts of the new batteries with your hands.
3. Use clean and grease-free gloves.
4. Always replace all batteries at the same time.
Different times for G2 locks

The internal time unit of the G2 locks has a technical tolerance of up to + 15 minutes per year.

i= Regularly reprogram time-critical locking devices.
Qualifications required

Installation and initial operation require specialist knowledge.

i Only trained specialist personnel may install and put the product into operation.
Incorrect installation

SimonsVoss Technologies GmbH accepts no liability for damage caused to doors or compon-
ents due to incorrect fitting or installation.

Modifications or further technical developments cannot be excluded and may be implemented
without notice.

The German language version is the original instruction manual. Other languages (drafting in the
contract language) are translations of the original instructions.

Read and follow all installation, installation, and commissioning instructions. Pass these instruc-
tions and any maintenance instructions to the user.
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4. Product specific safety notices

WARNING

Escape door function malfunction

The use of unsuitable components or ones that are not ready for operation
can impair the function of an escape door. If you use the anti-panic cylinder
in non-approved locks, the escape door function may be impaired and can-
not be released again.

Make sure that all parts of the lock are ready for operation.

Make sure that the panic function of the mortise lock is ensured.
Please refer to the documentation of the lock manufacturer.

Use the anti-panic cylinder within the specified temperature range.

goswoN

Perform a function test after installing the anti-panic cylinder or
changing its battery.

CAUTION
Use of the anti-panic version of the locking cylinder in non-approved
locks

If you use the anti-panic version of the locking cylinder in unauthorised
locks, the escape door function may be impaired and cannot be released
again.

1. Only use the anti-panic version of the locking cylinder in locks for which
the locking cylinder is expressly approved.
2. Please refer to the documentation of the respective lock manufacturer.

3. Contact SimonsVoss Technologies GmbH for further information on this
subject (see Help and other information [» 90]).

Hand injuries from carrier springing back
A spring-loaded carrier is used in the anti-panic construction of the closing cylinder. This carrier
can spring back when it is not installed, causing hand injuries.

iz Do not hold the anti-panic construction of the closing cylinders in the area of the carrier.

IMPORTANT
Damage caused by moisture in outdoor use
Moisture can damage the electronics.

1. If you want to use the locking cylinder for outdoor applications or in high humidity (bathrooms
or washrooms), use the WP version.

2. Carefully insert the locking cylinder to avoid damaging the O-rings.



Locking cylinder (Z4) DoorMonitoring 4. Product specific safety notices
(Manual) n/92

Mechanical damage to the thumb turn as a result of obstacles

If the thumb turn can knock against the wall or other objects as a result of the installation situ-
ation, it may become damaged.

iz In such situations, use a suitable door stop.

Mechanical damage to the thumb turn through misuse as door-opener

Some doors are very heavy and solidly constructed. The thumb turn is not suitable for opening
such doors.

1. Don't pull the thumb turn to open doors.

2. Make suitable door openers available (suitable handles) to avoid misuse of the thumb turn.
DoorMonitoring in gear locks

Door monitoring cylinders are not suitable for operation in multi-lock systems with gear (gear
locking devices). Except: DM.AP2, without bolt monitoring.

iz Do not use door monitoring cylinders in gear locking devices.

NOTE

Maintenance interval of not more than one month for emergency exit
locks

As per European standard EN 179, Appendix C, all components in a locking
device must be checked at intervals no greater than one month to ensure
that they are in satisfactory working order as part of emergency exit locking
device maintenance.

Locking up of persons without means of identification

The freely-rotating construction of the closing cylinder can only be opened with a means of iden-
tification from both sides.

iz Ensure that no persons without means of identification are in the secured area.
Length of locking system password

For security reasons, the locking system password must consist of at least 8 characters. The

code length for digital closing cylinders (and for Systerm 3060/3061 and MobileKey) corres-
ponds to 2'°® Bit.

Fault in the interior knob due to moisture

The inner knob of the closing cylinder is of protection class IP40 and is thus not protected from
moisture.

2= Ensure that the interior knob cannot come into contact with water.

Battery changes may only be carried out by trained personnel and only with the intended battery
key (Z4.SCHLUESSEL)!

Programming with obsolete LSM version

New components can only be programmed with the current version of LSM.
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Difficulty of operation of the lock due to stiff latch or bolt

If the latch or bolt of the mortice lock are stiff, the closing cylinder will also be stiff.

iz Check that the latch or the bolt of the mortice lock are free-moving.

Fitting error or incorrect order

If you make a mistake in measuring the door and order a closing cylinder, the closing cylinder will
not fit.

iz Check the dimensions of the door again before ordering.
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Initial operation

Refer to the 'Digital Locking Cylinder and Half Cylinder — TN4' product
manual for general installation instructions. The manual describes how the
different cylinder versions are fitted.

This DM Cylinder manual that only deals with the special features of the
DM Cylinder. You must comply with the following steps when installing and
putting the DM Cylinder into operation:

i: Replace the cover on the active side with the WaveNet network cover
== Set up the DM Cylinder in LSM and programme the cylinder
== Install the DM Cylinder (see below)

i Use a PC or CommNode Server to put the network into operation locally
(see FAQ entry '"WaveNet via CommNode Server: step by step' under
FAQ in the Support section on the SimonsVoss website [ www.simons-
voss.comy)).

ii Incorporate the cylinder (cylinder's LN.I) into the network; see manual
on WaveNet radio network. You should pay attention to the signal
strength when doing so; the level should not fall below minus 70 dBm.

i2 Perform functional test with an authorised ID medium

Prerequisites

The DM Cylinder imposes the following minimum requirements for the
locking system and LSM:

i= LSM 3.2 SP1 Basic, Business or Professional installed
i G2 or G2+Gl locking system

ii The software LSM.Business with the modules LSM Online and LSM
Network xx (128 or Enterprise) is required for an online connection
(tasks and responses/events) to the DM Cylinder

The appropriate software modules and hardware components must be
installed to ensure door statuses in LSM can be further processed. They
define key events in the locking system and the action required. The person
responsible is thus informed by email if a fire door stays open too long, for
example.

== LSM Business

a2 LSM NETWORK xx

== [ SM ONLINE

i WaveNet components (router and network covers)

Different functions are available, depending on the configuration:
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Online in LSM
Basic
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Online in LSM
Business

Tracking to
identify who last
locked/unlocked
a door

Upload access
list with SmartCD

Access list with
SmartCD and
WaveNet

Access list with
SmartCD and
WaveNet

Door status

Yes/display in

Yes/display in

monitoring No LSM LSM

Yes. Display i
Transmission of Yes. Display in meastrixlsc%r?;i/ lBra—
alarms to the No matrix when LSM | | &
Matrix < open tion of events

pen. and tasks

Generate events,
such as a pop-up | No No Yes
window
Incorporate lock
with profile cylin- | Yes Yes Yes
der profile
Monitoring of an NG NG Yes (with restric-

SLP* lock

tions)

Tab. I: DM Cylinders in different locking systems

*SLP: self-locking panic lock
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5.2 First steps

5.2.1 Add locking device

Add new locking device

J-»

v You have added a database
v" You have added a locking plan

1. Click on [New locking device]

5. Initial operation
15792
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Serial number L-D0007 Puto W Configuration

Door no LI _I

Type IGQ Door Monitoring Cylinder ;I

Lock ID o

W Insert door v Addto area

Door/location I Locking system IDf. Kiefer LI

Room number I Area I[SYStEf" arsa) =
Lock of the type selected cannot be added to a G1-only
locking system.

Edit MNew Spply Ext Help

Fig. I: Add new locking device

GEFNNVIEN

Enter a door name
Click on [Apply]
Click on [Finish]

Select the locking device type 'G2 DoorMonitoring Cylinder'
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5.2.2 AddID medium

Add new transponder

ﬁE\‘E Datapase View Wizards Edit Reports Datarecord Programming Network Options Window Help

== 0o [a]
S‘X‘q... -_,Q,\‘;\xm\a M 4 rrl‘rxnff‘f-\‘la
Serial number T-00004 Ao P [T Deactivated Transponder group
Owner no o _I Yalid time period
Type IGZTr:lnspunder ;I
Description ’ Transponder issuance
Assigned transponder groups:
Lockin: em | Level | Transponder group | TID GZl G2 Time group SID Ex‘tl
¥ Set up new person ] Addta gunp
First name Anabell Locking system
Last name Dr. Kisfer [r faefer El
7 . 5 _ Transponder group
‘ersonnel number 00006
E i | [5ystem group) |
Departmert ;I
Address
Telephone I
e [ Hew oy | Bk | mee |
idle PUMBA : COM(™) [TCP port:600T | [Admin | [NUM | a

Fig. 2: Add new transponder
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1. Press [New transponder] button

Select type

Assign person's name

[Apply]

[Finish]

Set authorisation cross in the locking plan

o U A W N
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5.2.3 Programming

Programme locking device

Locking system: John Smith
Door/ock: | Main entrance / L-00001

V¥ PFrogramming Lock

— Programming
¥ Configuration ¥ Password green

V¥ Password ¥ Password blue

V¥ Lock 1D & Locking system (D ¥ Password ed

V¥ Time-zones ¥ Ertended configuration
¥ Holiday list

— Program authorisations
" Don't change
¢ Update
" Benew

Programming

ii Place locking device in front of the programming device - about 20 cm
away

i: Highlight locking device
a2 Press [Programming flash]

= [Programme]
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5.3 Configuration
5.3.1 Locking devices

5.3.1.1 Cylinder

A cylinder's properties can be configured precisely, so that the door
behaves exactly as you wish.

Prerequisites

ii The LSM software needs to be open
ii At least one cylinder has been added to the locking plan
i: You can see the locking plan matrix on the monitor screen

Double-click on the cylinder on the locking plan screen

Name

ﬁEile Database View Wizards Edit Reports Datarecord Programming Metwork Options Window Help ml?"?l

= % B o @ o 6 XE‘Elccr»benf)‘O.‘la?

Name IDnnr | Tlanspnndersl Actlnnsl Mech. Faaturesl Ennhguratlnn.r‘Datal State IAud\tTralII Door Monitaring Statel

Serial number (00DXU3B M
Door Medicine I d o
Type G2 Door Monitoring Cylinder d
Lpply Froperties Add Remove Eit | Help |
idle [PUMBA : COM(*) [TCP port6001 Admin [ [NUM [

Fig. 3:'Name' tab

The cylinder properties are opened. You will see the 'Name' tab

2 You will see the name of the door Click on the name field to change the
name if required
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You can use the serial number to refer to the cylinder with a distinct
identifier. The number is stored in the electronics and engraved into the
cylinder body

The type shows which locking device type it is.

Door

The 'Door' tab provides information on the door

BH File Database View Wizards Edit Reports Datarecord Programming MNetwork Options Window Help

lt « » M [ X M f;‘o.‘la?

@, @

& Q (% a & |8

Mame Door |Transponders| Acliuns' Mech. FEatures' Cnnligulatiam’DataI State I Aud\tTrai\I Droor bt onitoring Stalel

idle

| Lock: 00DXU3B |
5 r Door atiributes for electronic mortice lock
Door designation IMed\cme Il
i Left lock ' Right lock
Location Im 'I Floor - -
" Opens inwards ' Opens outwards
Building no o Room number
Diesign no [l
Door code IDCMW Color no Rd
Description Lock type mortise lock 5 I
Distance-H Iﬂ VI
Locks |ﬁnxu3& 7 G2 Door Monttoring Cylinder Distance-V |n |
Time zone Ino LI
i Dioor attributes for cylinder
— The door is assigned to the following areas IR TR ID !
T = = e T Inside dimensions ID mm
Dr. Kigfer Medicine Standard ™ Metal Door
™ Outside
™ Zside lock
™ SmartReader
Manage ™ PIN-Code Teminal
P g device Attributes from the lock Lze
Type: Device: ¥ Non-allocated devices
Config Device LI IDefault LI
Apply | Properties | Add Remove | Exit | Help |

[PUMEA : COM(%) [TCP port:6001 | [Admin | [NUM |

Fig. 4. 'Door' tab

Locking device: ID number for locking device
Door identifier: the door name

Location: this is where the location can be selected if one has been
added

Building: this is where the building can be selected if one has been
added

Floor: the floor on which the door is situated
Room number: identifier for the room number
Door code: the door ID will be generated automatically

Description: field for additional information
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ii Locking devices: locking devices which are assigned to the door

i: Time zone: list of the time zone plans which can be assigned to the
door. This allows you to authorise certain users to use a door at certain
times only

= Areas: information about the locking system, the area and the level

i Programming device: how is the locking device programmed?

Config device: stationary programming device, such as SmartCD

i LockNode: network module. Flush fitted next to the door

= WaveNet node: CentralNode or RouterNode in connection with an
internal network module (LNL.I). The network card is integrated into
the thumb-turn cover with LN.I

2= Door attributes for mortise lock: detailed information on the lock

=2 Door attributes for locking cylinder: detailed information on the cylinder

Transponders

B8 File Database View Wizards Edit Reports Datarecord Programming Network Options Windew Help mmm
~ ~ - 3
o @ o & xﬁ‘& e« »»I‘rxvlf:‘o.‘lis?
Mame I Door  Transponders |Acl|nns| Mech. Faaturesl Ennhgulatlnn/DataI State I Aud\tTral\I Door Monitaring Stalel
| Lock: 00DXU3E | | Door: Medicine |1 |
Serial number | Owner | Locking system | Area | Transponder group | TID | Access
0053587 Dr Kiefer, Annabell Dr. Kiefer Medicine = 3203 Exception{G2)
T-D0D05 Dr Becker, Angelika Dr. Kiefer Medicine - 3204 BException{G2)
Total: 2 Exceptions in time zone management
Authorised transponders
’7 ' Target state " Actual state fock) - G1 " Actual state (ock+ransponders) " Programming demand ‘ Prirt view
Apphy Froperties Add Remove Exit | Help |
idle |PUMBA : COM(™) [TCP port:6001 Admin | NUM |

Fig. 5:'Transponders' tab

The 'Transponders' tab lists the authorised transponders
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Actions

BES File Database View Wizards Edit Reports Datarecord Programming MNetwork Options Windew Help
fa n >
s x o @ o & E‘E Moq b»l‘»x »10‘0.‘5

Mame I Daor I Transponders  Actions I Mech. Faaturesl Ennligulatinn/DataI State I Aud\tTrai\I Daor Manitoring ‘Stalel

Lock: 00DXU3E | | Door: Medicine |1

Date | Type | User | Description | Do... |
201408.14 22:24  Door staysopen alongtime  TaskSvr
201408142224  Door stays open a long time ~ TaskSvr
2014.08.14 22:23  Door stays open along time  TaskSvr
20140814 22:23  Manipulation of magnetic fi... TaskSvr
201408142223 Door stays open a long time ~ TaskSvr
20140814 22:22  Manipulation of magneticfi... TaskSwr
20140814 22:22 Door staysopen alongtime  TaskSvr
20140814 22:22  Manipulation of magnetic fi TaskSvr
201408142221  Last programmed Admin
20140814 22:21  Door staysopen alongtime  TaskSvr
201408142215  Manipulation of magnetic fi TaskSvr
201408142218  Manipulation of magneticfi... TaskSwr
20140814 22:18  Manipulation of magnetic fi... TaskSvr
20140814 22:18  Manipulation of magnetic fi TaskSvr
2014.081209:54  Manipulation of magneticfi... TaskSwr
2014.08.1110:42  Removed Admin
20140811 10:36  Scheduled battery change Admin
2014.08.07 11:32  Manipulation of magneticfi... TaskSwr
2014.08.07 11:32  Manipulation of magnetic fi... TaskSvr
20140807 11:32  Manipulation of magnetic fi... TaskSvr
2014.08.07 11:32  Manipulation of magneticfi... TaskSwr
2014.08.07 11:32  Manipulation of magnetic fi... TaskSvr
20140807 11:19  Manipulation of magnetic fi... TaskSvr
2014.08.0711:19  Door stays open a long time~ TaskSwr
2014.08.07 11:01  Manipulation of magneticfi... TaskSvr
20140807 11:01  Manipulation of magneticfi... TaskSvr
20140807 10:34  Door stays open a long time ~ TaskSvr
2014.08.07 10:33  Door stays open alongtime  TaskSvr
20140807 10:33  Manipulation of magnetic fi... TaskSvr
20140807 10:33  Manipulation of magnetic fi TaskSvr
INANRNT 1032 Maninulation of mannatinfi TaskSur

Froperties Remove Help |

[PUMBA : COM(™) [TCP port:6001 | [Admin | [NUM |

Fig. 6:'Actions' tab

The 'Actions' tab lists the completed programming processes
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[T Save document in the Actions list

You can also log additional actions by pressing [Add]. You can use a pull-

down menu to select different actions

Removed

Replaced

Installed

Last battery replacement

Scheduled battery replacement
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Features
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| Lock: 00DXU3E | | Door: Medicine |1

Product: G2 Door Monitoring Cyfinder
Serial number: 0DDXU3B

r— Attributes for cylinder Data

Order data Z4 3535 DM FD.ZK.G2 Device class G2 Door Monitoring Cyir
Outside dimensions PHI 00DXLI3E
Inside dimensions Profile release 5

| Description

FD Both sides free spinning
ZK Audit Trail / Time Zone Management

Froperties Remove | Help |

[PUMBA : COM(™) [TCP port:6001 | [Admin | [NUM |

Fig. 7:'Features' tab

The 'Features' tab provides detailed information on the locking device

ii Locking device: the serial number of the cylinder. The PHI number is
given as standard. You can enter your own serial number as an
alternative

i2 Door: door name
iz Ordering information: item code of locking device

i2 Outside dimension: length of the cylinder from the fastening screw
thread to the outer edge of the profile cylinder

== Inside dimension: length of the cylinder from the fastening screw thread
to the inner edge of the profile cylinder

i There is more information in the table, depending on the locking device
type
i2 Device class: specification of the locking device class

i2 PHI: Physical Hardware Identifier. A unigue ID number for components

i Profile release: the profile version
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Configuration/data
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| Lock:

00DXU3E ‘ | Door: Medicine |1

~ Actual
Locking system D
Lock ID

[137

r— Target
Locking system D
Lock ID

137

Firmware

3512
Pulse length

|5 e
¥ Audi trail

¥ Time zone management

¥ Log unauthorised attempts

I~ Gatewsy

™ Flip Aop

™ Mo acoustic battery wamings

™ Time switching

™ Pemit exceptions in time zone management

Pulse length

|5 Sec.
¥ Audt trail

v Time zone management

v Log unauthorised attempts

T Gateway

™ Fiip Alop

™ Mo acoustic battery wamings

[™ Time switching

™ Pemit exceptions in time zone management
[ No audible feedback

™ Cadinterface

Public holiday list valid urtil 20.07.24 08:59:48

Last modified Last d
’7 Time zones: nonexistent ’7 Time zones:

Public holiday lists

23.07.14 08:59:46
23.07.14 08:59:48

Public holiday lists: nonexistent

Attention! Changing this data can make it impossible

Monitoring configuration | : Talo
0 program the lo

Bxended configuration |

The lock’s actual state will be set to zero

Software reset

Apply | Froperties | Remove Help |
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Fig. 8:'Configuration/data' tab

The locking device is configured in the 'Configuration/data’ tab

You will see two sections: a target value and a current value section.
The target value section allows you to configure how components
should behave. The two sections will be identical once you have
programmed the changes

Pulse length: how long should the cylinder engage to open? 1-25 sec

Access control: the cylinder logs which particular transponder is used at
a particular time. The .ZK option is required

Time zone control: certain people can open the door at specific times
only. The .ZK option is required

Logging unauthorised attempted access events: the cylinder logs when
someone tries to open doors which they are not authorised to use

Flip flop: the cylinder engages permanently until another authorisation is
implemented. If flip-flop mode is selected, bolt monitoring in the
DoorMonitoring Cylinder must be deactivated. The bolt position is only
displayed correctly if FF mode is deactivated
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== No audible battery warnings: the cylinder does not emit an audible
signal when the battery needs changing

== Time switch-over function: the cylinder engages automatically/
manually at a specific time. You can set its exact behaviour under
'Extended configuration.' If the time switch-over function is selected,
bolt monitoring in the DoorMonitoring Cylinder must be deactivated.
The bolt position is only displayed correctly when the time switch-over
function is deactivated

== Allow exceptions in time zone management (LSM Business and higher):
exceptions can be configured in time zone management

== No audible programming feedback signals: the locking cylinder does not
emit audible signals during the programming process

i: Cardinterface: if a card reader is fitted to the cylinder, this is where you
can activate the function.

i: Extended configuration: this is where you can configure time switch-
over behaviour. These options are active as soon as a time zone plan
has been created

i: Automatic engage: the locking device automatically engages at the
pre-set time

== Manual engage: the locking device automatically disengages at the
pre-set time. The locking device automatically engages when
actuated with a transponder

i Automatic disengage: the locking device automatically disengages
at the pre-set time

ii Manual disengage: the locking device remains engaged at the pre-
set time. The locking device permanently disengages when
authorised

i2 Transponder always active: authorised ID media are able to continue
to lock the locking device while the locking device is engaged

Transponder only active if disengaged: authorised ID media are not
able to lock the locking device while the locking device is engaged

ii Software reset: the current status is re-set in the software, to re-
programme components which have not been programmed
completely, for example
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Monitoring configuration

~ Target —Actual
r~ Door open settings Door open settings
Read interval for the fastening screw |2 'l Sec. Read interval for the fastening screw 2] 'l 5ec:
"Door open too long” event after ID 2 'l Min. "Door open too long” event after 0z VI Min.
r~ Lock bolt ~Lock balt
Number of tums to lock Ig.t,_,m - I Number of tums to lock 24um -
"Door securely locked" bolt postion |2 .l "Doar secursly locked" bolt position 2 =
r Events ~Events
r— Logging in the access list r~ Logging in the access list
¥ "Door open” events ¥ "Door open” events
[¥ Lock bolt events [V Lock bokt events
r Transmission in the network r Transmission in the network
[¥ "Dooropen” events ¥ "Door open” events
[¥ Lock bolt events [V Lock bolt events
¥ Logging / transmission of alams in the network ¥ Logging / transmission of alams in the netwark
Cancel |

Fig. 9:'Monitoring configuration' menu

NOTE

The monitoring configuration has a direct influence on power consump-
tion in the cylinder.

The shorter the sampling interval is set for the fastening screw, the greater
power consumption is.

NOTE

Changes to Door Monitoring configuration do not come into effect until
the cylinder has been programmed

i Sampling interval for the fastening screw: The sensor in the fastening
screw scans the magnetic field at adjustable intervals. The shorter the
sampling interval is set, the more complete monitoring is, but also the
greater power consumption is in the cylinder. A practical compromise
between effective door monitoring and efficient power consumption
would be 2 to 3 seconds. The function can also be switched off if
opening of the door is not to be logged. Setting: off

i: 'Door open too long' event after: a signal is sent to LSM after the pre-set
time interval.
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i Number of turns to lock: Depending on the lock, the bolt is fully
extended after one or a number of turns, thus locking the door securely.
You can set the number of turns in these menu items.

NOTE

The bolt position is not monitored in the .AP2 Anti-Panic Cylinder.
Select 'Off' for the number of turns for the .AP2 Cylinder

Select 'Off' for door securely locked position for the .AP2 Cylinder

ii Logging of access list: this is where you enter whether 'Door open' and
dead bolt events are to be saved to the access list

ii Transmission in the network: this is where you enter whether 'Door

open' and dead bolt events are to be saved in LSM via the WaveNet
network

i Logging/forwarding of alarms in the network: this is where you enter
whether alarms are to be saved in LSM via the WaveNet network.
Forwarding must also be configured for the LN.I via 'Network' »
'Administer WaveNet.' The alarm alerts transmitted are:

= Door open too long

Tampering attempt

ii Dooris open even though it registers as locked or securely locked

NOTE

If events are not logged in the access list, it will not be possible to estab-
lish at a later point in time who has used a particular door.

Status

‘ Lock: 00DXU3B ‘ ‘ Door: Medicine 1

— State during |ast read-out:

Batteny status QK

[~ Emergency release
™ Deactivated

[~ Engaged

[~ Storage mode

Fig. 10:'Status' tab

The 'Status' tab shows the last status read in the locking device

i Battery status: indicates whether the batteries need to be replaced
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ii Emergency release: the software uses an emergency release to engage
the cylinder

i: Deactivated: the cylinder is deactivated. The cylinder will not engage
even if an authorised transponder is used.

i Engaged: the cylinder is engaged.

== Storage mode: the batteries have discharged beyond the second
warning level and the cylinder is in storage mode. This mode can be
deactivated for 30 seconds using a G2 battery replacement
transponder. The cylinder can then be opened with an authorised
transponder during this time.

Access list
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| Lock 00DXU3E ‘ | Door: Medicine |1 |
Date | Owner | Serial number | TID | Locking component | ~
2014.07.22 14:35 Communication failure - 65465 -
2014.07.22 14:35 Communication failure = 65465 -
2014.0722 14:35 Communication failure = 65465 -
2014.07.22 14:28 Communication failure - 65465 -
2014.07.22 14:27 Communication failure - 65465 -
2014.07 22 14:27  Communication failure = 6b465 -
2014.07.22 14:27 Communication failure - 65465 -
2014.07.22 14:24 Communication failure = 65465 -
2014.07.22 14:24 Communication failure - 65465 -
2014.07 22 1416 Stulpschrauben-Manipulation - 65457 -
2014.0722 1416 Magnetische Manipulation - 65456 -
2014.07.22 14:16 Tirwurde geschlossen - 65425 -
2014.07.22 1415 Tirwurde gedffnet - 65424
2014.07 22 14:14 Magnetische Manipulation - 65456 -
2014.07.22 1414 Tor wurde gedfinet = 65424 -
2014.07.22 14:14 Tir wurde geschlossen - 65427 -
2014.07.22 14:14 Magnetische Manipulation - 65456 -
2014.072213:25  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2212:26  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2213:26  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2213:25  Dr Kiefer, Annabell 0053587 3203 - %

Print view Delete Audit Trail | ™ Audit Trail for door

Apply Properties Add Remowe Help |

idle [PUMBA : COM{*) [TCP port6001 | [Admin | [NUM | 4

Fig. T1:'Access list' tab

Locking devices with the .ZK option log authorised accesses with the date,
time, name serial number and transponder 1D

Access list for door: if more than one locking device is fitted to the door,
accesses with all locking devices can be displayed
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Click on [Print preview] to export the access list. You can use the print
preview to print or export the list. Possible formats are:
PDF, TXT, RPT,REC, CSV, TTX, HTML