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1.

1.1

General information

This manual is a supplementary document for the 'Digital Locking Cylinder
and Digital Half Cylinder 3061 — TN4' manual. The aforementioned
document describes the installation, operation and battery replacement
for the TN4 cylinder generation, which is also used for the DoorMonitoring
(DM) cylinder. The safety instructions are also listed in the document,
which are also valid for the DM Cylinder.

This particular document describes the DM Cylinder's functions. When the
basic functions are used, the DM Cylinder behaves in exactly the same way
as a SimonsVoss digital locking cylinder. For this reason, this product
description only deals with the special features of the DM Cylinder.
Reference is made to the product manual for Digital Locking and Half
Cylinder 3061 — TN4, its installation and handling.

Description

Door Monitoring Cylinder 3061 [DM Cylinder] is an electronic locking
cylinder with integrated door monitoring. The integrated door monitoring
system in the DM Cylinder is fitted without any wiring to the door.

Sensors within the DM Cylinder monitor the rotation of the cam. Sensors in
the intelligent fastening screw monitor the door's opening status.

The DoorMonitoring Cylinder [DM] logs access events (access lists) and
monitors door status and changes to door status (open, closed, locked,
securely locked, manipulation attempt and forced entry).

The following door statuses are logged:
i2 Door — open or closed

i Cam rotated once/twice (maximum four times) - door - unlocked /
locked / securely locked

i Alarm

These door statuses can be transmitted via the network and to the
software, where they can be displayed, so that the user can see the
transmitted status easily.

The software allows you to define events which trigger a definable, time-
dependent response, such as an email or a pop-up window with a warning,
when the status of a locking device changes.

All changes are logged in the access list, including the transponder ID, date
and time, which the locking system operator or a security officer can then
upload and evaluate if necessary.
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1.2 Specifications

NOTE

DM cylinders must not be used in multi-lock systems with gears (gear lock-
ing devices).

DM.AP2 cylinders without bolt monitoring are an exception and can also be
used in multi-lock systems with gears.

Standard design
The DM Cylinder is supplied in the following standard configuration:
== .DM DoorMonitoring

i .G2 available as G2 only

i .ZK access control, time zone management and events logging

The following accessories must be ordered with the standard
configuration:

i Z4.DM.dd.SCREW.n Fastening Screw

NOTE

You must indicate the backset when ordering the fastening screw

The fastening screw is manufactured to match the backset and is a few
millimetres longer

Information is only correctly transferred to the cylinder if the fastening
screw is the right length.

dd represents the lock's backset. Standard fastening screws are supplied
for backsets between 25 and 110 mm at increments of 5 mm. Greater
lengths are possible at increments of 5 mm.

Options
The following options are available for the DM Cylinder:

ii .FD - freely rotating

AP2 - anti-panic cylinder (no monitoring in the bolt position)

HZ - half cylinder

FH - fire retardant version (increased transmission range)

WN(M).LN.I Integrated LockNode, with or without auto-configuration

Installation lengths
The DM Cylinder is supplied at 30-35mm and larger (outside — inside).
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Order codes

Refer to the respective current price list or the current product catalogue
for the corresponding product codes.
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2.

Intended use

Digital SimonsVoss MobileKey-Locking Cylinder are installed in designated
door locks, such as DIN mortise locks, to integrate them into a digital
locking system.

The digital MobileKey-Locking Cylinder may only be used for its intended
purpose in a designated door locking device. No other use is permitted.

Digital MobileKey-Locking Cylinders are available in various lengths. The
selection of the proper size is of significance. The length of the locking
cylinder is printed on the packaging and can be measured at any time. If the
cylinder is too short, the handles cannot be fitted. If the cylinder is too long,
it may be ripped out of the locking device. The may not protrude more than
3 mm on each side of the door to ensure proper operation.

The product may not be changed in any way, other than in compliance with
the changes described in the instructions.
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3. General safety instructions

Signal word: Possible immediate effects of non-compliance
WARNING: Death or serious injury (possible, but unlikely)

CAUTION: Minor injury

IMPORTANT: Property damage or malfunction

NOTE: Low or none

WARNING

Blocked access

Access through a door may stay blocked due to incorrectly fitted and/or in-
correctly programmed components. SimonsVoss Technologies GmbH is
not liable for the consequences of blocked access such as access to in-
jured or endangered persons, material damage or other damage!

Blocked access through manipulation of the product

If you change the product on your own, malfunctions can occur and access through a door can

be blocked.

i2 Modify the product only when needed and only in the manner described in the

documentation.

Do not swallow battery. Danger of burns from hazardous substances

This product contains lithium button cell batteries. Swallowing the button cell battery, in can
result in severe internal burns leading to death in as little as two hours.

1.

2.

Keep new and used batteries away from children.

If the battery compartment does not close securely, cease using the product and keep it
away from children.

If you think batteries have been swallowed or are in any part of the body, seek medical
attention immediately.

Risk of explosion due to incorrect battery type

Inserting the wrong type of battery can cause an explosion.

i2 Only use the batteries specified in the technical data.

CAUTION

Fire hazard posed by batteries

The batteries used may pose a fire or burn hazard if handled incorrectly.

1. Do not try to charge, open, heat or burn the batteries.
2. Do not short-circuit the batteries.
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IMPORTANT

Damage resulting from electrostatic discharge (ESD) when enclosure is open
This product contains electronic components that may be damaged by electrostatic discharges.

1. Use ESD-compliant working materials (e.g. Grounding strap).

2. Ground yourself before carrying out any work that could bring you into contact with the
electronics. For this purpose, touch earthed metallic surfaces (e.g. door frames, water pipes
or heating valves).

Damage resulting from liquids

This product contains electronic and/or mechanic components that may be damaged by liquids
of any kind.

12 Keep ligquids away from the electronics.

Damage resulting from aggressive cleaning agents

The surface of this product may be damaged as a result of the use of unsuitable cleaning agents.

i2 Only use cleaning agents that are suitable for plastic or metal surfaces.

Damage as a result of mechanical impact

This product contains electronic components that may be damaged by mechanical impacts of

any kind.

1. Avoid touching the electronics.

2. Avoid other mechanical influences on the electronics.

Damage due to polarity reversal

This product contains electronic components that may be damaged by reverse polarity of the

power source.

i Do not reverse the polarity of the voltage source (batteries or mains adapters).

Operational malfunction due to radio interference

This product may be affected by electromagnetic or magnetic interference.

== Do not mount or place the product directly next to devices that could cause electromagnetic
or magnetic interference (switching power supplies!).

Communication interference due to metallic surfaces

This product communicates wirelessly. Metallic surfaces can greatly reduce the range of the
product.

i2 Do not mount or place the product on or near metallic surfaces.
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NOTE

Intended use

MobileKey-products are designed exclusively for opening and closing doors
and similar objects.

= Do not use MobileKey products for any other purposes.
Malfunctions due to poor contact or different discharge
Contact surfaces that are too small/contaminated or different discharged batteries can lead to
malfunctions.
1. Only use batteries that are approved by SimonsVoss.
2. Do not touch the contacts of the new batteries with your hands.
3. Use clean and grease-free gloves.
4. Always replace all batteries at the same time.
Different times for G2 locks

The internal time unit of the G2 locks has a technical tolerance of up to + 15 minutes per year.

i= Regularly reprogram time-critical locking devices.
Qualifications required

Installation and initial operation require specialist knowledge.

1. Only trained specialist personnel may install and put the product into operation.

2. Exception: MobileKey system: end customers may install and put the product into operation
themselves.

Incorrect installation

SimonsVoss Technologies GmbH accepts no liability for damage caused to doors or compon-
ents due to incorrect fitting or installation.

Modifications or further technical developments cannot be excluded and may be implemented
without notice.

The German language version is the original instruction manual. Other languages (drafting in the
contract language) are translations of the original instructions.

Read and follow all installation, installation, and commissioning instructions. Pass these instruc-
tions and any maintenance instructions to the user.
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4. Product specific safety notices

WARNING

Escape door function malfunction

The use of unsuitable components or ones that are not ready for operation
can impair the function of an escape door. If you use the anti-panic cylinder
in non-approved locks, the escape door function may be impaired and can-
not be released again.

Make sure that all parts of the lock are ready for operation.

Make sure that the panic function of the mortise lock is ensured.
Please refer to the documentation of the lock manufacturer.

Use the anti-panic cylinder within the specified temperature range.

goswoN

Perform a function test after installing the anti-panic cylinder or
changing its battery.

CAUTION
Use of the anti-panic version of the locking cylinder in non-approved
locks

If you use the anti-panic version of the locking cylinder in unauthorised
locks, the escape door function may be impaired and cannot be released
again.

1. Only use the anti-panic version of the locking cylinder in locks for which
the locking cylinder is expressly approved.
2. Please refer to the documentation of the respective lock manufacturer.

3. Contact SimonsVoss Technologies GmbH for further information on this
subject (see Help and other information [» 88]).

Hand injuries from carrier springing back
A spring-loaded carrier is used in the anti-panic construction of the closing cylinder. This carrier
can spring back when it is not installed, causing hand injuries.

iz Do not hold the anti-panic construction of the closing cylinders in the area of the carrier.

IMPORTANT
Damage caused by moisture in outdoor use
Moisture can damage the electronics.

1. If you want to use the locking cylinder for outdoor applications or in high humidity (bathrooms
or washrooms), use the WP version.

2. Carefully insert the locking cylinder to avoid damaging the O-rings.
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Mechanical damage to the thumb turn as a result of obstacles

If the thumb turn can knock against the wall or other objects as a result of the installation situ-
ation, it may become damaged.

iz In such situations, use a suitable door stop.

Mechanical damage to the thumb turn through misuse as door-opener

Some doors are very heavy and solidly constructed. The thumb turn is not suitable for opening
such doors.

1. Don't pull the thumb turn to open doors.

2. Make suitable door openers available (suitable handles) to avoid misuse of the thumb turn.
DoorMonitoring in gear locks

Door monitoring cylinders are not suitable for operation in multi-lock systems with gear (gear
locking devices). Except: DM.AP2, without bolt monitoring.

iz Do not use door monitoring cylinders in gear locking devices.

NOTE

Maintenance interval of not more than one month for emergency exit
locks

As per European standard EN 179, Appendix C, all components in a locking
device must be checked at intervals no greater than one month to ensure
that they are in satisfactory working order as part of emergency exit locking
device maintenance.

Locking up of persons without means of identification

The freely-rotating construction of the closing cylinder can only be opened with a means of iden-
tification from both sides.

iz Ensure that no persons without means of identification are in the secured area.
Length of locking system password

For security reasons, the locking system password must consist of at least 8 characters. The

code length for digital closing cylinders (and for Systerm 3060/3061 and MobileKey) corres-
ponds to 2'°® Bit.

Fault in the interior knob due to moisture

The inner knob of the closing cylinder is of protection class IP40 and is thus not protected from
moisture.

2= Ensure that the interior knob cannot come into contact with water.

Battery changes may only be carried out by trained personnel and only with the intended battery
key (Z4.SCHLUESSEL)!

Programming with obsolete LSM version

New components can only be programmed with the current version of LSM.
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Difficulty of operation of the lock due to stiff latch or bolt

If the latch or bolt of the mortice lock are stiff, the closing cylinder will also be stiff.

iz Check that the latch or the bolt of the mortice lock are free-moving.

Fitting error or incorrect order

If you make a mistake in measuring the door and order a closing cylinder, the closing cylinder will
not fit.

iz Check the dimensions of the door again before ordering.
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3.1

Initial operation

Refer to the 'Digital Locking Cylinder and Half Cylinder — TN4' product
manual for general installation instructions. The manual describes how the
different cylinder versions are fitted.

This DM Cylinder manual that only deals with the special features of the
DM Cylinder. You must comply with the following steps when installing and
putting the DM Cylinder into operation:

i: Replace the cover on the active side with the WaveNet network cover
== Set up the DM Cylinder in LSM and programme the cylinder
== Install the DM Cylinder (see below)

i Use a PC or CommNode Server to put the network into operation locally
(see FAQ entry '"WaveNet via CommNode Server: step by step' under
FAQ in the Support section on the SimonsVoss website [ www.simons-
voss.comy)).

ii Incorporate the cylinder (cylinder's LN.I) into the network; see manual
on WaveNet radio network. You should pay attention to the signal
strength when doing so; the level should not fall below minus 70 dBm.

i2 Perform functional test with an authorised ID medium

Prerequisites

The DM Cylinder imposes the following minimum requirements for the
locking system and LSM:

i= LSM 3.2 SP1 Basic, Business or Professional installed
i G2 or G2+Gl locking system

ii The software LSM.Business with the modules LSM Online and LSM
Network xx (128 or Enterprise) is required for an online connection
(tasks and responses/events) to the DM Cylinder

The appropriate software modules and hardware components must be
installed to ensure door statuses in LSM can be further processed. They
define key events in the locking system and the action required. The person
responsible is thus informed by email if a fire door stays open too long, for
example.

== LSM Business

a2 LSM NETWORK xx

== [ SM ONLINE

i WaveNet components (router and network covers)

Different functions are available, depending on the configuration:
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Offline

Online in LSM
Basic

5. Initial operation
14 /90

Online in LSM
Business

Tracking to
identify who last
locked/unlocked
a door

Upload access
list with SmartCD

Access list with
SmartCD and
WaveNet

Access list with
SmartCD and
WaveNet

Door status

Yes/display in

Yes/display in

monitoring No LSM LSM

Yes. Display i
Transmission of Yes. Display in meastrixlsc%r?;i/ lBra—
alarms to the No matrix when LSM | | &
Matrix < open tion of events

pen. and tasks

Generate events,
such as a pop-up | No No Yes
window
Incorporate lock
with profile cylin- | Yes Yes Yes
der profile
Monitoring of an NG NG Yes (with restric-

SLP* lock

tions)

Tab. I: DM Cylinders in different locking systems

*SLP: self-locking panic lock
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5.2 First steps

5.2.1 Add locking device

Add new locking device

J-»

v You have added a database
v" You have added a locking plan

1. Click on [New locking device]

5. Initial operation
15/90
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Serial number L-D0007 Puto W Configuration

Door no LI _I

Type IGQ Door Monitoring Cylinder ;I

Lock ID o

W Insert door v Addto area

Door/location I Locking system IDf. Kiefer LI

Room number I Area I[SYStEf" arsa) =
Lock of the type selected cannot be added to a G1-only
locking system.

Edit Mew Loply Bt Help

Fig. I: Add new locking device

GEFNNVIEN

Enter a door name
Click on [Apply]
Click on [Finish]

Select the locking device type 'G2 DoorMonitoring Cylinder'
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5.2.2 AddID medium

Add new transponder

5. Initial operation
17790

q ‘ ﬁE\‘E Datapase View Wizards Edit Reports Datarecord Programming Network Options Window Help m’?“?l
s x\ 8 @ a;g\ﬂx E‘E e « » rl‘rx " f;‘C\‘Fw ?

Transponder group

B[ bew moy | Bk | Hep

Serial number T-00004 Asto W [T Deactivated
Owner no ot alid time period
Type IGZ Transponder ;I
Description ’ Transponder issuance
Assigned transponder groups:
Lockin: em | Level | Transponder group | TID GZl G2 Time group SID Bxt |
¥ Set up new person ] Addta gunp
First name Anabell Locking system
Last name Dr. Kisfer [r faefer El
Personnel number [Poo00E  Aw Tt
|[Svsiem group] ;l
Departmert -
Address
Telephone I

idle

PUMBA : COM(™) [TCP port:600T | [Admin | [NUM | a

Fig. 2: Add new transponder
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1. Press [New transponder] button

Select type

Assign person's name

[Apply]

[Finish]

Set authorisation cross in the locking plan

o U A W N
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5.2.3 Programming

Programme locking device

Locking system: John Smith
Door/ock: | Main entrance / L-00001

V¥ PFrogramming Lock

— Programming
¥ Configuration ¥ Password green

V¥ Password ¥ Password blue

V¥ Lock 1D & Locking system (D ¥ Password ed

V¥ Time-zones ¥ Ertended configuration
¥ Holiday list

— Program authorisations
" Don't change
¢ Update
" Benew

Programming

ii Place locking device in front of the programming device - about 20 cm
away

i: Highlight locking device
a2 Press [Programming flash]

= [Programme]
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5.3 Configuration
5.3.1 Locking devices

5.3.1.1 Cylinder

A cylinder's properties can be configured precisely, so that the door
behaves exactly as you wish.

Prerequisites

ii The LSM software needs to be open
ii At least one cylinder has been added to the locking plan
i: You can see the locking plan matrix on the monitor screen

Double-click on the cylinder on the locking plan screen

Name

ﬁEile Database View Wizards Edit Reports Datarecord Programming Metwork Options Window Help ml?"?l

= % B o @ o 6 XE‘Elccr»benf)‘O.‘la?

Name IDnnr | Tlanspnndersl Actlnnsl Mech. Faaturesl Ennhguratlnn.r‘Datal State IAud\tTralII Door Monitaring Statel

Serial number (00DXU3B M
Door Medicine I d o
Type G2 Door Monitoring Cylinder d
Lpply Froperties Add Remove Eit | Help |
idle [PUMBA : COM(*) [TCP port6001 Admin [ [NUM [

Fig. 3:'Name' tab

The cylinder properties are opened. You will see the 'Name' tab

2 You will see the name of the door Click on the name field to change the
name if required
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You can use the serial number to refer to the cylinder with a distinct
identifier. The number is stored in the electronics and engraved into the
cylinder body

The type shows which locking device type it is.

Door

The 'Door' tab provides information on the door

File Database View Wizards Edit Reports Datarecord Programming Metwork Options Window Help

o @ o 6 ‘xm‘éktrrl »xuf:‘o.‘la?

Mame Door |Transponders| Acliuns' Mech. FEatures' Cnnligulatiam’DataI State I Aud\tTrai\I Droor bt onitoring Stalel

0ODXU3B |

idle

| Lock:
5 r Door atiributes for electronic mortice lock
Door designation IMed\cine Il
i Left lock ' Right lock
Location Im 'I Floor - -
" Opens inwards ' Opens outwards
Building no o Room number
Diesign no [l
Door code IDCMW Color no |5
Description Lock type mortise lock 5 I
Distance-H Iﬂ VI
Locks |ﬁnxu3& 7 G2 Door Monttoring Cylinder Distance-V |n |
Time zone Ino LI
i Dioor attributes for cylinder
— The door is assigned to the following areas IR TR ID !
T = = e T Inside dimensions ID mm
Dr. Kigfer Medicine Standard ™ Metal Door
™ Outside
™ Zside lock
™ SmartReader
Manage ™ PIN-Code Teminal
P g device Attributes from the lock Lze
Type: Device: ¥ Non-allocated devices
Config Device LI IDefault LI
Apply | Properties | Add Remove | Exit | Help |

[PUMEA : COM(%) [TCP port:6001 | [Admin | [NUM |

Fig. 4. 'Door' tab

Locking device: ID number for locking device
Door identifier: the door name

Location: this is where the location can be selected if one has been
added

Building: this is where the building can be selected if one has been
added

Floor: the floor on which the door is situated
Room number: identifier for the room number
Door code: the door ID will be generated automatically

Description: field for additional information



MobileKey Locking cylinder (Z4) 5. Initial operation
DoorMonitoring (Manual) 22/90

ii Locking devices: locking devices which are assigned to the door

i: Time zone: list of the time zone plans which can be assigned to the
door. This allows you to authorise certain users to use a door at certain
times only

= Areas: information about the locking system, the area and the level

i Programming device: how is the locking device programmed?

Config device: stationary programming device, such as SmartCD

i LockNode: network module. Flush fitted next to the door

= WaveNet node: CentralNode or RouterNode in connection with an
internal network module (LNL.I). The network card is integrated into
the thumb-turn cover with LN.I

2= Door attributes for mortise lock: detailed information on the lock

=2 Door attributes for locking cylinder: detailed information on the cylinder

Transponders

B8 File Database View Wizards Edit Reports Datarecord Programming Network Options Windew Help mmm
~ ~ - 3
S o @ o & xﬁ‘& e« »»I‘rxvlf:‘o.‘lis?
Mame I Door  Transponders |Acl|nns| Mech. Faaturesl Ennhgulatlnn/DataI State I Aud\tTral\I Door Monitaring Stalel
| Lock: 00DXU3E | | Door: Medicine |1 |
Serial number | Owner | Locking system | Area | Transponder group | TID | Access
0053587 Dr Kiefer, Annabell Dr. Kiefer Medicine = 3203 Exception{G2)
T-D0D05 Dr Becker, Angelika Dr. Kiefer Medicine - 3204 BException{G2)
Total: 2 Exceptions in time zone management
Authorised transponders
’7 ' Target state " Actual state fock) - G1 " Actual state (ock+ransponders) " Programming demand ‘ Prirt view
Apphy Froperties Add Remove Exit | Help |
idle |PUMBA : COM(™) [TCP port:6001 Admin | NUM |

Fig. 5:'Transponders' tab

The 'Transponders' tab lists the authorised transponders
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Actions

BES File Database View Wizards Edit Reports Datarecord Programming MNetwork Options Windew Help
fa n >
s x o @ o & E‘E Moq b»l‘»x »10‘0.‘5

Mame I Daor I Transponders  Actions I Mech. Faaturesl Ennligulatinn/DataI State I Aud\tTrai\I Daor Manitoring ‘Stalel

Lock: 00DXU3E | | Door: Medicine |1

Date | Type | User | Description | Do... |
201408.14 22:24  Door staysopen alongtime  TaskSvr
201408142224  Door stays open a long time ~ TaskSvr
2014.08.14 22:23  Door stays open along time  TaskSvr
20140814 22:23  Manipulation of magnetic fi... TaskSvr
201408142223 Door stays open a long time ~ TaskSvr
20140814 22:22  Manipulation of magneticfi... TaskSwr
20140814 22:22 Door staysopen alongtime  TaskSvr
20140814 22:22  Manipulation of magnetic fi TaskSvr
201408142221  Last programmed Admin
20140814 22:21  Door staysopen alongtime  TaskSvr
201408142215  Manipulation of magnetic fi TaskSvr
201408142218  Manipulation of magneticfi... TaskSwr
20140814 22:18  Manipulation of magnetic fi... TaskSvr
20140814 22:18  Manipulation of magnetic fi TaskSvr
2014.081209:54  Manipulation of magneticfi... TaskSwr
2014.08.1110:42  Removed Admin
20140811 10:36  Scheduled battery change Admin
2014.08.07 11:32  Manipulation of magneticfi... TaskSwr
2014.08.07 11:32  Manipulation of magnetic fi... TaskSvr
20140807 11:32  Manipulation of magnetic fi... TaskSvr
2014.08.07 11:32  Manipulation of magneticfi... TaskSwr
2014.08.07 11:32  Manipulation of magnetic fi... TaskSvr
20140807 11:19  Manipulation of magnetic fi... TaskSvr
2014.08.0711:19  Door stays open a long time~ TaskSwr
2014.08.07 11:01  Manipulation of magneticfi... TaskSvr
20140807 11:01  Manipulation of magneticfi... TaskSvr
20140807 10:34  Door stays open a long time ~ TaskSvr
2014.08.07 10:33  Door stays open alongtime  TaskSvr
20140807 10:33  Manipulation of magnetic fi... TaskSvr
20140807 10:33  Manipulation of magnetic fi TaskSvr
INANRNT 1032 Maninulation of mannatinfi TaskSur

Froperties Remove Help |

[PUMBA : COM(™) [TCP port:6001 | [Admin | [NUM |

Fig. 6:'Actions' tab

The 'Actions' tab lists the completed programming processes
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[T Save document in the Actions list

You can also log additional actions by pressing [Add]. You can use a pull-
down menu to select different actions

i: Removed
ii Replaced
i Installed
i Last battery replacement

i: Scheduled battery replacement
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Features

BES File Database View Wizards Edit Reports Datarecord Programming MNetwork Options Windew Help

o @ o 6 xm‘élcqpbl‘mur)‘q‘ﬁ?

Mame I Daor I Transpnndersl Aetions  Mech. Features IEnnligulatinn/Datal State I Aud\tTrai\I Daor Manitoring ‘Stalel

| Lock: 00DXU3E | | Door: Medicine |1

Product: G2 Door Monitoring Cyfinder
Serial number: 0DDXU3B

r— Attributes for cylinder Data

Order data Z4 3535 DM FD.ZK.G2 Device class G2 Door Monitoring Cyir
Outside dimensions PHI 00DXLI3E
Inside dimensions Profile release 5

| Description

FD Both sides free spinning
ZK Audit Trail / Time Zone Management

Froperties Remove Help |

[PUMBA : COM(™) [TCP port:6001 | [Admin | [NUM |

Fig. 7:'Features' tab

The 'Features' tab provides detailed information on the locking device

Locking device: the serial number of the cylinder. The PHI number is
given as standard. You can enter your own serial number as an
alternative

Door: door name
Ordering information: item code of locking device

Outside dimension: length of the cylinder from the fastening screw
thread to the outer edge of the profile cylinder

Inside dimension: length of the cylinder from the fastening screw thread
to the inner edge of the profile cylinder

There is more information in the table, depending on the locking device
type
Device class: specification of the locking device class

PHI: Physical Hardware Identifier. A unique ID number for components

Profile release: the profile version
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Configuration/data

EE”E Database View Wizards Edit Reports Datarecord Programming MNetwork Options Window Help

o 6 xm‘élcqprl‘mu!)‘q‘l{,

Mame I Daor I Transpnndersl Aclinnsl Mech Features Configuration/D ata |State I Aud\tTrai\I Daor Manitoring ‘Stalel

| Lock:

00DXU3E ‘ | Door: Medicine |1

r— Target - Actual

Locking system D
Lock ID
137

Locking system D

|'|19|]1

Lock ID
[137

Firmware

3512
Pulse length

|5 e
¥ Audi trail

¥ Time zone management

¥ Log unauthorised attempts

I~ Gatewsy

™ Flip Aop

™ Mo acoustic battery wamings

™ Time switching

™ Pemit exceptions in time zone management

Pulse length

|5 Sec.
¥ Audt trail

v Time zone management

v Log unauthorised attempts

T Gateway

™ Fiip Alop

™ Mo acoustic battery wamings

[™ Time switching

™ Pemit exceptions in time zone management
[ No audible feedback

™ Cadinterface

Public holiday list valid urtil 20.07.24 08:59:48

Last d
’7 Time zones:

Public holiday lists

23.07.14 08:59:46
23.07.14 08:59:48

Time zones: nonexistent

"Last modified

Public holiday lists: nonexistent

Attention! Changing this data can make it impossible

Monitoring configuration | : Talo
0 program the lo

Bxended configuration |

The lock’s actual state will be set to zero

Software reset

Froperties | Remove Help |

soply |

[PUMBA : COM(™) [TCP port:6001 | [Admin | [NUM |

Fig. 8:'Configuration/data' tab

The locking device is configured in the 'Configuration/data’ tab

You will see two sections: a target value and a current value section.
The target value section allows you to configure how components
should behave. The two sections will be identical once you have
programmed the changes

Pulse length: how long should the cylinder engage to open? 1-25 sec

Access control: the cylinder logs which particular transponder is used at
a particular time. The .ZK option is required

Time zone control: certain people can open the door at specific times
only. The .ZK option is required

Logging unauthorised attempted access events: the cylinder logs when
someone tries to open doors which they are not authorised to use

Flip flop: the cylinder engages permanently until another authorisation is
implemented. If flip-flop mode is selected, bolt monitoring in the
DoorMonitoring Cylinder must be deactivated. The bolt position is only
displayed correctly if FF mode is deactivated
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== No audible battery warnings: the cylinder does not emit an audible
signal when the battery needs changing

== Time switch-over function: the cylinder engages automatically/
manually at a specific time. You can set its exact behaviour under
'Extended configuration.' If the time switch-over function is selected,
bolt monitoring in the DoorMonitoring Cylinder must be deactivated.
The bolt position is only displayed correctly when the time switch-over
function is deactivated

== Allow exceptions in time zone management (LSM Business and higher):
exceptions can be configured in time zone management

== No audible programming feedback signals: the locking cylinder does not
emit audible signals during the programming process

i: Cardinterface: if a card reader is fitted to the cylinder, this is where you
can activate the function.

i: Extended configuration: this is where you can configure time switch-
over behaviour. These options are active as soon as a time zone plan
has been created

i: Automatic engage: the locking device automatically engages at the
pre-set time

== Manual engage: the locking device automatically disengages at the
pre-set time. The locking device automatically engages when
actuated with a transponder

i Automatic disengage: the locking device automatically disengages
at the pre-set time

ii Manual disengage: the locking device remains engaged at the pre-
set time. The locking device permanently disengages when
authorised

i2 Transponder always active: authorised ID media are able to continue
to lock the locking device while the locking device is engaged

Transponder only active if disengaged: authorised ID media are not
able to lock the locking device while the locking device is engaged

ii Software reset: the current status is re-set in the software, to re-
programme components which have not been programmed
completely, for example
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Monitoring configuration

~ Target —Actual
r~ Door open settings Door open settings
Read interval for the fastening screw |2 'l Sec. Read interval for the fastening screw 2] 'l 5ec:
"Door open too long” event after ID 2 'l Min. "Door open too long” event after 0z VI Min.
r~ Lock bolt ~Lock balt
Number of tums to lock Ig.t,_,m - I Number of tums to lock 24um -
"Door securely locked" bolt postion |2 .l "Doar secursly locked" bolt position 2 =
r Events ~Events
r— Logging in the access list r~ Logging in the access list
¥ "Door open” events ¥ "Door open” events
[¥ Lock bolt events [V Lock bokt events
r Transmission in the network r Transmission in the network
[¥ "Dooropen” events ¥ "Door open” events
[¥ Lock bolt events [V Lock bolt events
¥ Logging / transmission of alams in the network ¥ Logging / transmission of alams in the netwark
Cancel |

Fig. 9:'Monitoring configuration' menu

NOTE

The monitoring configuration has a direct influence on power consump-
tion in the cylinder.

The shorter the sampling interval is set for the fastening screw, the greater
power consumption is.

NOTE

Changes to Door Monitoring configuration do not come into effect until
the cylinder has been programmed

i Sampling interval for the fastening screw: The sensor in the fastening
screw scans the magnetic field at adjustable intervals. The shorter the
sampling interval is set, the more complete monitoring is, but also the
greater power consumption is in the cylinder. A practical compromise
between effective door monitoring and efficient power consumption
would be 2 to 3 seconds. The function can also be switched off if
opening of the door is not to be logged. Setting: off

i: 'Door open too long' event after: a signal is sent to LSM after the pre-set
time interval.
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i Number of turns to lock: Depending on the lock, the bolt is fully
extended after one or a number of turns, thus locking the door securely.
You can set the number of turns in these menu items.

NOTE

The bolt position is not monitored in the .AP2 Anti-Panic Cylinder.
Select 'Off' for the number of turns for the .AP2 Cylinder

Select 'Off' for door securely locked position for the .AP2 Cylinder

ii Logging of access list: this is where you enter whether 'Door open' and
dead bolt events are to be saved to the access list

ii Transmission in the network: this is where you enter whether 'Door

open' and dead bolt events are to be saved in LSM via the WaveNet
network

i Logging/forwarding of alarms in the network: this is where you enter
whether alarms are to be saved in LSM via the WaveNet network.
Forwarding must also be configured for the LN.I via 'Network' »
'Administer WaveNet.' The alarm alerts transmitted are:

= Door open too long

Tampering attempt

ii Dooris open even though it registers as locked or securely locked

NOTE

If events are not logged in the access list, it will not be possible to estab-
lish at a later point in time who has used a particular door.

Status

‘ Lock: 00DXU3B ‘ ‘ Door: Medicine 1

— State during |ast read-out:

Batteny status QK

[~ Emergency release
™ Deactivated

[~ Engaged

[~ Storage mode

Fig. 10:'Status' tab

The 'Status' tab shows the last status read in the locking device

i Battery status: indicates whether the batteries need to be replaced
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ii Emergency release: the software uses an emergency release to engage
the cylinder

i: Deactivated: the cylinder is deactivated. The cylinder will not engage
even if an authorised transponder is used.

i Engaged: the cylinder is engaged.

== Storage mode: the batteries have discharged beyond the second
warning level and the cylinder is in storage mode. This mode can be
deactivated for 30 seconds using a G2 battery replacement
transponder. The cylinder can then be opened with an authorised
transponder during this time.

Access list

EEHE Database View Wizards Edit Reports Datarecord Programming Metwork Options Window Help mmm
S’X"ﬂ... o 6 XE‘E M« bbl‘bxblf)‘o.‘ﬁs?

Mame I Dioar | Tlanspnndersl Actinnsl Mech. Faaturesl Ennfiguratinm‘Datal State  Audit Trail |DnnrMnnilnring Statel

| Lock 00DXU3E ‘ | Door: Medicine |1 |
Date | Owner | Serial number | TID | Locking component | ~
2014.07.22 14:35 Communication failure - 65465 -
2014.07.22 14:35 Communication failure = 65465 -
2014.0722 14:35 Communication failure = 65465 -
2014.07.22 14:28 Communication failure - 65465 -
2014.07.22 14:27 Communication failure - 65465 -
2014.07 22 14:27  Communication failure = 6b465 -
2014.07.22 14:27 Communication failure - 65465 -
2014.07.22 14:24 Communication failure = 65465 -
2014.07.22 14:24 Communication failure - 65465 -
2014.07 22 1416 Stulpschrauben-Manipulation - 65457 -
2014.0722 1416 Magnetische Manipulation - 65456 -
2014.07.22 14:16 Tirwurde geschlossen - 65425 -
2014.07.22 1415 Tirwurde gedffnet - 65424
2014.07 22 14:14 Magnetische Manipulation - 65456 -
2014.07.22 1414 Tor wurde gedfinet = 65424 -
2014.07.22 14:14 Tir wurde geschlossen - 65427 -
2014.07.22 14:14 Magnetische Manipulation - 65456 -
2014.072213:25  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2212:26  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2213:26  Dr Kiefer, Annabell 0053587 3203 -
2014.07.2213:25  Dr Kiefer, Annabell 0053587 3203 - %

Print view Delete Audit Trail | ™ Audit Trail for door

Apply Properties Add Remowe Help |

idle [PUMBA : COM{*) [TCP port6001 | [Admin | [NUM | 4

Fig. T1:'Access list' tab

Locking devices with the .ZK option log authorised accesses with the date,
time, name serial number and transponder 1D

Access list for door: if more than one locking device is fitted to the door,
accesses with all locking devices can be displayed
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Click on [Print preview] to export the access list. You can use the print
preview to print or export the list. Possible formats are:
PDF, TXT, RPT,REC, CSV, TTX, HTML 3.2 /4.0, XLS, RTF, ODBC and XML

Door monitoring status

ES File Database View Wizards Edit Reports Datarecord Programming MNetwork Options Window Help S
B O fm] = = 5

= X H§ 0@ o6 X BBl 8| l« « » o [X M 0 R ?
Mame ] Door I Tlanspondars] Actions] Mech. Faaturesl Comfiguratiom‘Data} State ]Aud\tTraiI Diaor Manitaring State ]

Lock 00DXU3B Door: Medicine 11

Current door status: Last update:

Docris closed EM 08.16 12:37:43

Lock bolt pesition F Last emor:

g

Help

idle PUMBA : COM(*) |TCP port:6001 Adrmin NUM

Fig. 12:'Door monitoring status' tab

The 'Door monitoring status' tab shows the last status read in the locking
device. You have two options for the status:
- The status is read automatically via an LN.I whenever a change occurs

or

- Read manually 'Programming' » Read locking device
=2 Current door status:

i= Door open too long

== Door open

== Door closed

=2 Door locked

i2 Door securely locked
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:2 Lock bolt position: Bolt Position 0-4, depending on the number of turns
to lock

== Lasterror:
== undefined door status
i= Door open too long
i: Fastening screw has been manipulated (has been removed)

i Magnetic field manipulation (fastening screw magnetic field too
extensive)

i2 Door has been forced open (door is opened despite locking)

i= Reset: error messages must be reset manually

5.3.2 Network

The DoorMonitoring Cylinder allows the door status to be sent to LSM
within seconds. The information is transmitted via the SimonsVoss
WaveNet network

You will find detailed information on WaveNet installation in the WaveNet
manual on the SimonsVoss website

Installing hardware

The easiest way to install is using a CentralNode and an LN

= WNM.CN.UR.IO: CentralNode with USB connection to PC and wireless
interface for locking devices

== WNM.LN.I: thumb-turn network cover for a TN4 Cylinder for direct
networking
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A database has been added
The locking plan has been added
A DoorMonitoring Cylinder has been added and programmed

NEENENEN

A transponder has been added and programmed with authorisation for
the DM Cylinder

The CentralNode is connect to the PC with a USB cable
The drivers for the CentralNode are installed

WaveNet Manager is installed

LSMis open

AN

WwaveMet Manager: ID:'\.-’-\rbeit\2D1 805 win'WW aveNet-Manager_ENYwWaveN ett anager exe

El
|

Output file: ID:\.-’-‘«rbeit\2D1 P ADSwintwf avehlet-banager_EMywntop.cay

coce|

1. Start WaveNet Manager (Network > WaveNet manager)
2. Set the path for the WaveNetManager.exe and the output file
3. Click on [Start]

E nter WaveM et configuration paszword
[mawx. 8 characterz].

I [ Do not azk for pazsword again,
| k. I

4. |ssue a password for the WaveNet components. Click on [OK] to pro-
ceed
- WaveNet Manager will start
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Metwork 1D: DD4F Radio channel: 1

—Search in wiew for Chip ID or addreszs iew

I | Start zearch I Minimize I

Search for next | b aximize |

5. Double-click on 'WaveNet_11_5' or 'WaveNet 8 8'to start administra-
tion
—  Administration will open
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" Update topology [ Optimized

™ Find CN_LIE), RN_ER] ar RN_\W[]
" Find Chip ID

™ “waveMet statistics

Ok,

6. Select 'Add CN_U(X), CN_S(X), RN_E(X) or RN_W(X).' Click on [OK] to
proceed

7. Change the radio frequency if necessary. Click on [Yes] to proceed
— The CentralNode is part of the network topology

Metwark 1D: 0D4F Radio channel: 1

B WwhaveMet_11_5
CH_UR_ID [0x0004,_0=0027; 0000B 250 | COMT

8. Double-click on the entry for the CentralNode
L CentralNode administration launches
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— Configuration

" Replace with Chip ID IDDDDE 250

" Reset/delete
£ Move to another master segment

140 configuration

— M aintenance

" Search master zegment

" Update branch I~ Optimized

" Find Chip ID
" Ping
" Restart

" Set output and [/0 status

The mazter segment conzistz of 1,25 LM_[+] and 0/4 routers.

9. Highlight 'Search by chip ID.' Click on [OK] to proceed

10. Enter the network cover chip ID. You will find the chip ID on the network
cover box and on the inside of the cover. Click on [Start] to proceed
— The LN.| has been assigned to the CentralNode

11. [Apply] and [Finish]
= The mask to import the topology will open

File:: ID:\.l\rbeﬂ\Zm4\."\DSw1'n\WaveNet-Managef_EN\wntop.csv Import |

Segment | Address Segment | Address | Screen | Netwar... | CN address | MNode ty... | Name | Chip ID |
0008 000 0020 (x0021 Ddfed DeOd4f 1000 C WNNode_000a 00008250

12. Click on [OK] to proceed
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13. Double-click on the cylinder in the locking plan. This will open the cylin-
der properties

14. Open the 'Door' tab

Programming device
Type: Device: v Non-allocated devices
IWa'u'enei nodes ;I IWNNnde_DDEE ;I

15. Change the type of config device to WaveNet node in the 'Programming
device' section, so that programming tasks are implemented on the
network

16. Click on [Apply] and [Finish] to proceed
- The network is now set up ready for use
— Programming tasks are now performed via the WaveNet node

Collective tasks

You can programme several locking devices at the same time using
'Collective tasks'

Click on 'Network' and select 'Collective tasks' » "WaveNet node'
Highlight the components which are to be programmed

Click on [Configure automatically]

rwN =

The programming tasks are distributed via the network

Forward status change

The forwarding of status changes must be activated for locking devices

1. Click on 'Network' in the menu and select 'Administer WaveNet'

Net ID O Dd 4 Modes/addresses
» Mame Segment | Address | Chip 1D | Connection device | Dioor
- Segment administration ———————————— | WNNode 0002 (x0020 D01 0000BZ..  WN CentralNode : PUMBA : COM7
T lm—Ll WNNode 0026 WN CertralNode : PUMBA - COM7 Medicine Il

Description

‘Wavenet radio or wire segmert

[ Display all Wavenet nodes

New | Edit |
Delete | Manage |
Add new nodes to the segment: ————————————————
Start address: D021
Mumber of nodes: 1
Add |

Apply Test Properties Delete
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2. Select the network segment with the locking device in Segment admin-
istration

3. Highlight the locking device and open [Properties]

Mame: WMNMNode 0026
Mode type LockMNode
Interfaces: LNI

Chip 1D DODDESEF

Address: Iib:D'I]EE

Firmware 16.1 Firmware TM

Connection device: |WHN CentralMode : FUMBA, : COMY

Diescription:

— State
[T Output is set
[~ Input 1
[~ Input 2
[~ Input 3
[~ Battery state critical

—Configuration
¥ Activate event forwarding

Programming [ Programming demand

Apply

4. Highlight 'Activate forwarding of events' in the 'Configuration' section
5. Click on 'Programme’
- Forwarding of events is now set up
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Reset/replace LockNode

If the DM Cylinder does not automatically forward status changes to the
door after configuration and initial operation, the LockNode may be
configured incorrectly. If this is the case, reset the LockNode. You can also
replace a LockNode using the same process.

v" The locking plan is open
v" The 'Network' column is visible in the locking plan

1. Find the LockNode WaveNet address. Position the mouse cursor on the
'W' for the locking device and write down the address

2. Launch WaveNet Manager using 'Network' » "WaveNet manager'
3. Right-click on the locking device

4. If the LockNode is reset, select 'Replace with chip ID' and maintain the
ID entered

5. If the LockNode is being replaced, enter the new chip ID

6. Activate event forwarding by selecting 'Network' » 'Administer Wave-
Net'
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7. Select the segment with the LN.I and open [Properties]

Mame: WhHNode_0026
Mode type LockMNode
Interfaces: LMI

Chip 1D: DO00ESEF

Address: I{h:D'IJE'E

Firmware 16.1 Firmware TM

Connection device: |WH CentralMode : FUMBA ; COM7Y

Description:

— State

[T Output is set

[~ Input 1

[~ Input 2

[~ Input 3

[~ Battery state critical

—Configuration
v Activate event forwarding

Programming ™ Programming demand

Apply

8. Highlight 'Activate forwarding of events'
9. Click on [Apply]
10. Click on [Programme]

5.3.21 CommNode server

Door statuses can be transmitted via the CoommNode server in the LSM
software. This enables you to manage tasks and events over the network.
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5322

v' LSM software is installed.

v" In the case of LSM Business, you also need to set up the Comm Node
server.

v' LSB Basic: the module for LSM Network 128 is enabled.

v LSB Business: the modules LSM Network XX, LSM CommNode and
LSM Online are enabled.

v' Advantage Database server installed and launched (for LSM Business)

v" You have administrator rights.

1. Install the CommNode server using the software DVD. Execute the
commnode_setup_3_x_xx.exe file to do so

2. Afterinstallation, execute the 'install_CommNodeSvr.bat' file

3. The configuration files must be generated before the CommNode server
service can be started. 'Network' » 'Communication node' » [New]

4. 'Network' » 'Task manager'

5. Generate config files. 'Network' » 'Communication node' » [Config files]

6. Copy the netcfg.xml, appcfg.xml and msgcfg.xm files into the
'SimonsVoss Comm Node server' installation directory. Ensure that the
CommNode server has write accesses to the installation directory

7. Start the 'SimonsVoss CormmNode server' service

You will find details on CommNode Server installation in the 'IT
administration' software manual. You will find all manuals in the download
section on the SimonsVoss website

Tasks

A taskis a pre-defined job within LSM which the system is to carry out
automatically. Such a task can be defined for one or more locking devices.
The system can be configured in such a way that the tasks should be
performed at a specific time or on a periodical basis.

These functions require that the system can be reached at all times. That is
why they are only available in LSM Business with the LSM.Online module.

The tasks are set with priorities, so urgent tasks are performed first. You
can determine the performance modalities (times, periods and type of
task) using the menu item on the user interface. You can find more
information in the 'LSM online' manual.

Two different tasks can be configured for the DM Cylinder, which are
described in detail below:

== Configure DM Cylinder
iz Read DM Cylinder
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Task: DM Cylinder configuration

v CommNode server installed and launched

Metwork | Options Window Help

Activate Lock

Group orders b

Event manager
Task manager

32 services

Communication nodes

Local connections

Administer LON networknodes
Administer Wavenet nodes
Unified messaging

Current configuration

Import Wavenet topology
WaveMNetmanager
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1. Launch Task Manager by selecting 'Network' » 'Task manager'
Task manager - *®
MName | MNext runtime | Last rurtime | State | Last result |
— Task service Highlighted process
Ez;kmsm;esgrli:vem service run on the following ’7 G | Activate | r— State
|SANTABARBARA : CommMNodsSry -l
Apply Mew | Delete |
Start | Not available Stop |
Log file | Hep | Bt |
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2. Create a task by clicking on [New]

Mame: DM Configuration
Description: |

Type: Configure door monitoring
Status:
¥ Activated (start planned task as stated)

— Execute
* Once
™ Repetition interval

£ Az reaction to an event

Start time: 13:16 =

Start date- 07 Aogust 2014

Hepetition mterval:

Al 2

— Locks/network nodes

Edit Display status |

Cancel

3. Assign a name to the tasks
4. Select the type of task, e.g. 'Configure DoorMonitoring'
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5. Set the repeat interval

—Ewvents

Logging in the access list

v "Door open" events
v Lock bolt events

Tranzmiz=zion in the network,

v "Door open'' events

v Lock bolt events

v Logging / tranzmizzion of alarms in the network

6. Click on [Options] for other settings

Logging 'Door open' events

Logging of dead bolt events

Forwarding of 'Door open' events

Forwarding of dead bolt events

Event logging/forwarding of alarms in the network

rrrrr
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Medicine |1 / DDDXLI3B

< - Add al |
Remove - = |
Remove all - = |

7. Click on [Edit] in the 'Locking devices/network nodes' section
— Door administration will open. This is where you select the doors for
the task
8. Click on [OK] to exit the task menu
9. Click on [Finish] to exit Task Manager

10. Confirm the prompt by pressing 'Yes' if the configuration is to be forwar-
ded directly

11. Acknowledge the prompt by pressing 'No' if you would like to forward
the configuration manually at a later stage using the 'Communication
node' menu

— The task has been set up completely

5.3.2.3 Events

Events in the network are linked to one or more targeted responses in Event
Manager. The LSM software can trigger a pre-set response to certain
events, such as an open door. Responses include a pop-up message on a
computer in the network, activation of an alarm siren and an email sent to
the security officer's mobile 'phone. You can enter the day of the week and
time to determine the time period within which a response is to be given to
an event.



MobileKey Locking cylinder (Z4) 5. Initial operation
DoorMonitoring (Manual) 47/90

Special events have been created for the DoorMonitoring Cylinder. This
section gives a short overview of Event Manager and events. You can find
more information in the 'LSM — online' manual

v" LSM Business or Professional
v Locking device network connection
v" Online module licensed

MNetwork Options Window Help
Activate Lock

Group orders b

Event manager
Task manager

G2 services

Communication nodes

Local connections

Administer LOMN networknodes
Administer Wavenet nodes
Unified messaging

Current configuration

Import Wavenet topology
WavelMNetmanager
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1. Click on 'Network' » 'Event manager' to open event manager

2. Click on [New] to create an event

(* Message
" Waming
" Alam

Conrfigure times

3. Select 'DoorMonitoring event' as the type and assign a name for the
event
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4. Click on [Configure event]

Event type: Door stays open too long

— Options
¥ Door open too long
[ Door has been closed again

5. Select the event type and required option
- Door status | Options: 'Door open' / 'Door closed'
- Dead bolt movement | Options: 'Door not locked' / 'Door locked' /
'Door securely locked'
- Door stays open too long | Options: 'Door open too long' / 'Door locked
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again'
- Manipulation attempt
- Hardware error

Free

Medicine |1 / DODXLI3BE Examination 1./ L-00003
Bxamination 2 / L-00004

) Lab / L0006
i Main entrance / D0C194B
Medicine / 00005

< -Add | Side entrance / L-00001
Watting room / L-00002
Remove - > |

Remove all - > |

6. Click on [Select] in 'Locking devices'
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7. Add the locking devices for the event

Mame: Send mail

Description:

Type:

Configure reaction

v Activated

| OK I

8. Create a response to the event. Click on [New]

9. Select the type of response time and assign a name
- Execute file: A program is started, such as batch file
- Email: forwarding of a pre-defined email to a specific recipient group
- Network task: this is where you can carry out a specific task over the
SimonsVoss network, e.g. remote opening
- Network message: forwarding of a message to a predetermined net-
work computer over the IT network
- Log file: the event is recorded in a log file for subsequent analysis

10. Click on [Configure response] to set up a response

11. Click on [Configure time] to set the time period for the event
12. Exit the set-up wizard and accept the prompt by pressing 'Yes'
“ The eventis now fully configured

5.3.3 Access list

You can configure the number of accesses which are forwarded to LSM
from a locking device's access list. As every status change which the DM
Cylinder logs is saved as a dataset in the access list, it is best to select the
setting in accordance with typical requirements.

The settings apply to all .ZK locking devices
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NOTE

Power consumption rises as the amount of data read increases

The greater the amount of data transmitted is, the longer the read process
takes

— Mamow down Audit Trails

™ Do not limit

% By time:

™ By number:

Fig. 13: Access list
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Uptions | Window Help

Matrix view

Print

Additional celumns b
Log

Automatic numbering
Advanced

Reports

MNetwork

Audit Trails

User password security

1. Click on [Options] in the menu
2. Select [Access list]

3. Configure access list transmission:
- Unrestricted
- Time-restricted
- Restricted by number

5.4 Installation and fitting

Installation instructions
The DM Cylinder is installed in the same way as any other SimonsVoss
digital cylinder

Batteries are already installed when the product is delivered. The cylinder is
ready for immediate use
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When installing the digital locking cylinder, ensure that there are no sources
of low-frequency interference in the surrounding area. Typical sources are:

i Switch-mode power supply units

i High-voltage power lines

= Generators

i Frequency converters

Locking cylinders should be installed at least 0.5 m from one another while
SmartRelays or activation units should be 1.5 m from one another

The locking cylinder housing may only project a maximum of 3 mm from
the door in outdoor areas; a profile cylinder escutcheon or fitting should be
used if necessary

You must not strike the thumb-turns when installing the cylinder

NOTE

The DoorMonitoring Cylinder must not be fitted with conventional
fastening screws

Conventional fastening screws may permanently damage the cylinder

1. The DM Cylinder must be fitted with a fastening screw especially
manufactured for the cylinder

2. The fastening screw is not included in the supply package and must be
ordered separately

The standard fastening screw is available for a backset between 25 mm
and 110 mm at 5 mm increments. You must indicate the lock backset when
you order. If you use a fastening screw which is too short, the screw will not
be able to provide a firm grip; if you use one which is too long, you cannot
screw it fully within the door leaf

The head of the fixing screw features a sensor. The screw is tightened using
a special screwdriver or adapter. If a conventional slot screwdriver is used,
it could permanently damage the screw and the sensor

Lock standards specify that the hole diameter for the fastening screw must
be at least 5.4mm. Some locks are supplied with a smaller drill hole. If this
is the case, you can make it larger with a 5.5-mm steel drill bit

Installation

There is a thumb-turn with electronics and a thumb-turn without
electronics in digital locking cylinders. The thumb-turn electronics must be
removed for installation. The electronics thumb-turn is on the inside for
almost all cylinders. The few exceptions are:

22 Comfort Cylinder: .CO
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Swiss Round Cylinder: .SR

The word 'IN" is engraved on the cylinder body on inside of the cylinder

The thumb-turn without electronics is merely attached in position when
delivered and can be easily removed

j—

N oo ous W

Outside thumb-turn (without electronics)
Locking disc with opening

Installation and battery key

Installation key (not for battery replacement)
Side marking

Recessed grip ring

Inside thumb-turn (with electronics)

Remove the thumb-turn without electronics
Insert the cylinder through the lock
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3. Fasten the cylinder with the appropriate fastening screw. Do not fasten
screw tightly. Use the correct screwdriver only

NOTE

If you tighten the fastening screw too firmly, this may cause the locking
cylinder to malfunction in the lock (e.g. it may jam).

Tighten the fastening screw firmly by hand (max. 3.5 Nm)
Do not use a battery-operated screwdriver

NOTE

A conventional screwdriver can damage the sensor in the fastening
screw

Tighten the fastening screw with the appropriate screwdriver only

5.4.

4. Replace the thumb-turn and rotate until the thumb-turn grips into the
indents in the flange

U1

Place the installation key on the outer thumb-turn in such a way that
the two teeth lock into the outer thumb-turn; if necessary, turn the
thumb-turn until both teeth engage into the locking disc

o

Lock the thumb-turn into position again by rotating it 30° in a clockwise
direction

Magnet installation

The sensor in the fastening screw works magnetically. Therefore you have
to glue the magnetic plates, which are attached to the fastening screw,
into the door frame. Then perform a function test.

One or more magnetic plates need to be glued on, depending on the door
and frame material and the gap width

NOTE

Overdrive of the sensor

If you mount too many plates, the magnetic field becomes too strong. The
sensor in the fastening screw is then overridden and no longer responds.
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NOTE

Lack of adhesive strength due to unsuitable support surface
Dust, dirt and grease reduce the adhesive strength of the magnetic plate.
The magnetic plate may fall down and cause malfunction.

ii Make sure that the surface is clean and free of grease before applying
magnetic plates.

5.4.2

1. Glue the magnetic plates loosely into the door frame so that the plates
are opposite the head of the fastening screw.

2. Close the door carefully so that the latch almost clicks into place.

3. Ifthedisplay in the LSM jumps from "open" to "closed" when the door is
almost closead:
- Reduce the number of magnetic plates.
- Move the plate further in the direction of the centre of the frame.
- Reduce the size of the plate.
4. Close the door.
“ The indicator in LSM must change from 'open' to 'closed.' If this not
the case, the magnetic field is too weak for the sensor. Stick an
additional plate on the door frame and repeat the test.

Functions test

The functions test verifies that the complete communication chain from
the sensors to LSM function correctly

The following tests need to be performed

v' The locking plan is open

v" The DM cylinder is incorporated into the SimonsVoss network
(WaveNet)

v" The DoorMonitoring status is displayed in the locking plan

—or -
v' The properties in the cylinder 'Door monitoring status' tab are open
v' The individual test results can be checked in LSM

1. Opening the door
2. Closing the door

3. Rotate the cam bit once » lock. Repeat until the bolt is fully extended,
depending on the number of turns required in the lock

4. Rotate the cam bit once » open. Repeat until the bolt is fully withdrawn,
depending on the number of turns required in the lock

5. Opening the door
6. Leave the door open until the 'Door open too long' message appears
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Calibration tool

This offline cylinder test is carried out with a separate calibration tool if the
DoorMonitoring cylinder is set up or operated offline or the test is part of an
error search if statuses are incorrectly displayed or are not displayed at all
during an online test.

We recommend the calibration tool if

i= The DoorMonitoring Cylinder is not networked. In such a case, you can
check status changes with the tool

== The DoorMonitoring Cylinder is being set up by one person. In such a
case, status changes cannot be checked directly in LSM

== The functioning of the DoorMonitoring Cylinder is to be checked for error
diagnosis

The calibration tool is installed on an external portable computer and
connected to LSM Mobile. A programming device connected to the
computer is required

Installing the calibration tool

Install the calibration tool on a portable computer, so that the cylinder can
be checked on the door

Insert the LSM software CD and launch the installation routine
(DMCalibrate_3_x_xx.exe)

Follow the instructions in the installation wizard

Exporting configuration

v" A DoorMonitoring Cylinder has been added to the locking plan and
programmed

v" The calibration tool is installed on an external portable computer

v ASmartCD.G2 programming device is connected

1. Launch the 'DM Calibrate' software
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2. The DoorMonitoring Cylinder configuration data is exported in the same
way as to LSM Mobile

File | Database View Wizards Edit FReports Datarecord Programming

5 Pr?nt... | Ctrl+P ‘ x ﬁ
Print Preview
Lo Printer Setup...
ﬁ Export to LSM Mobile k L5M Mobile PDA
= Import from L5M Mobile k L5M Mobile PC
Exported tasks Prepare task

3. Click on 'File' in the menu

4. Select 'Export to LSM Mobile' » 'LSM Mobile PC'

Handheld PDA user: [ admin ~|

Please select one or more Dr. Kiefer
locking systems in the list.

[ Alllocking systems

™ &pply filter: I
Bxchange folder:  |D:\DR_Kiefer

| L

5. Select the locking system
6. Indicate the folder where the programming tasks are to be saved

[ Al Locks
[~ Locks with programming demand

¥ Tranzmit complete lizt of authorizations Fitter: no

[V Hide already exported locks

Select locks: Selected: 10of 8
Door | Area | Locking system |
Examination 1/ L-D0003 Dr. Kiefer
Examination 2 / L-00004 Dr. Kiefer
Lab / L-0D00E Dr. Kiefer
Main entrance / 00C194B Dr. Kifer
Side entrance / L-00001 Dr. Kifer
Watting room / L-D0002 Dr. Kiefer
Medicine / L-00005 Medicine Dr. Kiefer

Medicine Il / DODXU38
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7. Highlight the locking devices which are to be exported

Selected: 10f 1

Locks | Sye | Task | Allowed | Expiry date | Number |
Medicine 11/00DXU38 no PLZ PLZOR Thu, 21.08.14 15:39 1

Unknown lock Thu, 21.08.14 15:33

— Tasks — Allowed

¥ (P) Programming ¥ {P) Programming

[T (T Read tranzponder izt [T [T) Fiead trangponder list
M (L} Read Audit Trail ¥ (L) Read Audit Trail

[¥ (Z) Set clock V¥ {2) Set clock

v {0} Open door

— Settings ¥ (R) Resat

Maximum no. of executions: [T (&) Modify trianzponder
™ 1) Modify current data

Perform until:

— Default settings

Apply Load | Save |
Password for emergency I

unlocking:

Finizh

8. Highlight the permitted actions and tasks

9. Highlight the locking devices and increase the '"Maximum number of ex-
ecutions.' A number between 1and 10 is possible

10. Carry out the next steps

11. Once the tasks have been saved, copy the folder to the portable com-
puter

12. Connect the SmartCD to the portable computer
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13. Launch the 'DM Calibrate' program on the portable computer

File

Database directory:

DADr_Kieferi
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14. Select the folder with the programming tasks

File

LOG ON

Database: Dr Kiefer BU

User: Admin

15:20 09.10.2014
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15. Log on using the database password

Simons Voss

technologies

Actual Locking Plan:
Drkeor o

-Locks

Read ‘ Connection device ‘
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16. Click on [Attached device]

= Device Manager
File Action View Help File

e« | HE| -SmartCD configuration

4 = Pumba
[> ﬂ Audio inputs and outputs GDmlet
[ /M Computer
I =y Disk drives Baud rate-
i B Display adapters
b o DVD/CD-ROM drives
[» % Human Interface Devices
I g IDE ATA/ATAPI controllers
[+ i IEEE 1384 host controllers
[ &= Keyboards

[ ﬁ Mice and other pointing devices

[ EJ Menitors

[> EI? Metwork adapters

> BB Portable Devices

4 " Ports (COM & LPT)
@ SimonsYoss SmartCD Port (COM4)
@ Wavenet USB Central Node (COM3)

[ @ Print queues
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17. Enter the COM port

Simons Voss

technologies

Actual Locking Plan:
Drkeor o

-Locks

Read ‘ Connection device ‘

18. Click on [Upload]
- The menu will appear with the calibration steps
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Actaing

M | ock is programmed and installed, the netwark is se

= Open door and stick the magnetic plate to the r|ghT plaoe
©3 Reset the lock state

© 4 Close door without locking it

5 Open door

© Close door and turn the cam to the stop

= Unlock door without opening it

Execute the following  |Lock is programmed and installed, the netwark is set up
action:

Is5ues to check

OK & Next Cancel |

19. Follow the instructions and confirm by pressing [OK & Next]

Actoing

® Lock is programmed and installed, the network is set up
® Open door and stick the magnetic plate to the right place
®3 Reset the lock state

® 4 Close door without locking it

5 Open door

® Close door and turn the cam to the stop

® Unlock door without opening it

Execute the following  |Unlock door without opening it
action:

Is5ues to check
# The lack sets the door status to "door closed"
® The lock set the position of the balt to zero

OK & Next | Cancel |

20.As soon as all actions are complete, exit DoorMonitoring calibration

21. Copy the files back onto the computer where the locking plan is located
22.Import the tasks via File » Import from LSM Mobile » LSM Mobile PC
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Calibration tasks

5. Initial operation
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There are seven designated steps for calibration

Steps to be carried out

Explanation

1. Locking device is programmed and
installed. Network is installed

Confirm that these tasks have been
completed. Network is not abso-
lutely necessary if the cylinder is op-
erated offline.

2. Open door and affix the magnetic
strip to the correct position

Confirm after the magnetic plate
has been attached to the striking
plate opposite the fastening screw.
Affix the plate loosely first, so that it
can be moved if necessary

3. Close door but do not lock

Carry out step and confirm. The cyl-
inder is read after confirmation

4. Open the door

Open the door. The cylinder is read
after confirmation

5. The locking device's bolt position
is initialised

Confirm. The cylinder is read and ini-
tialised after confirmation

6. Close door and lock fully

Lock door. After confirmation, the
cylinder is scanned and the number
of cam rotations until the door is se-
curely locked is detected. The user is
asked if the number of rotations is
to be entered

7. Unlock door without opening it

Unlock door. The cylinder is read
after confirmation

A traffic-light-style indicator displays the status in addition to the individual

step:

Yellow: step not yet implemented

has been detected

Green: step complete and positive feedback

Red: indicates an error. Either the step has not been followed or an error
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NOTE

Note on anti-panic cylinder: There is no monitoring of bolt movement in
the DM.AP2 Cylinder. This is why you need to carry out Steps 1to 4 when
checking the DM.AP2 Cylinder. You can skip the other steps. Press [OK &
Next] and ignore comments.

5.4.3

Check magnet position

If the door has been closed, but the calibration tool does not recognise that
the door is closed (Step 3), the position of the magnetic plate needs to be
checked or the number of magnetic plates needs to be increased.

Step 4 should also be performed on the door while ajar. If the door is
identified as closed when it is ajar after Step 4, the magnetic field is too
strong.

Move the plate further towards the centre of the frame or make the plate
smaller

Use in escape doors

Use in an escape door lock

Panic locks can be unlocked and opened from the inside by pushing the
door handle. The lock unlocks without the cam rotating. Some locks
require an anti-panic cylinder since the cam can cause the lock to jam
when in certain positions. You need to clarify with the lock manufacturer
whether an AP cylinder must be used or not. Different issues need to be
clarified in advance when the DM Cylinder is used in escape door locks:

i SLP lock or non-SLP lock

i Use of an AP cylinder required to prevent the lock from jamming

= Typical usage behaviour of the door.

Is the door normally opened with an authorised transponder or by pressing
the inside handle? The DM Cylinder records the cam's movements and
detects the lock status based on rotations and the direction of rotation. It
does not record retraction of the bolt and, consequently, does not register
the unlocking of the door either. Cam monitoring is deactivated in the
DM.AP2 Cylinder. Manual locking is not monitored.

NOTE

You must comply with the requirements in DIN EN 179 or EN 1125 when
fitting an escape door lock.
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Usein an SLP lock

An SLP (self-locking panic) lock can be opened on the inside by pressing
the door fitting and locked when the door is closed. This means that the
DM Cylinder does not reliably indicate the bolt position (at all). The DM.AP2
does not monitor the bolt position. This means that only the door's opening
status can be monitored. The following setting should be configured.

— Target

— Door open settings

Read interval for the fastening screw 2 x| Sec.

"Door open too long" event after off "I Min.
— Lock bolt

Mumber of tums to lock off ;I

"Dioar securely locked” bolt position off j
— Events

— Logaging in the access list

¥ "Door open” events
I Lock bolt events

— Transmission in the network

¥ "Door open” events
I Lock bolt events

¥ Logging / transmission of alams in the network

Since an open door will not emit an alarm, an event needs to be generated
when the door is opened. The event becomes active and a pre-defined
actionis implemented as soon as the door is opened.
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6. Day-to-day operation

6.1 Displays

You can display the key information about your locking system directly in
the locking plan. The DM Cylinder's door statuses can be shown directly on
the locking plan

ii This view is only useful if the DM Cylinder is connected online

ii If a wireless node (LockNode) fails, the system does not detect the fault
until the cylinder is addressed by the LSM (reading, reprogramming).
That is why it is sensible to check the status of the WaveNet network

i: The cylinders transmit all status changes to LSM (LSM Basic Online) or
the CommNode server (Business / Professional) in real time. If LSM is
closed, the status displayed at that moment is saved

i: If a door status changes while LSM is closed (Basic) or the CommNode
server has been paused (Business / Professional), the system does not
record this change. The correct status is not displayed until a change
has been made to the status at the door

Options | Window Help - [ &) %
fF';.-':ia::{ view -r_j' Q E:L 2
Additional columns 4 Transponders/people
- Log | Locks/doors
Automatic numbering | Transponder groups
Advanced Areas
Reports
Metwork
Audit Trails
User password security i

Fig. 14: Additional columns in the locking plan
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1. Click on 'Options' > 'Additional columns' > 'Locking devices/doors' in
the menu row

Notation | Abbreviati.. |  Width |
Mame MAME
Programming demand FE

[C] Floor E

| Building G

w| Metwork
llﬂ_
] Advanced data

[ Door code TC

[[] Inside dimengion of the d... 1T

[] Inside dimensions IL

[ Metwork address ADDRESS
[ Outside dimension of the ... AT

[[] Outside dimensions AM

[ PIN-Code Teminal

Y v, il

SIS 1 [NIPEPEAN

oK

Fig. 15: Column selection

2. Select 'Network' and 'Door status'
3. Clickon [Up] and [Down] to change the order of the list

— The network connection and door status are now displayed in the lock-
ing plan

Matrix view

NAME (DOORS/LOCKS)

Examination 1 WM K| KK

Examination 2 oMM MK K

Lab x| x| X
E Main entrance b Ab A b A
-]
v [Side entrance W W W
,':,"Waiﬁng room MW M || x
E|Med|::|ne | | | | | » »
S T B (> X

The door statuses are displayed using different icons in the matrix
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Icon Status Information

Door is locked and cam has been

D ly locked
oor securely locke rotated to [securely locked] position

Door is locked and cam has not
Locked been rotated as far as the [securely
locked] position

Closed Door is closed and bolt retracted

)1 Open Door open

This icon has different meanings:
Door open too long Fastening screw
has been manipulated (no longer

Error message - un- addresses, has been removed)
A defined status / warn- | Magnetic field manipulation (mag-
ing / alarm netic field on the fastening screw is

too extensive) Door has been forced
open (door is opened despite lock-

ing)
Undefined status — the status is un-
Status unknown known due to a malfunction or a

non-logical change to the system

Tab. Z:Door monitoring icons in the matrix

Unknown status

The 'Unknown status' icon and the alarm icon do not change automatically
if the reason for the malfunction disappears (an exception is the 'Door
open too long alarm' which does not disappear when the door is closed).
The alarm must be reset

Error message Action

Door must be opened, then closed
Undefined door status again. Cylinder detects the status
and transmits it to LSM

Door open too long Close door

Check fastening screw. Reset the er-
ror once it has been eliminated; see
section on Cylinder [» 20]

Fastening screw has been manipu-
lated (has been removed)

Magnetic field manipulation
(fastening screw magnetic field too
extensive)

Check door. Reset error; see section
on Cylinder [» 20]
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Error message Action

Door has been forced open (door is

opened despite locking) Check door. Reset error

6.2 Read component
A locking device's status can be read at any time
You can use a programming device to read locking devices which are not
networked. You can read networked locking devices over the network from
your workstation
1. Highlight the locking device in the locking plan
2. Click on 'Programming' in the menu
3. Select 'Read locking device/set time'

Locking system: IDr. Kiefer
Doorock: | Medicine Il / DODXIU3B

— Programming device:

Type: ICnnﬁg Device
Device: IF‘UMEA:EDM{‘}

4. Check locking system and door/locking device

5. Choose the right programming device
- Config device: if the locking device is to be read with a programming
- LockNode: if the locking device is to be read online via an external
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LockNode
- WaveNet Node: if the locking device is to be read online via a WaveNet
node and an integrated LockNode (LN.I)

Locking system:

Lock: Medicine Il / DDDXU3B
Software Version: 3.5.12 M

Time zone:

— State: —Data

Battery status Device class IG? Door Monitoring Cylinder

PHI |mn><uaa
Time |wuax1s15:1?

[~ Emergency release
[ Deactivated

[~ Engaged
[™ Storage mode — Door Monitoring State

™ Time-controlled opening [ Dooris open
[™ Door stays open a long time

[~ Dooris locked

Dead bolt position: ID
[~ Dooris securely locked
[~ Attempted manipulation

[~ Hardware emor

Authorisations Audtt Trail

6. You see the battery status and the door monitoring status
7. Click on [Authorisations] to display the authorised ID media

Date | Chwner I Serial number TID | Locking component | ~

2014.08.16 15:17 Door has been closed 65425
2014.08.16 15:17 Bolt Position 2 65442
2014.08.16 15:17 Bolt Posttion 1 65441
2014.08.16 15:17 Door has been opened 65424
2014.08.16 15:17  Dr Kiefer, Annabell 3203
2014.08.16 15:16 Door has been closed 65425
2014.08.16 15:16 Bolt Position 2 65442
2014.08.16 15:16 Bolt Position 1 65441
2014.08.16 15:16 Door has been opened 60424
2014.08.16 15:16 Door has been closed 65425
2014.08.16 15:16 Door has been opened 65424
2014.08.16 15:16 Door has been closed 65425
2014.08.16 15:18 Door has been opened 60424
2014.08.16 15:16  Dr Kiefer, Annabell 3203
2014.08.16 15:16 Door has been closed 65427
2014.08.16 1516 Door stays open a long time 65426
2014.08.16 15:15 Door has been opened 65424
2014.08.16 15:15 Boh Position 1 65441
2014.08.16 15:15  Dr Kiefer, Annabell 3203
2014.08.16 15:15 Door has been closed 65425
2014.08.16 15:15 Door has been opened 65424
2014.08.16 1%:15 Door has been closed - 65427 -
2014.08.16 15:15 Boh Position 2 65442
2014.08.16 15:15 Bokh Position 1 65441
2014.08.16 1515 Dr Kiefer, Annabell 3203
IN14NR 16 1515 Mlanr etz Aanan 3 lona time RRATR
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8. Click on [Access list] to read accesses. Bolt positions and door statuses
are also read with the DoorMonitoring Cylinder
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7. Maintenance

7.1 Audible signals

7.2

Signal type

Meaning

7. Maintenance
76 /90

Action required

2 short audible signals
before engaging and a
short tone after disen-

gaging

Normal activation

No

1 short audible signal:
cylinder does not en-

gage.

Attempted entry with a
transponder listed in
the locking system, but:
booked outside the
time zone: no author-
isation, cylinder is deac-
tivated

Check authorisations.
Read locking device,
check status. Check
time zone plan

8 short audible signals
before engaging: Bat-
tery Warning Level 1

Batteries are low

Replace batteries in the
cylinder

8 short audible signals
30 seconds long with
one second pause each
time before engaging:
Battery Warning Level 2

Batteries are almost
completely empty

Replace batteries in the
cylinder immediately.

6 audible signals (long
— pause — short):
Freeze mode

Battery empty. Cylinder
can no longer be
opened using an au-
thorised transponder.

Replace batteries and
reset with a battery re-
placement transpon-
der.

8 short audible signals
after thumb-turn disen-
gages

Transponder battery is
low

Have transponder bat-
tery replaced

Tab. 3:Cylinder audible signals

Batteries

Battery life

The battery life depends on the DM Cylinder configuration settings and the

use behaviour. The following affect the battery life:

== The fastening screw sampling interval

= Number of activations

i2 Reading the access list
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i Changes to programming
i Number of tasks

The number of activations totals up to 50,000.
The battery life depends on the fastening screw setting:

Sampling interval Battery lifetime
0.2s 2.5 years

2S 4 years

3s 4.5 vyears

Tab. 4: Sampling intervals and battery life

The battery life indicated serves as a guide. A battery warning is not
emitted when the aforementioned service life expires, but is based on the
measured battery capacity instead.

Battery warning levels

Warning Level 1 Warning Level 2 Freeze mode

Eight short audible sig-
nals 30 seconds long

8 short audible signals
before engaging

with one second pause
each time before enga-

ging

6 audible signals (long
— pause — short)

Up to 15,000 access
eventsorupto 9
months on standby

Up to 50 access events
or up to 30 days

Battery change: activ-
ate with battery re-
placement transponder

Tab. 5:DM Cylinder battery warning levels

NOTE

The cylinder's monitoring function is deactivated from Warning Level 2.
Changes to the cylinder status are not logged or transmitted.

Once Warning Level 2 has been emitted for the first time, the door can be
opened with a transponder around 50 times. After reaching this number of
opening operations or after about 4 weeks, the cylinder automatically
switches to freeze mode. In freeze mode, the cylinder can only be replaced
using a battery replacement transponder in conjunction with an authorised
transponder.
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Freeze mode

The locking device switches to freeze mode if Battery Warning Levels 1 and
2 have not been observed or the locking system administrator has not been
informed of the battery warning. User transponders can no longer activate
the locking device to prevent the battery from being fully discharged in this
status.

NOTE

A door can only be opened with a battery replacement transponder once
in freeze mode.

Normal transponders can no longer open a door

i Replace the batteries immediately after the first warning level starts

Battery replacement

v" You have a battery replacement key
v" You have a battery replacement transponder
v" You have new battery replacement batteries
v" You have an authorised transponder

j—

If the cylinder is in freeze mode, activate the battery replacement
transponder

“ The cylinder can now be opened with an authorised transponder
Activate the authorised transponder

Replace the batteries

Activate the battery replacement transponder

I »wh

Freeze mode is permanently eliminated. The cylinder can be operated
as normal

Replacing batteries

1. Place the installation/battery key on the inside thumb-turn in such a
way that the two teeth lock into the openings in the locking disc; if ne-
cessary, turn the thumb-turn until both teeth engage into the locking
disc. Important: The tool must be placed flat on the inside front surface
of the recessed grip ring to ensure that the installation tool can engage
into the locking disc. . Use clean gloves free of fat or grease to handle
new batteries.

2. Hold the inside thumb-turn firmly and carefully turn the installation/
battery key about 30° in a clockwise direction until you hear a click.

3. Remove installation/battery key from the thumb-turn

4. Push recessed grip ring backwards towards the door, so that it comes
away from the thumb-turn
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Ul

Hold recessed grip ring firmly and turn thumb-turn about 10° in an anti-
clockwise direction and remove

o

Carefully remove both batteries from the holder

~

Insert the new batteries into the holder at the same time with the posit-
ive poles next to each other; change the batteries as quickly as possible

NOTE

Always insert button cells with the positive poles next to each other

The batteries will only offer their full service life if they are installed cor-
rectly

NOTE

Batteries will corrode if they come into contact with sweat or grease

Batteries will lose their capacity before time

Corroded batteries may permanently damage the cylinder

1. Never touch batteries with your bare hands

2. You must wear clean gloves free of fat or grease to handle new
batteries

4

8. Replace the thumb-turn (align the triangle mark as in the diagram[4]),
hold the recessed grip firmly (see diagram) and fasten the inside
thumb-turn by turning in a clockwise direction about 100

9. Push recessed grip ring back onto the thumb-turn, so that the thumb-
turn and ring close together in a flush fit

10. Place the installation/battery key on the inside thumb-turn in such a
way that the two teeth lock into the openings in the locking disc; if ne-
cessary, turn the thumb-turn until both teeth engage into the locking
disc
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11. Close the thumb-turn again by turning it about 30° in a clockwise direc-
tion until you hear a click

12. Then activate an authorised transponder and check that it functions

7.3 Error diagnosis

Symptom

Cause

Solution

Fastening screw cannot
be fully tightened

Fastening screw too
long

Re-measure backset.

Order fastening screw
according to backset
size

You must not shorten
the fastening screw un-
der any circumstances.
This will permanently
damage the sensor

Fastening screw does
not grip when turned

Fastening screw too
short

Re-measure backset

Order fastening screw
according to backset
Size

Door status is not
shown in LSM

Connection between
cylinder and LSM is
malfunctioning

Check whether the er-
ror also occurs when
the cam bit rotates. If it
does, the connection is
malfunctioning.

Check network

Is the cylinder (network
cover) integrated into
the network?

Check that the signal
strength is at least
-70 dB

Magnetic field around
fastening screw sensor
too weak

The sensor does not
detect the magnetic
field if it is too weak

Affix additional mag-
netic plate

Reduce gap between
door and frame
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Solution

Magnetic field around
fastening screw sensor
too strong

The sensor overreaches
if the magnetic field too
strong

Remove magnet plate

Increase gap between
door and frame

Fastening screw too
short.

No contact between
the sensorin the
fastening screw and
the cylinder

Re-measure backset

Order fastening screw
according to backset
Size

DM Cylinder configured
incorrectly

Check DM Cylinder con-
figuration.

Is there a check mark
against 'Door open' in
the access list?

Is transmission via net-
work configured?

Is sampling interval
configured for fastening
screw?

Flip-flop mode or time
switch-over con-
figured?

> The bolt status can-
not be checked

Input events via Wave-
Net not configured

Configure input events
by selecting Network/
Group tasks/WaveNet
node / Activate input
events
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Solution

Event forwarding not
activated

Check whether status
has been read Set
check mark against
Event forwarding

Also select WaveNet
node properties at Net-
work / Administer
WaveNet

Defective cylinder

Replace cylinder

CommNode server not
assigned to task ser-
vices

If network tasks are dis-
tributed via the
CommNode server, you
need to select thisin
task services. Select
'Network' » 'Task Man-
ager'

Select the CommNode
server in the Task ser-
vices section

Then transmit the con-
fig files in the 'Commu-
nications node' menu

CommNode server not
installed

The CommNode needs
to be installed in certain
set-ups:

2= [ SM Business

i LSM Basic with
Virtual Network
(VN)

Locking system with
Virtual Network (VN)

The config files must be
re-transmitted to the
CommNode server with
LSM.Basic.Databases
with VN configuration
to ensure that the door
monitoring function is
detected
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Solution

Cam rotation is not
shown in LSM. Door
opening is shown

DM Cylinder configured
incorrectly

Configure lock dead
bolt logging. Check box
for event logging and
forwarding of lock dead
bolt events

DM Cylinder activated
in flip-flop mode or
time switch-over

DM Cylinder cannot be
operated in flip-flop
mode or time switch-
over. Change mode and
open and close door, so
that cylinder returns to
a defined status

Defective cylinder

Replace cylinder

A different status is dis-
played in LSM to the
actual status

LSM has not been syn-
chronised with the cyl-
inders

See 'Forward events' in
this section for descrip-
tion

Network connection
unstable

Check whether network
is available, e.g. read
cylinder over the net-
work. Check signal
strength: at least

-70 dB.

Examine surroundings
for sources of interfer-
ences, such as fluores-
cent tubes, dim
switches, generators,
mains adapters

Forward events

If the door statuses are not displayed in LSM, check the network

configuration.

First, determine the locking device's network detection

v' The 'Network' column is shown in the locking plan. The "W'is visible in

the locking plan

Note down the identifier for later use

Position the mouse cursor on the 'W'in the locking plan > The WaveNet
node number is displayed, e.g. WNNode_0026
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Activate input events

The input events must be activated, so that events can be transmitted
from the cylinder to the LockNode

1.
2.

I w

goswoN

o

Open the menu item 'Network' > 'Collective tasks' > "WaveNet nodes'

Highlight the node which features the number that you wrote down
earlier

Click on [Activate input events]
The input events are activated

Open WaveNet administration > 'Network' > 'Administer WaveNet'
Select the network segment with the required WaveNet node
Highlight the door 'Nodes/addresses'

Click on [Properties]

Activate the check mark for 'Activate forwarding of events' in the 'Con-
figuration' section

Click on [Programme]
Close the window
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8. Accessories

Battery set

There is a set of batteries with replacement batteries available for the
cylinder. The set consists of 10 CR2450 batteries.

Order code: Z4 BAT.SET

Fastening screw

The DM Cylinder requires a special fastening screw with an integrated door
opening sensor.

Order code: Z4.DM.xx.SCREW.n

Fastening screw xx indicates the locking device's backset and should not
be confused with the fastening screw length. Standard fastening screws
are supplied for backsets between 25 and 70mm at increments of 5 mm.
Special lengths available on request.

Screwdriver

The screw head on the fastening screw rises in the middle, so that the
fastening screw cannot be fastened with a normal slot screwdriver. A
screwdriver is available as a tool.

Order code: Z4.DM.SCREWDRIVER

WaveNet network cover LN.I

The WaveNet network cover is a replacement cover and contains the
electronics required to connect the DM Cylinder with the network.
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Cylinder model

Euro Profile DoorMonitoring Cylinder
as per DIN 18252/EN1303, stainless
steel, freely rotating on both sides

Protocol generations

G2 or MobileKey

Thumb-Turn diameter

30 mm

Basic installation length

30-35 mm (external/internal di-
mension)

Protection rating

IP54 (when installed) / WP variant:
IP66

Air humidity: < 95%:; non-condensing
2 x Lithium CR2450 3V (Duracell,
GP Batteries (Gold Peak), Murata,
Battery type Panasonic)

Batteries coated with bitter sub-
stances are not suitable.

Tab. 6: Technical specifications - Doo

rMonitoring Cylinder

Temperature range

Operational: -25 °C to +65 °C
In storage: -35 °C to +50 °C

Access memory

About 1,000 door statuses can be
stored

Time zone groups

100+1 (time zone groups are not
supported in MobileKey)

Number of transponders per locking
cylinder

Up to 64,000 or 100 for MobileKey

Networking

Network-ready with integrated
LockNode (Network Thumb-Turn
Cover WNM.LNLI)

Radio emissions

24.50 kHz - 25.06 kHz

-20 dBuA/m (10 m distance)

868.000 MHz - 868.600 MHz /
869.700 MHz - 870.000 MHz

Only for item numbers: MK.Z4 *LN*,

MK.Z4 *DM*

<25 mW ERP
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10. Declaration of conformity

The company SimonsVoss Technologies GmbH hereby declares that the
articles (MK.Z4.*, MK.Z4 *LN*, MK.Z4 *DM*) comply with the following
guidelines:

i 2014/53/EU -RED-
or for the UK: UK statutory 2017 No. 1206 -Radio equipment-

i 2011/65/EU -RoHS-
or for the UK: UK statutory 2012 No. 3032 -RoHS-

C€ch

The full text of the EU Declaration of conformity is available at the follow-
ing internet address: www.simons-voss.com/en/certificates.htmil.
The full text of the UK Declaration of conformity is available at the follow-
ing internet address: www.simons-voss.com/en/certificates.htmil.


https://www.simons-voss.com/en/certificates.html
https://www.simons-voss.com/en/certificates.html

MobileKey Locking cylinder (Z4) 11. Help and other information
DoorMonitoring (Manual) 88 /90

11. Help and other information

Information material/documents

You will find detailed information on operation and configuration and other
documents on the website:

https.//www.simons-voss.com/en/documents.html

Declarations of conformity

You will find declarations of conformity and other certificates on the
website:

https://www.simons-voss.com/en/certificates.html

Information on disposal

== Do not dispose the device (MK.Z4.*, MK.Z4 *LN*, MK.Z4 *DM*) in the
household waste. Dispose of it at a collection point for electronic waste
as per European Directive 2012/19/EU.

i Recycle defective or used batteries in line with European Directive
2006/66/EC.

i Observe local regulations on separate disposal of batteries.

i2 Take the packaging to an environmentally responsible recycling point.

b2

Technical support

Our technical support will be happy to help you (landline, costs depend on
provider):

+49 (0) 89 /99 228 333

Email
You may prefer to send us an email.

support-simonsvoss@allegion.com

FAQs
You will find information and help in the FAQ section:

https://faqg.simons-voss.com/otrs/public.pl


https://www.simons-voss.com/en/documents.html
https://www.simons-voss.com/en/certificates.html
mailto:support-simonsvoss@allegion.com
https://faq.simons-voss.com/otrs/public.pl
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Address

SimonsVoss Technologies GmbH
Feringastr. 4

D-85774 Unterfoehring

Germany



This is SimonsVoss

SimonsVoss, the pioneer in remote-controlled, cable-free
locking technology provides system solutions with a wide
range of products for SOHOs, SMEs, major companies
and public institutions. SimonsVoss locking systems
combine intelligent functionality, high quality and award-
winning design Made in Germany.

Voss

SimonsE
Sir 4

As an innovative system provider, SimonsVoss focuses on
scalable systems, high security, reliable components,
powerful software and simple operation. As such,
SimonsVoss is regarded as a technology leader in digital
locking systems.

Our commercial success lies in the courage to innovate, sustainable thinking and action,
and heartfelt appreciation of employees and partners.

SimonsVoss is a company in the ALLEGION Group, a globally active network in the security
sector. Allegion is represented in around 130 countries worldwide (www.allegion.com).

Made in Germany

SimonsVoss is truly committed to Germany as a manufacturing location: all products are
developed and produced exclusively in Germany.

© 2025, SimonsVoss Technologies GmbH, Unterfohring
All rights are reserved. Text, images and diagrams are protected under copyright law.

The content of this document must not be copied, distributed or modified. More informa-
tion about this product can be found on the SimonsVoss website. Subject to technical
changes.

SimonsVoss and MobileKey are registered brands belonging to SimonsVoss Technologies
GmbH.

Simons Voss A BRAND OF
technologies ‘..
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Made in Germany ALLEGION
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